3apeructpupoBaHo B Muntocte Poccun 26 nroins 2018 1. N 51696

MWUHUCTEPCTBO LIU®POBOIO PA3BUTUA, CBA3U
N MACCOBbIX KOMMYHUKALIUK POCCUNCKOU PEOEPALINA

MPUKA3
oT 13 uroHa 2018 r. N 281

O BHECEHUWN U3MEHEHWUN
B NMPABUNA NPUMEHEHUA OBOPYAOBAHUA PAOUOLOOCTYIIA.
YACTb I. MPABUNA NPUMEHEHUA OBOPYOOBAHUA PAANOOOCTYINA
ONA BECNPOBOOHOWU NEPEOAYM OAHHbIX B JUANA3OHE OT 30 ML
A0 66 I'Tl, YTBEPXXAEHHbLIE MPUKA3OM MUHUCTEPCTBA CBA3U
N MACCOBbIX KOMMYHUKALIMA POCCUUCKOWN ®EQEPALIUA
OT 14.09.2010 N 124

B cootBercTBuu co cratheil 41 denepanpHoro 3akona ot 7 uroag 2003 r. N 126-d3 "O csazu"
(Cobpanwme 3axononarensctBa Poccuiickoii @eneparum, 2003, N 28, cr. 2895; 2018, N 17, ct. 2419) u
nyHktom 4 IlpaBun opranuzanuu W MpOBEACHUS paboT Mo 00sS3aTeNbHOMY MOATBEPXKICHUIO
COOTBETCTBUS CPEACTB CBS3U, YTBEPKIACHHBIX IIOcTaHOBJIeHUEM [IpaBurenscTBa Pocculiickoit denepanuu
ot 13 ampens 2005 r. N 214 (CoGpanue 3akoHonmatenbctBa Poccuiickoii denepamuu, 2005, N 16, cT.
1463; 2012, N 6, ct. 687), npuKa3bIBao:

1. VYr1Bepaurh npunaraeMble HW3MEHEHHUs, KOTOpble BHoOcATC B IlpaBuna mnpumeHeHUs
obopynoBanusi panuonoctyna. Yacte 1. IlpaBuna npumenenuss oOopynoBaHMS PpaaMOAOCTyHa IS
OecripoBOHON mepedayd JaHHBIX B auanasone ot 30 MI'm no 66 I'Tn, yTBepXaeHHBIE HPUKA30M
MuHucTepcTBa CBA3U U MaccoBbIX KOMMYHUKalMil Poccuiickoit @enepanun ot 14.09.2010 N 124 <1>, ¢
U3MEHEHUSIMH, BHECEHHBIMU IpHUKa3aMu MUHUCTEPCTBA CBSA3U U MacCCOBBIX KOMMYyHUKanuil Poccuiickoi
@Denepanyu ot 23.04.2013 N 93 (3apeructpupoBan MunucrtepctsoM roctuuu Poccuiickoin denepanyu
14 wuronss 2013 1., peructpaumnonusii N 28788) u or 22.04.2015 N 129 (3apeructpupoBan
MunucrepctBoM roctunmnu Poccuiickoit @eneparun 14 mast 2015 r., peructpanuonnsiii N 37274).

<1> 3apeructpupoBan MunucrepcTBoM toctunuu Poccuiickoir ®enepamun 12 oxts6pst 2010 1.,
peructpauroHHblid N 18695.

2. HampaBuTh HacTOSIIMK IIPUKA3 HA TOCYJApPCTBEHHYIO PETUCTpaLii0 B MUHUCTEPCTBO HOCTHIIMU
Poccutickoit @enepanuu.

Munuctp
K.I0.HOCKOB

Y TBEPKICHBI
IIpuKa3oM MuHHUCTEpCTBA



1 pOBOTO Pa3BUTHS, CBSI3U
1 MacCOBBIX KOMMYHUKAIH
Poccuiickoit ®enepanuun

ot 13.06.2018 N 281

M3MEHEHUA,

KOTOPbLIE BHOCATCA B MPABUJIA MPUMEHEHUA OBOPYOBAHUA
PAONOOOCTYNA. YACTb I. MPABUNA NPUMEHEHUA OBOPYNIOBAHUA
PAOVWOOOCTYNA ANA BECNPOBOOHOWU NEPEOQAYY OAHHbIX B AUANA3OHE
OT 30 Mry A0 66 I'ry, YTBEPXXAEHHbLIE MPUKA3SOM MUHUCTEPCTBA
CBA3U N MACCOBbIX KOMMYHUKALIMK POCCUUCKON ®EQEPALIUN
OT 14.09.2010 N 124

1. ITyHKT 23 1ONOAHUTH NOAIYHKTAMU 8 - 13 cieayrolero coaepKaHus:

"8) mporokona MIPv4, wucnonp3yemMoro mnpu B3aMMOACHCTBHM OOOPYJOBAHUS JIOBEPEHHOTO
panuonoctyna s OecpOBOAHOM mepeaayd AaHHbBIX B auanazoHe ot 30 MI'm no 66 I'Tu (manee -
TWAN) c¢ oOcmyxuBarommm nuio3oMm (manee - S-GW) uiaM OuUII030M B3aMOJCHCTBHUS C CETSIMH,
UCTIOJB3YIOLIMMH TEXHOJOTHIO ¢ KOMMYyTauueil makeros (nanee - P-GW) o0GopynoBaHuss KOMMYTaluu
crangapta LTE (unrepdeiic S2a) npu peanuzamnuu cornacHo npuioxennto N 19 k [Ipasunawm;

9) mpotokosna PMIPv6, ucnonb3dyemoro Ha uHTepdeiice S2a, B ciaydae peanu3alid COTJIACHO
npuinoxennto N 8.1 k I[IpaBunam mnpumeHeHuss 000pylOBaHMS KOMMYTALMM CETEH IOJBHKHOMN
panuorenedonnoit cps3u. Yacts VII. IlpaBuna npumeHeHus oOOpYyIOBAaHUS KOMMYTALMU CTaHAAPTa
LTE, yTBepKOEHHbIM NpHUKa3oM MMHHCTEpCTBA CBA3M M MAacCOBBIX KOMMYHHMKanui Poccuiickoiu
@enepanuu ot 06.06.2011 N 130 (3apeructpupoan MunucrepctBoM roctuiiu Poccuiickoit @enepanyu
28 utons 2011 r., peructpanmonusiii N 21216), ¢ u3MeHEHUs MU, BHECEHHBIMU MTPUKa30M MUHHCTEpCTBA
CBSI3M U MaccoBbIX KoMMmyHuKanmil Poccuiickoit ®enepaunn ot 14.12.2015 N 543 (3apeructpupoBan
MunuctepctBom toctuuuu Poccuiickoit ®enepanun 18 suBaps 2016 r., perucrpanuonssiii N 40600)
(manee - IIpaBuna N 130-11);

10) mporokona GTP, ucmone3yemoro Ha wuHTrepdeiice S2a, B ciydae pealu3alldd COIJIACHO
npuioxkeHnto N 7 k [Ipasunam N 130-11;

11) mporokona Diameter, ucnons3yemoro mexnay TWAN wu ¢QyHkiuei peanusanuu mnpaBuil
NOJIUTUKM U Tapudukanuu (nanee - PCRF) o6opynoBanus kommyTtanuu cranaapra LTE na unrepdeiice
Gxx (Gxa, Gxc), cornacHo myHKTY 5 npuinoxenust N 5 k [Ipasunam N 130-11;

12) nporokona Diameter mexxy TWAN u 3GPP AAA cepsep/npokcu Ha untepgeiice STa, mexay
000pYyJOBaHUEM HEHAJICKHOTO PaMo0CTyMa sl OeCpOBOIHON Nepeaayn JaHHbIX B auanas3oHe ot 30
MI'n no 66 I'Tu (manee - UTWAN) u 3GPP AAA cepBep/mpokcu Ha unTepdeiice SWa, cornacHo
npuioxxeHnto N 20 k [IpaBunam;

13) nporokona EAP-AKA, EAP-AKA' na unrepdeiicax STa, SWa cornacuo mpunoxenuto N 21 k
ITpaBunam.".

2. llpunoxxenne N 19 U310KUTh B CIEAYIOMIEH peIaKIIUu:

"IIpunoxxenne N 19
K [IpaBunam npuMeHeHus 000py10BaHUs
paguonocryna. Yacts 1. IIpaBuna



MPUMEHEHUs 000PYIOBaHUS PAAUOAOCTYTIA
JUIsE OECTIPOBOJIHOM Mepeaayuu JaHHbBIX
B nuamna3one ot 30 MI'tt mo 66 I'T'n

TPEBOBAHUA K ITAPAMETPAM ITPOTOKOJIA MIPV4

1. TpeOoBaHusI K MONMOTHEHHUSM M PACHIMPEHHUSAM MPOTOKOJIOB, HEOOXOTUMBIM IS MOAIEPKKH
MOOUITBHOCTH TIOJIL30BATENSI B CETH, HCTIONB3Yoteh [Pv4:

1.1. nOnOTHUTENbHBIE COOOLIECHHS, TIOJICPKUBAIOIINE YIIPaBIeHHE MOOMIBHOCTBIO MOJIB30BATENS U
ornpasisiemble ¢ nopra UDP/TCP 434 ("3ampoc peructpanun" (Registration Request) u "PesynbraT
peructpanuu” (Registration Reply):

a) opmat coobienus "3anpoc peructpauu’ (pUCyHoK 1).

Tun S |[B D M |G |r |T |X |[A1MTeabHOCTb pETUCTpaLlun

JlomaruHuii anpec

AJipec AJOMAIIIHETO areHTa

CoA

WNnentuduxanms

Pacmmpenus

Pucynok 1.

IIpumeuanue:
nonie "Tun" (1 GaiiT) momxHO OBITH paBHO "1";

none "S" (1 6ur) momkHO OBITH paBHO "1", eciiu MOOWJIBHBIN y3€sl 3ampalldBaeT COXPaHEHHUE
HECKOJIBKUX MPEBIAYIIHNX aIpEeCOB MPHUBSI3KHU;

nosne "B" (1 6ut) nomkHo ObITH paBHO "1", ecn MOOWIBHBIM y3€sl 3alpalivBaeT y JOMAIIHEro
areHTa JJOCTaBKy IIMPOKOBEUIATEIbHBIX JAeHTarpaMmm;

noige "D" (1 Our) nomxHo ObITh paBHO "1", ecnmm MOOWIBHBIM y3el caM JAeKarcyIupyer
JefrtarpaMMbl, HarpaBiieHHbIE 110 aapecy CoA;

noje "M" (1 Out) momkHO ObITH paBHO "1", ecay MOOWJIBHBIA y3€J 3alpaliuBaeT y JOMAaIlHero
areHTa pe>KUM MUHUMAJIbHOW MHKAICYJIALUHU TaHHbIX;

nosne "G" (1 6ur) nomxHO ObITH paBHO "1", ecu MOOWIIBHBIN y3eN 3ampalIvBaeT y JOMAaIlHero
areHra pexxuM uHkancyssauuu GRE;

noist "' u "X" (mo 1 6uty) nomxHbI ObITh paBHEI "0" 1 UTHOPUPOBATHCA NIPU TIPUEME;

noje "T" (1 6uT) ZOMKHO coaepkaTh HHPOPMALIUIO O 3arpoce 0OPaTHOTO TYHHEIUPOBAHUS;



nonie "JlnmuTenbHOCTH peructpamuu’ (2 0OaiiTa) MODKHO COJIEPKaTh 3HAYCHHE AITUTEIBHOCTH
perucTpan B CEKyHJaX WM TNpH yCcTaHOBIeHHMH B 3HadeHwe "(0" cooOmiaer o 3ampoce OTMEHBI
peructpanuu, a B 3Hadenue "Oxffff" - GeckoHedHOCTH;

nosue "lomamnuii agpec” (4 Gaiita) mommkHO conepxatb IP aapec MOOMIBHOTO y37a B JOMAIIHEH
CETH;

noje "Anpec gomaiHero arerra” (4 6aiita) JomKHO conepxkath [P anpec momaiiHero areHra;

nosne "CoA" (4 6Gaiita) JODKHO coaepxaTb BpeMeHHbIH [P ajpec MOOMIIBHOrO y3i1a B BH3UTHOM
CETH;

none "Wnentudukanus" AOKHO COAEpKAaTh CTEHEPUPOBAHHOE MOOWIIBHBIM Y3JIOM 64-OuTOBOE
YHCII0, UCIIONIb3YEeMOE JUIsl COTIOCTABIICHHS 3aIIpOca PETUCTPALIH U OTBETA,

0) dopmar coobuienus "Pesynbrar peructpauuu" (pUCyHOK 2).

Tun Kon JIMuTenpHOCTh perucTpauuu

JlomaruHuii anpec

AJipec AJOMAIIIHETO areHTa

Wnentuduxatop

Pacmmpenus

Pucynok 2.
IIpumeuanue:
nonie "Tun" (1 GaiiT) momxHO OBITH paBHO "3";
nose "Kox" (1 6aiiT) 10omKHO coepkaTh HH(GOPMAIIHMIO O pE3yIbTaTe PEruCTpallny;
nonie "JlnmuTenbHOCTH peructpamuu’ (2 0OaiiTa) MODKHO COJEPKaTh 3HAYCHHE AITUTEIBHOCTH
perucTpanu B CeKyHAax U npu 3HadeHuH "0" cooOmaTh O 3ampoce OTMEHBbI PErHCTpaluu, a MpU

3nayeHuun "Oxffff" - 6ecKkOHEYHOCTD;

nose "lomamnuii agpec” (4 Gaiita) mommkHO conepxartb IP aapec MOOMIBHOTO y37a B JOMAIIHEH
CETH;

noje "Anpec nomamHero arerra” (4 6aiita) JomKHO conepxkath [P anpec momarmiHero areHra;

nosne "Wnentudukarop" DOHKHO COJEp’KaTh Cre€HEPUPOBAHHOE MOOHMIBHBIM Y3JIoM 64-OuTOBOE
YHCII0, UCIIONIb3YEeMOE JUIsl COTIOCTABIICHHS 3aIIpOca PETUCTPALIH U OTBETA,

B) coobmenus "3ampoc peructpauuu, "PesynbraT perucrpanuu” JOJKHBI COAEPKATH OAHO WIIH
HECKOJIbKO ~ CIEAYIOIMX pacimmpeHuid: "ayreHtudukanus B jpomamueid cetu" (Mobile-Home
Authentication) (tun pacmmpenus - 32), "ayrentudukanus B BusuTHoi cetu" (Mobile-Foreign
Authentication) (tTun pacmupenus - 33), "ayTeHTU(UKAIUS MEXIy JOMAIlHEH M BHU3UTHOW ceTsAMHU"



(Foreign-Home Authentication) (Tun pacmmpenus - 34).

TpeboBaHMs K CTPYKTYpe pacIIupeHuil COOOIEHH perucTpaluy NpUBEACHbI HAa pUCYHKE 3.

Tun pacmmpenus Jiaa SPI
SPI AyTeHTHPHUKATOD
Pucynok 3.
IIpumeuanue:

noje "J{nuHa" 1OIHKHO conepkaTh HH(GOPMAIIHIO 0 pa3Mepe ayTeHTU(uKaTopa mitoc 4 OaiiTa;

nose "SPI" (Security Parameter Index) nomxno conepxath VaeHTudukaTop napaMeTpoB 3alluThI,
UCTIONBb3YEeMBIH Uil  BBIUMCIEHUS ayTeHTU(ukartopa. Anroput™m ayrteHtupukamun HMAC-MDS
YCTAaHABJIMBAETCS 10 YMOIYAHUIO;

nonie "AyreHTHUKATOP" MODKHO OBITH TEPEMEHHOW HJWHBI, BBIUUCIATHCS IS KaKIOTO
COOOIIIEHUST PETUCTPAIIMU U HCIIOJIB30BATh CIECAYIOIHE OISt COOOIICHUN PETUCTPALIUU:

HOJIs1 COOOIEHHs pEeruCTpaIiy, ocTynuBIIero ¢ nopra 434 UDP;
BCE€ IIPUCYTCTBYIOLME PACLIIMPEHUS;

noss "Tun", "Inuna" n "SPI" ykazanHOro pacmupenus;

1.2. coobmenuss mnporokona ICMPv4, mnogxepxuBaroniye yopaBieHHE MOOMIBHOCTBIO
nonb3oBarens ("OObsBrenne wmapuipytuzaropa’ (Router Advertisement), "3ampoc ocTymHOCTH
mapuipytuszaropa” (Router Solicitation):

a) pacUIMpeHHsl YKa3aHHBIX COOOIICHH JODKHBI IPUHUMATD CIIEAYIOUINE 3HAYCHUS:

"0" - onuH OaiiT 3amonHeHus, nocueaHee pacmupenue cooduenus ICMP 1omkHO NCTOAB30BATHCS
IS TOTIOJTHEHUS ITTMHBI COOOILEHHS 1O YETHOTO KOJIMYecTBa OaiT;

"16" - 0O6BpsBICHUE MOOMIBHOTO areHTa (Mobility Agent Advertisement);
"19" - nnuHa npedukca;

0) dopmar pacmupenus "OOwsBreHue moOmibHOTO areHta" (Mobility Agent Advertisement)
(pucyHok 4).

Tun pacmmpenus JnHa ITopsiakoBBI HOMED

JUIMTENIBHOCTD PETUCTPALIUU R (B |H|F |[M|G |r [T |Peseps

Anpec(a) CoA

Pucynok 4.



IIpumeuanue:
nose "Tun pacmupenus” (1 6aiit) 1omxHO OBITH paBHO "16";

nosne "[lopsaxoBbrii HoMep" (2 GaiiTa) JOKHO COAEp)KaTh HOMEP COOOIICHHS C pacIIUpEeHUEM
Agent Advertisement;

nonie "JlnmuTenbHOCTH peructpammu’ (2 0OaiiTa) MODKHO COJIEPKaTh 3HAYCHHE AITUTEIBHOCTH
erucTpallii B CeKyHmax W mpu 3HadeHnd "0" cooOIaTth O 3aIpoce OTMEHBI PETHUCTPALMU, a IPH
y
spaueHun "0xffff" - 6eCKOHEYHOCTS;

noje "R" (1 OuT) 1OMKHO copepkaTh UHPOPMALUIO O HEOOXOJMMOCTH PETUCTPALIMHM B BU3UTHOM
arente (FA), HecMOTps Ha HasIM4YKMe y MOOMIIBHOTO y3a ajapeca CoA;

nosie "B" (1 6ut) K0mKHO coaepkaTh HHGOPMAIUIO O TOM, 4TO FA He OCyIIecTBIIsET PETUCTPALIUIO
MOOMJIBHBIX Y3JIOB;

none "H" (1 6ur) (nomamnuii arentr, HA) nomkHO comepxarbh MHPOPMALKMIO O TOM, YTO arcHT
npeJularaeT yCciIyry JIOMAallHero areHTa;

nose "F" (1 6ut) (BUBUTHBIN areHT) J0JKHO COAEPKaTh MHPOPMALIUIO O TOM, YTO areHT Mpejjiaraet
yCIYTy BU3UTHOT'O areHTa;

noje "M" (1 6ur) (MUHMMaNbHAs MHKAICYJSALUSA) AOJDKHO COAEpKaTh MH(OPMAIUMIO O TOM, YTO
areHT peajJu3yeT IPUEM TYHHEIUPYEMBIX JeHTarpaMm, HCIOJb3YIOIUX MUHUMAJIbHYIO HHKAIICYJISILHIO;

noire "G" (1 our GRE wunKarnc JIA0UsA) AOJKHO COACPKATh HMHMOpMALUMIO O TOM, YTO arcHT
y
CaAJIU3YyCT IIPUCM TYHHCIIMPYCMBIX ﬂeﬁTaF aMM, UCITIOJIB3YIOIIIHUX GRE unkaric JIAUIO,

nose "r" (1 6uT) pesepBHOE U JOIHKHO OBbITH paBHO "0";

none "T" (1 Our) momkHO conmepkarth MHGpopMaiuioo o ToM, uro FA momnmepkuBaeT oOparHOe
TYHHEIIMPOBAHHUE;

nose "Pe3eps" (8 OuT) gomKHO OBITH paBHO "0";

nose "Anpec(a) CoA" n0MKHO COAEpKaTh OAUH MM HECKOJIBbKO anapecoB COA MpH yCTaHOBIEHUU
6ura F (kosm4ecTBO afpecoB, NPUCYTCTBYIOLIUX B TOJIE, JOJDKHO OMPEIENIATHCS YKa3aTeleM JAIUHbI);

B) popmar pacmupenus "nuna npeduxca" (pUCyHOK 5).

Pacmmpenue "lnuna npedukca" MoxkeT cienoBath 3a pacmupeHueM "OObsBieHHE MOOMIBHOTO
areHTa" M JIOJDKHO COZAEp)KaTh MH(POPMAIIUIO O KOIUYecTBE OUT pedurKca CeTH, KOTOPBIM MPUMEHSETCS K
KaX/I0My aJipecy MapIIpyTH3aTopa, ykazannomy B coobmmenun ICMP "Router Advertisement".

Tun pacmmpenus Jna JnuHa npedukca

PucyHok 5.

IIpumeuanue:



nose "Tun pacmmpenus” (1 6aiit) 1omxHo ObITH paBHO "19";

none "Jlnuna npedurca" (8 OUT) HOKHO cOAEpk aTh YUCIO HAYATBHBIX OUTOB, OMPEICIISIOMINX
HOMEp CETH B aJpece MapuipyTusaropa, ykazanHoro B coobuiennu ICMP "Router Advertisement". s
KaXKJI0T0 ajpeca J0KHA OBITh CBOSI JUTHHA Mpedukca.”.

3. Hononuuts npunoxeHussmu N 20 - 22 crieayromero coaepKaHus:

"IIpunoxxenne N 20

K [IpaBunam npuMeHeHus 000py10BaHUs
paguonocryna. Yacts 1. IIpaBuna
NpUMEHEeHHs 000pYI0BAHUS PAAHOAOCTyIIa
111 6ecpOBOIHOM Tepeiaun JaHHbBIX

B quanazone oT 30 MI'u no 66 I'Tg

TPEBOBAHUA .
K ITAPAMETPAM INPOTOKOJIA DIAMETER HA UHTEP®ENCAX STA/SWA

Tabmuua N 1. Coobmenuss mnpoTtokona Diameter, nepenaBaemble Ha wuHTepdeiice STa wu

omnpenenennsie Auth-Application-1d paBabm "16777250"

Coob1enue Kox coobmenns Hanpasnenue nepenaun
Diameter-EAP-Request 268, out R B moiste komauasl |oT TWAN k 3GPP AAA
(DER) "®mnar" ycranoBnen B 1" | cepBepy
Diameter-EAP-Answer 268, 6ut R B mone xomanas! |oT 3GPP AAA cepBepa k
(DEA) "®nar" ounileH TWAN
ABapuiiHoe IpeKpaleHue 274, 6ut R B mone komauasl |oT 3GPP AAA
CecCHM. 3anpoc "@nar" ycranosnen B "1" | cepBepa/mpokcu k TWAN
(Abort-Session-Request
(ASR))

ABapuiiHoe IpeKpaleHue 274, 6ut R B mone xomanasl |or TWAN k 3GPP AAA
ceccun. OTBET "®nar" ounieH cepBepy/IPOKCH
(Abort-Session-Answer

(ASA))

Oxonuanue ceccun. 3anpoc | 275, 6ut R B mone komanael |or TWAN k 3GPP AAA
(Session-Termination-Reques | "®nar" ycranosien B "1" | cepBepy/npoKkcu

t (STR))

Oxonuanue ceccun. OTBET 275, out R B mone xomanasl | ot 3GPP AAA
(Session-Termination-Answe "®nar" ounieH cepBepa/mpokcu kK TWAN
r (STA))

OOHOBIIEHHE JAaHHBIX 258, out R B mosne xomanasr | ot 3GPP AAA
aBTOpHU3aLIUU. 3a1Ipoc "@nar" ycranosnen B "1" | cepBepa/mpokcu k TWAN
(Re-Auth-Request (RAR))




OOHOBIIEHHE JAaHHBIX 258, out R B mone xomauasl |oT TWAN k 3GPP AAA
aBropuzanuu. OTBeT "®nar" ounieH cepBepy/mpoKcH
(Re-Auth-Answer (RAA))

Nudopmanus o ceccuu. 265, out R B moiste komauasl |oT TWAN k 3GPP AAA
3ampoc (AA-Request (AAR)) | "®nar" yctanoBnen B "1" | cepBepy/nmpoKkcu
Nudopmanus o ceccuu. 265, out R B moite komaunsl |oT 3GPP AAA

OtBer (AA-Answer (AAA)) "®nar" ounieH cepBepa/mpokcu k TWAN

Tabmuma N 2. CooOmienus mporokona Diameter,
omnpenenennsie Auth-Application-1d pasabm "16777250"

nepenaBaeMble Ha wuHTepdeiice SWa u

Coob1enue Kox coobmenns Hanpasnenue nepenaun
Diameter-EAP-Request 268, out R B moite komauasl |oT UTWAN k 3GPP AAA
(DER) "®mnar" ycranoBnen B "'1" | cepBepy
Diameter-EAP-Answer 268, 6ut R B mone komanasl |or 3GPP AAA cepBepa k
(DEA) "®nar" ounileH UTWAN
ABapuiiHoe npekpanieHue 274, 6ut R B mone komanaer |or 3GPP AAA
ceccuu. 3anpoc "O®nar" ycranosned B "'1" | cepBepa/mpokcu k UTWAN
(Abort-Session-Request
(ASR))

ABapuiiHoe IpeKpaleHue 274, 6ut R B mone komanasl |or UTWAN k 3GPP AAA
ceccuu. OTBeT "®nar" ounieH cepBepy/mpoKcH
(Abort-Session-Answer

(ASA))

Oxonuanue ceccun. 3anpoc | 275, 6ut R B mone komannel |or UTWAN k 3GPP AAA
(Session-Termination-Reques | "®nar" ycranosien B "1" | cepBepy/mpokcu

t (STR))

Oxonuanue ceccun. OTBET 275, out R B mosne xomanasl | ot 3GPP AAA
(Session-Termination-Answe "®nar" ounieH cepepa/mpokcu kK UTWAN
r (STA))

OOHOBIIEHHE JAaHHBIX 258, out R B mosne xomanasl | ot 3GPP AAA
aBTOpHU3ALIMU. 3a1Ipoc "@nar" ycranosnen B "1" | cepBepa/mpokcu k UTWAN
(Re-Auth-Request (RAR))

OOHOBIIEHHE JAaHHBIX 258, out R B mone komauasl |oT UTWAN k 3GPP AAA
aBropuzanuu. OTBeT "®nar" ounileH cepBepy/mpoKcH
(Re-Auth-Answer (RAA))

Nudopmanus o ceccuu. 265, out R B mointe komauasl |oT UTWAN k 3GPP AAA
3ampoc (AA-Request (AAR)) | "®nar" ycranoBnen B "1" | cepBepy/nmpokcu
Nudopmanus o ceccuu. 265, out R B moite komauasl |oT 3GPP AAA




OtBeT (AA-Answer (AAA)) "®mar" ouuileH cepBepa/mpokcu Kk UTWAN

ITpunoxenne N 21

K [IpaBunam npuMeHeHus 000py10BaHUs
paguonocryna. Yacts 1. IIpaBuna
NpUMEHEeHHs 000pPYI0BAHUS PAAHOAOCTyIIA
111 6ecpOBOIHON TMepeiaun JaHHbBIX

B quanazone ot 30 MI'u no 66 I'T'ng

TPEBOBAHNMA K TAPAMETPAM ITPOTOKOJIA EAP-AKA, EAP-AKA'

1. Pacmmpsemblii mnporokon ayrteHTuukamuu EAP-AKA  1omkeH mOpuUMEHATbCS — Uis
ayTeHTU()UMKAMU W CcorylacoBaHus Kiodyei monb3oBateneii UMTS npu momomy yHHBEpCaIbHOTO
Moayst uaeHTudukanuu abonenta (USIM).

[Ipotokon EAP-AKA' nomkeH npuMeHsTbCS s JOCTyNa K OOOPYJOBAHUIO KOMMYTAIUH
craanaproB GSM 900/1800, UMTS, LTE c ucnons3zoBanuem TWAN mnmu UTWAN poctymna.

IIpoTOKOJIBI 1OJIKHBI [10JIB30BATHCS YCIyraMy IPOTOKOJIOB KaHAJIBHOTO YPOBHS.
2. TpeboBanus k napamerpam nporokona EAP-AKA:

2.1. popmar nakeroB EAP (pucynok 1).

Kon Unentudukatop Jlnuna
Jlanublie
Pucynok 1.
IIpumeuanue:

noie "Kox" (1 okreT) momkHO coiepkarh uHpopmanuio o tune mnakera EAP u mpuHumarts
CIIEIYIOLIHE 3HAUCHHUS:

"1" - 3ampoc (Request);

"2" - otBer (Response);

"3" - moxTBepxkaeHuE (Success);
"4" - orka3 (Failure).

[Taketst EAP c npyruMu 3Ha4eHHsSIMH KOJa JOJDKHBI OTOpachIBaThCs OOEMMH CTOpOHaMHU 0e3
YBEJIOMJICHHUS;



none "Uaentuduxatop" (1 okrer) mommkHO oOecredynBaTh COOTBETCTBHE BOIPOCOB M OTBETOB Ha
HUX.

noje "Jnuua" (2 okreTa) AOMKHO coAepkaTh MH(OpMAIHIo 0 pa3mepe (B okrerax) makera EAP c
yuetom noner "Koxg", "Wpentuduxarop”, "dmuna" u "Jlanaeie". OKTeThl, BBIXOIAIIME 3a IMPEAEIbI
YKa3aHHOT'O pa3Mepa, CIEAyeT pacCMaTpuBaTh KakK 3allOJHEHHME KaHAJIbHOIO YPOBHS M Ha IPUEME ITH
JaHHBIE TOJDKHBI UTHOpHpOBAThCs. CooOIIeHNs, B KOTOPBIX 3HaUeHHe noiis "J{inuHa" npeBbiaer pasmep
MOJIyYEHHOTO MaKeTa, JOJDKHBI OTOpachIBaThCs 0€3 yBEIOMIICHHS,

nose "JlanHple" 10JDKHO UMETh pa3Mep HOJb WK Oonee okreToB. DopMaT Mmosist T0JIKEH 3aBUCETh
oT Tuna maketa (3HaueHus nois "Koxg").

2.2. ¢popmat makeroB EAP Request, Response st ayreHTH(QHUKAIMKM M COTIACOBaHMS KIOYEH C
nomortpio USIM (nanee - AKA) (pucyHok 2).

Kon Unentudukatop Juna
Tun (23) [Moarun Pe3zeps
Tumn atpubyra JnuHa atpubyra 3nayenue (2 u 6osee 6alTOB)
Pucynok 2.
IIpumeuanue:

none "Jlanuwsie" [Ins maketoB Request m Response momkHo HaumHathes ¢ monst "Tum" (1 okrer),
cojiepkaliee TUN 3anpamuBaemMoit nHpopmarun. [Takers Request nomkHbI nepenaBaThes, IOKa He OyeT
II0JIy4€H KOPPEKTHBII OTKIIMK, HE 3aBEPIIMTCA OTCUET YMCJIa IOMBITOK WM HIDKEIE)KAIUN YPOBEHb HE
cooOmmt 00 otkaze. I[loBTOpHBIE 3ampochl IOJKHBI ITIEPElaBaThCS C TEM K€ 3HAYCHHEM IMOJIs
"Unentudukatop", 4ToObl UX MOKHO OBLJIO OTIMYUTH OT HOBBIX 3ampocoB. Coxepxkumoe noist "Jlanusie"
JOJDKHO 3aBuceTh oT "Tuma" 3anpoca. [laketsr Response 1oikHBI epegaBaThCsl B OTBET HA KOPPEKTHBIM
3a1poc;

nonie "Tun" mst maketoB EAP-AKA nomkHO ObITE paBHO "23";

nosie "Jlanusie" gomxHo comepxkarb noje "llonrun" (1 okrer) u noise "Pezeps" (2 okrera). Ilone
"l[MoaTun" AOMmKHO comepkarh uHPopMarnuio o Tune 3amnpoca/orsera ans EAP-AKA. 3a nonem "Peseps"
JIOJDKHEI clieqoBaTh "ATpuOyThel" B (hopmare: TUII-UIMHA-3HAUECHUE.
y

2.3.  maker  EAP-Request/AKA-Identity  (moatun-5)  mobKeH — coiepaThb  3ampoc
UACHTU(PUKAITMOHHON HH(DOPMAITUH.

Hns monw3oBatens ceru crangaproB  GSM  900/1800, UMTS, LTE wu HWartepHer
unentudukanmonnoit undopmanueit spisrores IMSI (TMSI) u NAI (ums monb3oBatesi@omnepaTop).

3anpoc MOJDKEH COJEpKaTh OJMH M3 TpPeX aTpuOyTOB, YKA3bIBAIOIIMA THIT 3alpalinBacMOro
uaeHTudukaTopa:

AT PERMANENT ID REQ;

AT FULLAUTH ID REQ;



AT ANY ID REQ;

2.4. mnaker EAP-Response/AKA-Identity nomkeH coiepkaTh OTBET C 3allpallMBaeMOil
UACHTUPHUKAITMOHHON HH(OpMAIHEH.

OtBer nomwken coaepxkath arpudyT AT IDENTITY.

2.5. nmaker EAP-Request/AKA-Challenge (montun-1) momkeH coxepkaTh HaHHBIC IS TOJHOMN
ayTeHTH(UKauuu nosb3oBaTens U Binoyath aTpudytel AT RAND u AT MAC, AT AUTN;

2.6. maker EAP-Response/AKA-Challenge nomken copepkaTh OTKIMK MOJIb30BATeNsl M BKIIOYATh
atpudytel AT MAC u AT RES;

2.7. maker EAP-Response/AKA-Authentication-Reject (moarum-2) DOmKEeH mepeaaBaThCs, €CIU
M0JIb30BaTENb HE MPUHUMAET napamerp ayreHTudukanuu cetu AUTN;

2.8. maker EAP-Response/AKA-Synchronization-Failure (moarun-4) momkeH nepeaaBaThecsi MPH
omnOke B opsiikoBoM Homepe AUTN u Bkitouats arpuOyt AT AUTS;

2.9. maker EAP-Request/AKA-Reauthentication (moarum-13) momkeH mepenaBaTbes MpU 3ampoce
CepBEepOM  TOBTOPHOM  OBICTpOH ayTeHTU(UKAMU  TOJIb30BaTeNss  TOCIe  IOJY4YEeHHUs
EAP-Response/Identity mnu EAP-Response/AKA-Identity, u Bkimtodats atpudytr AT MAC.

2.10. maker EAP-Response/AKA-Reauthentication momkeH mepenaBaThCs B OTBET Ha 3ampoc
AKA-Reauthentication u Bkirouats arpulOytel AT MAC, AT IV u AT ENCR _DATA;

2.11. maker EAP-Response/AKA-Client-Error (moartum-14) pmomkeH mepedaBaThCs —IPHU
oOHapykeHMM Tmoyib3oBaTeneM ommOku B makere EAP/AKA, wu  comepxars  aTpuOyT
AT CLIENT ERROR CODE;

2.12. maker EAP-Request/AKA-Notification (moatun-12) nomkeH mepenaBatbes Ui Mepeaavu
MOJIb30BATENI0  YBEAOMJICHHS OT HWACHTUDUIUpYIOmIEH CTOPOHBI W COIEpKaTh  aTpulOyT
AT NOTIFICATION AT MAC;

2.13. maker EAP-Response/AKA-Notification gommkeH mepenaBaTbcss B OTBET  Ha
EAP-Request/AKA-Notification u Bkiarouats arpuOytel AT ENCR _DATA u AT 1V;

2.14. renepanus KJito4ya JOJDKHA OCYIIECTBIATHCS € UcToyb30BaHueM (yHkiu SHA-1.

3. TpebGoBanus k mapamerpam npotokosa EAP-AKA' 10mKHBI COOTBETCTBOBATH TPEOOBAHUSIM K
napamerpam npotokosna EAP-AKA, ycranoBinenHbM B nyHkTe 2 Ilpunoxenus N 21 x IlpaBunam, 3a
UCKIIIOUEHUEM:

3.1. mone "Tun" mns maketoB EAP-AKA' nomkHo ObITh paBHO "50";
3.2. reHepanus KJroya JI0JHKHA OCYIIECTBIATHCS ¢ UcTionb30BaHueM pyHkimu SHA-256.

B mporokone EAP-AKA' nomkHbl HCHoNb30BaThes jononHuTensHble aTpuOyThl: AT KDF,
AT KDF INPUT.
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CIIMCOK UCIHOJIb3YEMBIX COKPAIIIEHUIA

1. TJIOHACC - I'JIOGanbhas HaBuranmonnas CrytHukoBast Cucrema.
2. I1Y - IIpomexxyTouHas 4acToTa.

3. OUNM - DkBuUBaeHTHas! U30TPOIHO-U3Ty4aeMasi MOIIIHOCTb.

CnpaBouHo

4. 3GPP - 3rd Generation Partnership Project (koHcoprmym, pa3zpaOaTbIBaromuii crienu KA

IS ceTel paaAuoTeneOHHON CBS3N).
5. 8PSK - 8 Phase Shift Keying (8-no3unnonnas ¢pazoBasi MaHUITYJISLINA).

6. 12QAM - 12 Quadrature Amplitude Modulation (12-mo3unroHHast
aMIUTUTY THO-(Pa30Basi MOTYJISIINSA).

7. 16QAM - 16 Quadrature Amplitude Modulation (16-no3unEoOHHAs
aMIUTUTY THO-(Pa30Basi MOTYJISIINSA).

8. 16PSK - 16 Phase Shift Keying (16-no3unuonnas ¢a3oBas MaHUITYJISIH).

9. 64QAM - 64 Quadrature Amplitude Modulation (64-no3unEOHHAS
aMIUTUTY THO-(Pa30Basi MOTYJISIINSA).

10. 256-QAM - 256 Quadrature Amplitude Modulation (256-no3uronHas
aMIUTUTY THO-(a30Basi MOTYJISIINSA).

KBaJpaTypHast

KBaJpaTypHast

KBaJpaTypHast

KBaJpaTypHast

11. AAA - Authentication, Authorization, Accounting (ayreHTH(uKanys, IpoBepKa MOTHOMOYUIA,

y4er).
12. AP - Access point (Touka JOCTyTIa).
13. AUTN - Authentication Token (cuMBOJ ayTeHTU(UKALIUHN CETH).

14. BCC - Binary Convolutional Code (1BOMYHBII CBEpTOUYHBIHA KOJ).

15. Beam refinement - yydmieHre KOHQUrypauy AMarpaMMbl HAIPaBI€HHOCTH aHTCHHBI.

16. Beamforming - ¢oopmupoBanue auarpaMMbl HAIIPaBIEHHOCTH aHTCHHBI.

17. BF training - Beamforming training (mpenBaputrenbHoe (OpMUPOBAHHE HArPAMMbI



HaIpaBICHHOCTU aHTECHHBI).
18. BPSK - Binary Phase Shift Keying (1BonuHnas ¢a3oBasi MaHUITyJISIHS).

19. BRP - Beam refinement Packets (makeTsl, mpeaHa3HadeHHbIE Ul YIIyUIICHUs KOH(PUTYpaluu
JMarpaMMbl HaIPaBJIEHHOCTH).

20. CCK - Complementary Code Keying (MaHUIy SIS TOTOTHUTEILHBIM KOJIOM).

21. CoA - Care-of Address (agpec, Ha3HaYaeMBblil IPU PETHCTPALIUY TTOJIH30BATENIS B CETH).
22. CPHY - Control Physical Layer (pu3nueckuii ypoBeHb ynpaBieHusi).

23. C/I - Carrier/Interference ratio (oTHOIIEHHE HECYIIast/UHTEP(HEPEHLIUOHHAS TIOMEXA).
24. DBPSK - Differential Phase Shift Keying (otHocuTenbHas ¢a3zoBas MaHHUITYJISALUSA ).
25. DC - Direct Current (ITocTosiHHBIH TOK).

26. DL-MU-MIMO - Downlink Multiple User Multiple Input/Multiple Output (npumenenue
TEXHOJIOTUM MHOKECTBEHHOTO BBOJIa U BBIBOAA Il HECKOJIBKUX MOJIb30BATENIECH HA HUCXOAALICH JTUHUN).

27. DMG - Directional Multi-Gigabit (HanpaBieHHas iepegaya co CKOPOCTbIO HECKOJIBKO TUTaOuT
B CEKYH]Y).

28. DQPSK - Differential Quadrature Shift Keying (oTHocuTenbHast kBaaparypHas ¢a3oBas
MaHUITYJISLUA ).

29. DSSS - Direct Sequence Spread Spectrum (mpsiMas TOCIEIOBATEIBHOCTh IEPECTPOUKHU
YaCTOTHI).

30. EAP-AKA - Extensible Authentication Protocol Method for UMTS Authentication and Key
Agreement (pacmupsieMblii MPOTOKON AyTeHTU(DUKAIMK U1 ayTeHTU(UKAIIMYA U COTIIACOBAHMS KITIOUeH
nosaws3oBateneir UMTS).

31. EQM - ucrnosb30BaHKE B KaKJOM IIOTOKE OJIMHAKOBOM CXEMbI MYJIbTHILNIEKCUPOBAHHUS.
32. FA - Foreign Agent (areHT BU3SUTHOM CETH).
33. FACoA - Foreign Agent Care-of Address (aapec areHTa BU3UTHOU CETH).

34. FHSS - Frequency Hopping Spread Spectrum (ckaukooOpa3Hasi iceBAoCTy4aiiHas mepecTpoika
YaCTOTHI).

35. GFSK - Gaussian Frequency Shift Keying (4actotnas Mmanunymsmus ¢ 'ayccoBbIM GUIBTPOM).

36. GMSK - Gaussian Filtered Minimum Shift Keying (I'ayccoBckas 4yacToTHasi MaHUITYJIALUS C
MUHHMAJIbHBIM CIBUTOM).

37. GPS - Global Positioning System (crctema ri106aabHOTO MO3UITUOHUPOBAHHS).

38. GRE - Generic Routing Encapsulation (o0miast ”HKancCyssIus MapuIpyToB).



39. GSM - Global System for Mobility (rmobansHas cuctema MOOHIBLHOM CBSI3H).
40. GTP - GPRS Tunnelling Protocol (mpotokon TynnenupoBanust GPRS).
41. HA - Home Agent (areHT JOMAaIIHEN CETU CETH).

42. HMAC - hash-based message authentication code (kox ayTeHTH(HKAIMKU COOOLICHUH,
UCTIOJB3YIOLINH Xel-(PyHKIUH).

43. IMSI - International Mobile Subscriber Identity (MexmayHapoaHbli HOMEp aOOHEHTCKOI
CTaHIINM).

44. LDPC Coding - Low-Density Parity-Check Coding (kogupoBaHue ¢ KOHTPOJEM MO YETHOCTH
MaJIOH TJIOTHOCTH).

45. LTE - Long-Term Evolution (3Bomtonins Ha ATUTEIBHBIN IEPHOT).

46. MAG - Mobile Access Gateway (1103 MOOMIJIBHOTO JIOCTYTIA).

47. MD5 - Message Digest 5 (128-0uTHbIN alrOpUTM XEUTUPOBAHUS).

48. MIMO - Multiple Input/Multiple Output (MHOXECTBEHHBIN BBOJ U BBIBOI).

49. MIPv4 - Mobile IP version 4 (pacumpenue (yHKIMOHAIBLHOCTH MpoTokona IPv4 1o
00ecrevYeHrnI0 MOOUITEHOCTH).

50. MSC - Modulation and Coding Scheme (cxema MOIyIAlIUK U KOAUPOBAHUSA).
51. MSK - Minimum Shift Keying (4acToTHast MAaHUIyJIA1Ks C MUHUMAJIBHBIM CIBUTOM).

52. MU - Multiple User (pexum mnepenaun wuHpopManuu OT 0a30BOM CTaHIUM MHOTHM
MOJIL30BATEIISIM).

53. NAI - Network Access Identifier (uaeHTH)HUKATOP JOCTYIIA K CETH).
54. NSTS - Number of Space-Time Streams (41ci0 IpoCTpaHCTBEHHO-BPEMEHHBIX TOTOKOB).
55. Number of Spatial Streams (4uc10 TPOCTPaHCTBEHHBIX TOTOKOB).

56. OFDM - Orthogonal Frequency Division Multiplexing (MyJIbTHIITIEKCHPOBAaHUE C pa3zeeHHEM
10 OPTOTOHAJIBHBIM YacTOTaM).

57. OFDMA - Orthogonal Frequency Division Multiple Access (OpToroHanabHbII 4acCTOTHBIN
MHOECTBEHHBIHN J0CTYM).

58. OFDM PHY - Orthogonal Frequency Division Multiplexing Physical Layer (¢puznueckuii
YPOBEHb MYJIbTUILJICKCUPOBAHUS C Pa3AeJICHUEM 110 OPTOTOHAIBHBIM YAaCTOTaM).

59. P-GW - Packet Data Networks Gateway (1U1i03 B3aMMOAEHCTBHS C CETSIMH, UCIIOJIb3YIOUIMMHU
TEXHOJIOTUIO C KOMMYTaIel aKeToB).

60. PBCC - Packet Binary Convolutional Coding (aBon4HO€ CBEpTOUHOE KOAUPOBAHUE MTAKETOB).



61. PCRF - The Policy and Charging Rules Function (¢pyHKuus npaBuiI MOJTUTHKH U TApUPHUKALIN).
62. PHY - Physical layer (¢pu3udeckuii ypoBeHb).

63. PMIPv6 - Proxy Mobile IP version 6 (pacmmpenue QpyHKIHOHAIBHOCTU mpoTokoia IPv6 mo
00ecrevYeHn0 MOOUITEHOCTH).

64. QPSK - Quadrature Phase Shift Keying (kBaaparypHas ¢a3zoBas MaHHUITYJISALUA).

65. RS coding - Read Solomon coding (konupoBanue Puga-Conomona).

66. S-GW - Serving Gateway (00cTy>KHBaOIINHI IILTIO3).

67. SC - Single Carrier (ogHa Hecymas).

68. SC PHY - Single Carrier Physical Layer (¢pu3uueckuii ypoBeHb JUIsl OHOM HECyIIe).
69. SHA - Secure Hash Algorithm (anroputm kpunTorpapuueckoro XemupoBaHus).

70. SOFDMA - Scalable Orthogonal Frequency Division Multiple Access (Mmacurabupyemslii
OpPTOTOHAJILHBIM YaCTOTHBIA MHOKECTBEHHBIN JOCTYI).

71. SPC coding - Single Parity Check coding (oauHOYHOE KOAMpPOBAHHE C KOHTPOJEM IIO
YETHOCTH).

72. SQPSK - Spread Quadrature Phase Shift Keying (pacmmpennas kBaapaTypHas ¢a3oBas
MaHUITYJISLUA ).

73. STBC - Space-Time Block Coding (nmpocTpanCTBEHHO-BpEMEHHOE 0JIOUHOE KOJAUPOBAHUE).
74. STC - Space-Time Coding (mpocTpaHCTBEHHO-BPEMEHHOE KOJAUPOBAHUE).
75. SU - Single User (pexum nepenaun nHGopManun oT 6a30BOi CTaHIIMH OJHOMY I10JIb30BATEIIO).

76. SU-MIMO - Single User Multiple Input/Multiple Output (mpuMeHeHHE TEXHOJIOTHH
MHO>KECTBEHHOT'O BBOZIa ¥ BEIBOZIA JIJIsl OJTHOTO TTOJIb30BATEIIS ).

77. TMSI - Temporary Mobile Subscriber Identity (BpemeHHBIN HaeHTHPHUKATOP MOOMIBHOTO
aOOHCHTA).

78. TPC - Transmit Power Control (peryiupoBanue MOIIHOCTH I€peauH).
79. TWAN - trusted WLAN (n1oBepeHHbII O€CIPOBOAHBIIN JOCTYII).

80. UEQM - UnEQual Modulation on the spatial streams (ucmonb30BaHHE B KaKIOM MOTOKE
Pa3HOI CXeMBbI MYJIbTUIIIICKCUPOBAHU).

81. UMTS - Universal Mobile Telecommunications System (yHuBepcajabHas CUCTEeMa MOOMIIbHON
CBSI3H).

82. USIM - Universal Subscriber Identity Module (kapta MOOMIBHOTO MOIb30BaTENS I pabOTHI B
cetu UMTS).



83. UTWAN - Untrusted WLAN (HeHaaexHbIl 6€CIPOBOIHBIN TOCTY).

84. VHT - Very High Throughput (o4eHp BbicOKasi MpOMYyCKHAs CIIOCOOHOCTB ).

85. XOR - YcnoBHOE 0003HaUEHUE JIOTUYECKON onepanuu, uckirodatomiee NJIN.

86. /2-BPSK - /2-Binary Phase Shift Keying (/2 nBonunas ¢a3zoBast MaHUITYJISLINSA).
87./2-QPSK - /2-Quadrature Phase Shift Keying (/2 kBagpatypHast (a3oBasi MaHUITYJISAIHS).

88. /2-16QAM - /2-16 Quadrature Amplitude Modulation (/2-16-mo3unMoHHas KBaapaTypHas
aMIUTUTYAHO-(a30Basi MaHUITYJISAIH).".




