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O6 yrBepxaenun IpaBui npumMeHeHus: 060pyA0BaAHHS KOMMYTALHH
ceTel MOABHXKHOI paanoTenedonHoii cBa3u. Yacrs VIL IpaBnia
NpHMeHeHHsl 000pyI0oBaHHSA KOMMYTauuu ctanaapra LTE

B coorBercTBuM co craThelt 41 m myHKTOM 2.1 cratem 12 ®emepambHOro
3akoHa OT 7 mroiist 2003 r. Ne 126-®3 «O cBszu» (CoOpaHue 3aKOHOIATENHCTBA
Poccuiickort @enepanuu, 2003, Ne 28, ct. 2895; Ne 52, cr. 5038; 2004, Ne 35,
ct. 3607; Ne 45, ct. 4377; 2005, Ne 19, cr. 1752; 2006, Ne 6, ct. 636; Ne 10,
cT. 1069; Ne 31, cr. 3431, c1. 3452; 2007, Ne 1, ct. 8; Ne 7, ct. 835; 2008, Ne 18,
cr. 19415 2009, Ne 29, c1. 3625; 2010, Ne 7, ct. 705; Ne 15, cr. 1737; Ne 27,
cT. 3408; Ne 31, ct. 4190; 2011, Ne 7, ct. 901; Ne 9, ct. 1205; Ne 25, cr. 3535;
Ne 27, cr. 3873, ct. 3880; Ne 29, cr. 4284, ct. 4291; Ne 30, cr. 4590; Ne 45,
CT. 6333; Ne 49, ct. 7061; Ne 50, cr. 7351, ct. 7366; 2012, Ne 31, cr. 4322,
ct. 4328; Ne 53, cr. 7578; 2013, Ne 19, c1. 2326; Ne 27, c1. 3450; Ne 30, cr. 4062;
Ne 43, c1. 5451; Ne 44, c1. 5643; Ne 48, c1. 6162; Ne 49, cT. 6339, cT. 6347; Ne 52,
ct. 6961; 2014, Ne 6, ct. 560; Ne 14, ct. 1552; Ne 19, ct. 2302;Ne 26, cr. 3366,
ct. 3377; Ne 30, ct. 4229, cr. 4273; Ne 49, cr. 6928; 2015, Ne 29, cr. 4342,
cT. 4383, cr. 4389; 2016, Ne 10, cr. 1316, ct. 1318; Ne 15, ct. 2066; Ne 18,
cT. 2498; Ne 26, cr. 3873; Ne 27, ct. 4213, cr. 4221; Ne 28, c1. 4558; 2017, Ne 17,
CT. 2457; Ne 24, c1. 3479; Ne 31, c1. 4742; Ne 50, ct. 7557; 2018, Ne 17, c1. 2419)
1 myHkroM 4 IlpaBun oprammsanuu ¥ mpoBefeHUs paGoT Mo o6s3aTelsHOMY
IOATBEPXKACHUIO COOTBETCTBHSL CPENCTB CBS3U, YTBEPIKIEHHEIX IOCTAHOBICHUEM
IIpaButensctsa Poccuiickoit @enepauun ot 13 ampens 2005 r. Ne 214 (Co6panue
3aKoHozarenscTBa Poccuiickoit ®@eneparuu, 2005, Ne 16, ct. 1463; 2008, Ne 42,
cT. 4832; 2012, Ne 6, cT. 687),

ITPKA3BIBAIO:
l. VYTBepaute mpunaraemele IlpaBuna npuMeHeHHS O0GOPYNOBaHHS

KOMMYyTalli¥ CeTeil MOABHXHOM panuorenedorHol cessu. Yacts VII. Ilpasmia
IpruMeHeHns 000pynoBaHusI KoMMyTaunu crangapra LTE.




2 f

2. Ilpy3HaTh yTpaTUBLINMH CHILY:

npuka3 MUHHCTEPCTBA CBA3M M MAacCOBBIX KOMMYHHKAIWH Poccuiickoit
®enepamun ot 06.06.2011 Ne 130 «O6 yTBep)HEHUH IlpaBun npumeHeHUS
000pyIOBaHUS KOMMYTAIMH CeTeil IOIBUKHOM pamuorenedonnoit ceazu. Yacts
VIL. IlpaBuna npumeHeHHs O6GOPYAOBaHHA KOMMYTALUH craggapta LTE»
(3aperucTpupoBaH  MuHHCTEPCTBOM — rocTHMM  Poccumiickoit PQeneparun
28 urons 2011 r., peructpauronnsii Ne 21216);

nyHKT 3 VI3MeHEeHHH, KOTOpele BHOCATCS B INpHKaskl MUHHCTepCTBa
“HGOPMAaIIHOHHBIX TEXHOJIOTUH )71 CBA3H Poccuiickoii Denepanuu
¥ MuHuCTepCTBa CBSI3M M MAaCCOBBIX KoMMyHuKanuii Poccuiickoit ®enepanuuy,
YTBEPXKICHHBIX IPUKa30M MUHHCTEPCTBA CBS3M U MAacCOBBIX KOMMYHHKAIIUH
Poccuiickoit ®epeparuun ot 14.12.2015 Ne 543 «O BHeCeHMM W3MEHEHMil
B HEKOTOpbIC NpHKa3kl MuHMCTEpCTBa HHPOPMAIMOHHBIX TEXHOJOTUH M CBS3H
Poccuiickoit ®efepanyuy 1 MUHHCTEPCTBA CBA3M M MAaCCOBBIX KOMMYHUKaIUH
Poccniickoii ~ @emepauum»  (3aperHCTpUpoBaH  MUHHCTEPCTBOM  FOCTHIAH
Poccuiickoi @enepauuu 18 suBapst 2016 r., peructpanmonssiii Ne 40606).

3. IlpusHaTe He MOANEXALUIUMH IPUMEHEHHIO:

NOANYHKT 5 myHKTta 9.1 IlpaBun npuMeHeHUs: 000pyAOBaHUsS KOMMYTAIAN
CHUCTEM IIOJBHXXHOH panuotenedonHoi cBs3u. Yacts II. TlpaBuna npuMmeHeHHs
00OpyHOBaHHs KOMMYTAallMM CeTH IOABWXKHOH pajnoTeTeOHHON CBS3H
crangapra GSM  900/1800, yTBepXIEHHBIX NpHKa3oM MMHHCTEpPCTBA
HHGOPMAIIMOHHBIX TEXHOJIOTHI U CBSI3u PoccHiickoil ®enepanuu ot 31.05.2007
Ne 58 «O6 yrsepxnenuu ITpaBun npuMeHeHus 0GOpYIOBaHHA KOMMYTAallUH
CHCTEM IOJABIXHOM paxuorenedponHort cBsasu. Yacts II. [lpaBuia nmpuMeHeHHS
000pyOBaHHS KOMMYTalMH CeTH MOABHXKHOM pajuoTeNedOHHON CBS3M
crangapra GSM  900/1800» (3apeructpupoBad MHHHCTEPCTBOM —IOCTHIUN
Poccuiickoit Oenepauuu 22 urons 2007 r., perucTpaunosHsiii Ne 9675);

noanyHkt 5 nyHkra 10.1 noamyskT «B» myHkTa 10.3 IlpaBui npuMeHeHHS
060pynOBaHKs KOMMYTALMM CHCTEM MOABHKHOM paguoTenedoHHOM cBs3u. YacTh
V. IlpaBuia NpuMEHEHH OKOHEYHO-TPAH3UTHBIX Y3JI0B CBSA3M CETe MOJBHKHON
panuoTeneOHHOA cBsi3M  craHAapra UMTS, yTBepKIEHHBIX IIPHKAa30M
MuHuncTepeTBa HHQOPMALMOHHEIX TEXHOIOTHI U cBszu Poccuiickoit Peneparmn
ot 27.08.2007 Ne 101 «O6 yrBepxaernun Ilpaswi npuMeHeHHs 06GOpYIOBAHHA
KOMMyTalli¥ CHCTEM ITOJBIDKHOM panuorenedoHHol cBsa3u. Yacte V. Ilpasuna
INIPUMEHEHUS  OKOHEYHO-TPAH3UTHBIX  y3J0B CBA3M  CeTell  IOABMIKHOM
panuoTeneoHHOR cBs3u crangapra UMTS» (3apeructprpoBaH MUHHCTEPCTBOM
foctuiun  Poccuiickont ®enepauuu 29 aprycra 2007 r., perucTpalHOHHBIH
Ne 10066).

4. YCTaHOBUTB, YTO HACTOSIIMH IPHKa3 BCTYNAET B CHIY MO HCTEUCHHH
CTa BOCBMUJAECATH JHEH IOCIe JHA €ro O(UIHATBHOIO OMyOINKOBaHHS,
32 HCKIIIOYEHHEM IMOAMYHKTOB 5 M 6 myHkTa 15 IlpaBun mnpuMeHeHHs
000pynOBaHUA KOMMYTAalMH ceTeil MOABIKHON pamuoTeneoHHOH cBsa3u. YacTsb
VII. IlpaBuna mnpumeHeHHs o06OpyIOBaHHS KOMMyTauume craggapra LTE,
YTBEPXKACHHBIX  HAaCTOSIMM  [PUKAa30M, KOTOphle BCTYHAlOT B  CHIY
¢ 1 nexabps 2019 rona.



3

5. Hampasuth HacrosAuwmii npukas Ha TOCYHAapCTBEHHYIO PETrHUCTPALUIO
B MuHucrepcTBo roctuimm Poccuiickoii ®depepanum.

Musncrp K.IO. HockoB



YTBEPXJIEHBI
npuka3oM MuHHUCTepCcTBa HH(POBOTO
Pa3sBUTHS, CBA3H U MAaCCOBBIX KOMMYHHKAI[Hi
Poccuiickoit @enepaiiun

or 23, O8. 2L Ne

IIpaBuna npaMeHeHHst 0G0PYI0BAHMS KOMMYTAIHH ceTeil MOABHKHOM
paanoteedonnoii cesizu. Yacte VIL IlpaBuna npumenenns
oGopynoBanus koMmMyTauuu cranaapra LTE

I. O0mue noJioxkeHust

1. IlpaBuna npumeHeHUs 0GOPYAOBaHMS KOMMYTALHH CeTel OABHKHON
pamnotenedonnor cBasu. Yacte VII. IlpaBuna npuMeHeHHsS 06OpYZOBaHUS
KoMmyTanuu craHaapra LTE (nanee — IlpaBmina) paspaboraHsl B Iensx
obecrieveHUs MEIOCTHOCTH, YCTOHYMBOCTH (DYHKIMOHHMPOBAHUI M 0e30MacHOCTH
eIMHOM CETH 3NIEKTPocBsA3u Poccuiickoit Mepepanuy.

2. llpaBuna ycTaHaBNIMBAIOT TpeGOBaHMSA K OGOPYNOBAHMIO KOMMYTALUK
crainaproB LTE u (wmm) LTE-Advanced (mamee — crampapr LTE), Brmouas
obopynosanue KkomMyTauuu IMS, pu OKkasaHHMM YCIYr Iepeladyd JAaHHBIX H
TeNeQOHHOrO COENMHEHHA, B TOM 4YuCie TpeGOBaHMA K IPOTOKOJIAM,
obecre4HBaOIMM B3aUMOZEHCTBUE C y3llaMH CBs3M cTaHaaptoB GSM 900/1800
n UMTS, a rtakke k obopynoBaHuro kommyTtauud craggapta LTE s
B3aUMOJEHCTBHsS C OeCHpOBOAHBIM IOCTYIIOM, OTJMYHBIM OT CTaHJApTOB
GSM  900/1800, UMTS, LTE (masee — non-3GPP) u mnpuHaiexamum
AOMAITHEMY HIIM BU3UTHOMY OIEPaTOpy CETH HOABIIKHOM paxuorene(oHHOM
CBA3H (Hallee — JOBepeHHBIH GecripoBoimubli  goctyn  TWAN)  mm
IIpYUHAUICKAIUM APYTON CETH CBA3M OOIIEro Noib30BaHus (Jajee — HeHa e KHBII
OecnipoBoHsIit foctymn UTWAN).

3. Obopynosanue xommyTanmu craHnapra LTE wumentuduimpyercs
KaK CJIO0XHO€ TeJICKOMMYHHKAallMOHHOe O0OpyJOBaHHE KOMMYTAlMM CeTel
MONBIKHOM ~ paguoTeneOHHOH  CBSI3M W COrjacHO  IYHKTYy 8
IlepeyHss CpeACTB  CBA3W, TOMIEXAWMX  OOS3aTENbHOH  CepPTH(HUKAIH,
YTBEPXKAECHHOro nocTtaHoBieHneM IlpasurensctBa Poccuiickoit ®enmepanuu
or 25 wmoHa 2009 1. Ne532 (CobGpanme 3akoHOmaTenmbcTBa Poccuiickoii
®enepanun, 2009, Ne 26, ct. 3206; 2015, Ne 6, c1. 954), momiexuT 06sI3aTENBHOMN
CepTHQUKALMK B IIOpAAKE, YCTAHOBICHHOM IlpaBWiaMu OpraHM3allid U
IpoBeJeHUsI paboT o 00A3aTeNbHOMY IOATBEPXKAEHHUIO COOTBETCTBHA CPEICTB
CBA3H, YTBEPXKAEHHBIMH MocrtaHoBieHueM IlpaButensctBa  Poccuiickoii
®enepaunn ot 13 ampens 2005 r. Ne214 (CoGpanme 3aKOHOIATENHCTBA
Poccutickoi ®enepannn, 2005, Ne 16, ct. 1463; 2008, Ne 42, ct. 4832; 2012, Ne 6,
CT. 687).

4. IlpaBuiia pacIIpOCTPaHSIOTCS Ha Clefyrollee 00OpYIOBaHHE CTAHAApPTA
LTE:

1) Monyne ynpasneHus MoGmibHOCTHIO (Mobility Managemen Entity)
(manee — MME);
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2) ofbcmysxuBaronuii o3 (Serving Gateway) (nanee — S-GW);

3) mUT03 B3aUMOMEHMCTBUS C CETAMH, HCIONB3YIOUIMMH TEXHOJIOTHIO
¢ kommyTanuei rakeros (Packet Data Networks Gateway) (nanee — PDN GW);

4) peructp naentudukanun obopynosanus (Equipment Identity Register)
(manee - EIR);

5) cepBep abOHEHTCKMX MAaHHBIX W/WIH LeHTp ayTeHTUukamuu (Home
Subscriber Server / Authentication Center) (manee — HSS/AuC);

6) oGcmyxuBarommit ysen mnoamepxku GPRS (Serving GPRS Support
Node) (nanee — SGSN);

7) obopynoBaHue, peanusyrollee QyHKIUH peald3alud IPAaBUI TOJUTHKH
1 Tapuduxamyu (The Policy and Charging Rules Function) (nanee — PCRF);

8) LEHTp ynpaBleHHs U TEXHHYecKoro obciyxusanus (ganee — LY u TO);

9) obopynosanune xommyTanuu IMS, BeIONHSOUIEE QYHKIMK:

a) ynpasieHus ceancoM (manee — CSCF), mpu HCHONB30BaHUH HPOKCH
cepsepa CSCF (nanee — P-CSCF), o6ciyxusaromero CSCF (manee — S-CSCF), u
sanpammsaromero CSCF (nanee — I-CSCF);

0) cepBepa aDOHEHTCKHX JaHHBIX Mmojis3oBareieit IMS (nanee — HSS/IMS);

B) OIIpeeeHNUs MECTOHaX0XIeHUs noAnucku (manee — SLF);

r) ynpasieHus meauanunosamu (nanee — MGCF);

I[) yHIpaBleHUs pecypcamu MyibTuMenna (naiee — MRFC);

e) mpoleccopa pecypcoB MynsTuMenua (qanee — MRFP);

X) ympasiieHus BeioopoMm cetd (nanee — BGCF);

3) YIIpaBJIeHUs NOrpaHUYHBIM B3auMozeiicTereM (nanee — IBCF);

M) yd4eTa JaHHBIX IJIs HayucieHus mwiats! (qagee — CCF);

K) Meauanniosa (zainee — IMS-MGW);

1) nepexonaHoro numosa (manee — TrGw),

M) LuII03a curHanu3anun (aanee — SGF);

H) muno3a aboHeHTcKoro goctyna (nanee — IMS-AGW);

10) obGopynoBaHue, peanusyromee (QpyHKIHIO areHTa npoTokoia Diameter
(Diameter Agent) (mamee — DA), mua onpeneneHHs MECTOHAXOXICHU
IOJIB30BaTENIs, B CIIyYae Halu4yus Ha CEeTU omeparopa Heckoinbkux HSS.

11) obopynosanmne 3GPP AAA cepBep/npokcy;

12) obopynoBanue, peanusymoomee (GYHKIHH IOCTyHa K 00OPYIOBaHHIO
xommyTanuu cragaapta LTE u3 ceru VHTepHeT mpu HCMONB30BaHMH TOCTYIA
UTWAN (manee — ePDG);

13) anmapatHeiif Monynb Oe3omacHocTm (manmee — HSM) (B ciyuae
peau3aluy KpUIITOrpadu4ecKuX alrOpUTMOB ayTeHTH(HKaUUK a0OHEHTOB B
OTAENIBHOM alIapaTHOM MoJyJie 0e30MacHOCTH).

Ilpu  ucnonezoBanuum  obGopynoBanuss IMS ¢ TeppuTOpHANIBHO
pacrpefieIeHHO! CTPYKTypoil ¢ IpedOCTaBIEHHEM YCIYr CBA3M B Pa3IHYHBIX
TEePPUTOPHAIIBHO-aIMUHUCTPAaTUBHBIX 00pa3zoBaHusx uHTepdeiicel IMS momKHbBI
obecrieynBaTh MPOBEJECHUE OTNEPATUBHO-PA3BICKHBIX MEPONPHUATHI HE3aBUCHMO B
Ka)XXJIOM TEpPUTOPUATHHO-aJMHHUCTPATUBHOM 00pa30BaHMH B IIOJIHOM 0OBbeEME.

5. Tlpouenypy oOs3aTenbHO#N CepTU(UKALMKA [JOJDKHO IPOXOAHUTH Kak
obopyZloBaHHEe KOMMYTAallMi ceTell IMOABMXKHON paguoTeeOHHON CBS3H B
COCTaB€ BXOJJLLEro B Hero obopynoBaHus koMmyrauuu ctanpapra LTE, tak u
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obopynoBaHUe, NpUBEIEHHOE B MOANyHKTax 1 — 7, 9, 10, 13 nyHkra 4 Ilpasui, B
KauyeCTBe CaMOCTOSTENBHBIX CPEACTB CBSA3H, BKIIOYas OOOpYHOBAHHE CPENCTB
CBS3H, B TOM YHCIIe IIPOrpaMMHOe obecrieueHne, 00eceunBaroniee BHINOIHEHUE
YCTQHOBJICHHBIX  HEWCTBHH  NpH  INPOBEACHUH  OINEPAaTUBHO-PA3bICKHEIX
MEPOIIPUATHA.

O6GopynoBanue xommytaruu craugapra LTE pomkxHo obecnednBaTh
BO3MOXHOCTb €r0 HCIOJIb30BaHHs ONHUM MM HECKOJIBKHMH OIIEPaTOPaMH CETH
IIOJBIKHOM pafuoTeneOHHOM CBS3H.

Ilpu wucmonb3oBaHMM o00OpyHOBaHMSA KoMMyTauuu craHgapra LTE
HECKOJIbKUMH OIl€paTopaMu CETH IOJBKXXKHOHN panuotenedOHHON CBIA3M KaXIblIi
OIeparop JOJKEeH ofecnevnBaTh BO3MOXXHOCTD IIPOBEIECHHS OINEPATHBHO-
Pa3bICKHBIX MEPOIIPHUATHH B IPHHAIJIEKAIIEM €My TpaduKe.

IL. TpeGoBanus k 06opyaoBaHHIO KOMMYTauuu cTanaapra LTE

6. Onexrponutanne obopynoBaHus kKommyTauuu craHgapra LTE pomkHO
OCYMIECTBIISITBCSI B~ COOTBETCTBMM €  TpeOOBaHMSIMH K  IapaMeTpam
JNIEKTPONUTAHUSA, YCTAaHOBIEHHBIMH IMyHKTamy I1. 9.1 — I1. 9.4 mpunoxenus 9 x
ITpaBunaM NpUMEHEHHs TPaH3UTHBIX MEXIYTOPOAHBIX Y3JI0B aBTOMATHYECKOIl
kommyTtauus. Yacts 1. I1paBuna npuMeHeHNs TPaH3UTHBIX MEXIYTOPOAHEIX y3II0B
CBSI3H, UCIIOJIb3YIOIIHUX CUCTEMY CHIHAIM3aLUH MO0 00IIeMy KaHaly CHTHAIH3aIllu1
Ne 7 (OKC Ne 7), yTBeprkAeHHBIM IpPHKa3oM MuHHCTEpcTBa MH(GOPMAIMOHHBIX
TEXHOJIOrMM M  cBa3uW Poccuiickoit ®epepauun ot 16.05.2006 Ne 59
(3aperucTpupoBan  MuHucTepcTBOM — focTHuMH  Poccumiickoit  ®Denepanum
29 mas 2006 r., perucrpauuoHHbelid Ne 7879), ¢ uU3MEHEHHSIMH, BHECEHHBIMU
InpruKa3oM MMHHCTEpCTBA CBSI3M M MAacCOBBIX KOMMYHMKanmil Poccuiickoit
®enepanyu ot 23.04.2013 Ne 93 (3apeructpupoBaH MHUHHCTEPCTBOM FOCTHIMH
Poccuiickoii ®enepanun 14 mrons 2013 r., peructpaunonnsiii Ne 28788) (nanee —
IlpaBuma Ne 59-06) wnm oOT CeTH IEepeMEHHOro TOKa C HOMMHAIBHBIM
HanpspkeHueM 220 B, gacrotoit 50 I,

O6opynoBanue aneKTponHTamouieil ycraHoBku (manee — JOITY) He BXoAUT
B cocTaB 000pyoBaHUs KOMMYyTanuy crannapra LTE ¥ NoMKHO COOTBETCTBOBAaTh
ITpaBunam rnpuMeHeHHs OOOpPYIOBAaHHS SJIEKTPOIMTAHHS CPENCTB  CBS3M,
YTBEPXKJIECHHEIM IIpHKa3oM MUHHCTepCTBAa NHGOOPMALIMOHHBIX TEXHOJIOTHI U CBI3HU
Poccuiickoit ®@eneparun ot 03.03.2006 Ne 21 (3aperucTpripoBaH MHHHUCTEPCTBOM
roctuiuy Poceuiickort @enepannu 27 mapra 2006 r., peructpaiuoHHsiii Ne 7638),
C M3MEHEHUSAMH, BHECEHHBIMH IPHUKAa30oM MUHHCTEPCTBA CBS3HM M MAaCCOBBIX
KoMMyHHMKanui Poccuiickoit @enepaiuu ot 23.04.2013 Ne 93 (3apeructpuposax
MunucrepctBoM roctuiuu  Poccuiickoit ®enmepanuu 14 wmroms 2013 T,
peructpanroHHbiit Ne 28788).

7. Ob6opynoBanue kommytanuu crapgapra LTE @mOMKHO COXpaHSTEH
paboToCOCOOHOCT, NP OTKJIOHEHHWHM  HAIPSDKEHHS  DJIEKTPOIIHTaHHS
OT HOMUHAJIBHBIX 3HaYE€HUHN B JOIYCTUMBIX IIpeaeiax:

(48,0 — 72,0) B mpu HomMuHanpHOM Hanpsixkenuu 60 B;

(40,5 — 57,0) B npu HoMuHanbHOM HamnpsbkeHuH 48 B;

(187 — 242) B npu HanpsokeHMM TiepeMeHHoro Toka 220 B (wactota —
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(47,5 - 50,5) T'u, xoaduIMeHT HeNMHENHHBIX HCKakeHHH — He Goiee 10%,
KPaTKOBPEMEHHOE (IUIMTETBHOCTBIO JI0 3 CeKyHJI) W3MEHEHHE HANpsKEHHS
OTHOCHUTEJIbHO HOMUHAJIBHOTO 3HaueHus + 40%).

8. B obopynoBanmu kommytaiuu crtaHgapra LTE pgomxna OBITH
NpeAyCMOTpeHa CUCTEMa CUIHAIU3ALMHU A1 KOHTPOJIA HencnpaBHocTel B DITY.

9. Tpebopanus k napameTpaM YCTOHYMBOCTH K BHEIIHHM KIMMAaTHYECKUM
1 MEXaHWYECKUM BO3IEHCTBHAM [ 000pyJOBaHM KOMMYyTaluu crangapra LTE
npuBefeHHbl B mpuioxeHud Ne 3 k IlpaBunaM npuMeHeHHS 0GOpYmOBaHMS
KOMMYTalll CHUCTEM ITOJBIKHOH panuorenedonHoil cBsazu. Yacte II. Ilpasuia
NPUMEHEHUs 00OpyNOBaHMs KOMMYTALMM CETH MOIBHKHOM paauorenedoHHON
cea3u crangapra GSM 900/1800, yrsepxxmeHHbIM IIpukazom MunucrepcTBa
MH(OPMalMOHHBIX TEXHONOTHA U cBsi3u Poccuiickod ®enepamuu ot 31.05.2007
Ne 58 (3apeructpupoBan MunuctepcTBoM roctuimu Poccuiickoit ®enepamun 22
moHst 2007 r., peructpanuoHHeli No 9675), ¢ H3MEHEHHAMH, BHECEHHBIMH
npuKasaMu MHUHHCTEPCTBa CBA3M M MacCOBBIX KOMMYHHKaluii Poccuiickoii
@enepauuu ot 01.02.2012 Ne 29 (3apeructpupoBaH MUHHCTEPCTBOM HOCTHIMH
Poccuiickoit  ®epmepaumu 22  ¢eBpans 2012 1., perucTpalMOHHBIHA
Ne 23312), or 23.04.2013 Ne 93 (3apeructprpoBad MHUHHUCTEPCTBOM IOCTHIHM
Poccuiickoit ®enepamuu 14 mrons 2013 r., peructpaumonHsii Ne 2878822)
u ot 14.12.2015 Ne 543 (3apeructpupoBad MuHHCTEpCTBOM IocTHIHHM Poccuiickoii
Qenepanyu 18 aupaps 2016 r., peructparnuonssiii Ne 40606) (nanee — Ipasuna
Ne 58-07).

10. TpeGoBanus K cUCTeMe HyMepauuu W HACHTHOUMKALUM O
obopynoBanus KoMMmyTaimu crangapra LTE npuseneHs! B npunoxxeHun Ne 1
K [IpaBunam.

11. dus oGopynoBaHus, BBIIOJIHSIOIIETO byHKIHAN MME,
yCTaHaBIMBAKOTCS CleNyIomue TpeOoBaHUS K:

1) mepeunto xpawsmuxcs B MME  gaHHEIX 06  aGOHEHTCKHX
paavoCTaHIUAX, noaaepxuBromuX crangapt LTE 1 HaxomqIuXxcs B COCTOSHUAX
ECM-IDLE, ECM-CONNECTED wm EMM-DEREGISTERED B 30Hax
cnexenus (TA), obemyxuBaembrx MME (nipunoxenue Ne 2 k [IpaBunam);

2) mepeunio coobmeHuii mporokona S1-AP (S1 Application Part) mpu
B3aUMOJIEHCTBUN 00OpYynOBaHHS CHCTeM 06a30BbIX cTaHuuit craggapra LTE
(eNodeB) c MME (mpuioxenue Ne 3 k ITpasuiiam);

3) mepeunro coobmenuii mpotokona SGSAP (SGs Application Part) mpu
peanunsauuy uHTepdeiica B3aumoaeticteust MME ¢ cepBepoM 1ieHTpa MOOHIBHOM
kommyTauun MSC  cepsep/VLR (unTepdeiic SGs) (upmroxenne Ne 4
K IIpaBunam);

4) mepeuHio coobmieHM#t npoTokosa Diameter mpu  peanusanyu
nnrepgeiica BzaumopetictBus MME ¢ DA wunu HSS (unrepdeiic S6a), MME c
DA umu EIR (unTepdetic S13) (npmroxerune Ne 5 k IIpasunam);

5) mepedeHio cooOmeHuil nporoxona NAS npu peanusauuu unHTepdeiica
B3aumozeicteus AC m MME (unrepdeiic S1-MME) (mpuwioxenne Ne 6
K IIpaBunam);

6) mporokoixy GTP (npunoxenue Ne 7 x [TpaBunam);

7) unTepdeiicam B3auMmozelicTBus (npuioxenue Ne 9 k [Ipasuinam);
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8) mporokomy SCTP mpu peanmsamum B 0GOpPYJOBaHHHM KOMMYTALUH
cranpapra LTE (myskr 2 npunoxxenus Ne 14 x Ipasunam Ne 58-07);

9) mporoxory GTP (unTepdeiic Gn) npu B3ammomeiictBud MME
¢ SGSN, eciu SGSN npu B3aumopelictBuu ¢ MME He peaimsyeT HpOTOKOI
GTPv2-C (unrepdeiic S3) (mpunoxenne Ne 4 k [lpaBunaM npUMeHeHHS
000pyIoBaHUs KOMMYTAllUM CHCTEM IOABIXXHOM pannoTtenedoHHOi cBa3u. YacTb
V. IlpaBujia mpUMeHEHHsS OKOHEYHO-TPAH3UTHEIX y3JIOB CBSI3H CETell MOIBIDKHOM
panuoteneoHHOH cBasu  craHmapra UMTS, yTBepKAEHHHIM OPHKA30M
MunucTepcTBa HHQOPMaIMOHHBIX TeXHONOTHH U cBsi3u Poccuiickoit ®enepanyu
ot 27.08.2007 Ne 101 (3apeructpupoBad MUHHCTEPCTBOM IOCTHIMHE Poccuiickoit
®enepanyn 29 asrycra 2007 r., peructpaunoHHsii Ne 10066), ¢ U3MeHEHHAMH,
BHECCHHBIMH IIpHKa3aMd MMHHUCTEPCTBA CBS3M M MacCOBBIX KOMMYHHKAI[Mil
Poccwuiickoii ®epepamuum ot 01.02.2012 Ne 31 (3apeructprpoBad MUHHCTEPCTBOM
toctuunn  Poccmiickont ®enepanuu 24 despans 2012 r., perucTpalMOHHEIN
Ne 23324), or 23.04.2013 Ne 93 (3apeructpupoBad MHHUCTEPCTBOM FOCTUIHMH
Poccuiickoii ®enepaumu 14 wmrons 2013 r., permcrpanuonHeii Ne 28788),
ot 14.12.2015 Ne 543 (3apeructpupoBan MunuctepcTsoM roctunuu Poccuiickoit
Oenepaunu 18 ausapsa 2016 r., perucrpaunuonssiit Ne 40606) (nanee — IIpasuna
Ne 101-07);

10) dynxmmam MME mnpu peanusanuum non-3GPP jpoctyma (mepechbuika
kmoda nporokona GRE k S-GW ugepe3 unrepdeiicer S10/S11 ms mepenaun
JaHHBIX 10 BOCXOAAILEH JINHUHM CBA3HM B ciiydae nepemelnenus UE u3 yziaa CN);

11) nepeunio naHHBIX, Xpausumuxcsi B MME npu peamusanuu non-3GPP
noctyna (mpunoxenue Ne 22 x Ipasunam).

12. Jns o0opyIoBaHws, BBITOJIHSIOIIETO GyHKIAH S-GW,
YCTaHABJIMBAIOTCA CIEAYoIHe TpeOOBaHUS K:

1) mepeunro [gaHHBIX 00 obOcnyxuBaemeix B S-GW  aGoHEHTCKHX
pamuocTaHIMAX, noaaepxkusaronux crasgaptel LTE, GSM 900/1800, UMTS
(npunoxenue Ne 10 x IpaBuiam);

2) mnpotokoiry GTP (npunoxenune Ne 7 k I[TpaBunam);

3) unTepdeiicam B3aumoneiicTBis (mpuioxenne Ne 9 x [Tpasunam);

4) cucteMe yueTa NaHHBIX JJIs HAYMCJIEHUA IUIATHI (MpuiaoxeHne Ne 11 k
IIpaBunam);

5) mpotokomy PMIPv6 mpu peanmsamuu B 0GOpPYHOBaHHM KOMMYTAI[MM
crangapra LTE (npunoxxenue Ne 8 k [IpaBuiam);

6) mepeyHro cooOweHui mpoTokona Diameter mnpu peanuzanyu
unrepgeiica B3aumozeiictus S-GW ¢ H-PCRF (V-PCRF) (untepdeiic Gxc) B
cllyyae peanuzaunuy uHTepdeiicoB S5 u S8 mporokomom PMIPv6 (mpumoxenue
Ne 5 x IIpaBunam);

7) ¢ynkusam S-GW npu ocymectiernu non-3GPP mocryma:

a) peamu3anys (QYHKIMH JIOKAIFHOTO y3Jia YIPAaBJIEHHS MOOHIBHOCTBIO
(manee — LMA) BusuTHO#M (rocTeBOil) CETH IMOABIKHOM paaroTene(OHHOM CBI3M
(manee — VPLMN) ¢ TWAN npu B3aumopeiictBun ¢ TWAN mo mpoTokoiry
PMIPv6, xorna UE HaxoauTcs B pOyYMHHTE;

6) undopmupoBanue PCRF o mpoucxonsfimx M3MeHEHHSIX MPH MEPEXoe
UE Ha HOBYIO TEXHOJIOTHIO PaAHOOCTyIIa,;



9

B) ocyiiecTBiieHue KoHTpois Tpaduka ot UE;

r) peammsauus ¢yHkuuii MAG B ciyyae peanmsauuu HHTepdeiicos
B3aumojeiicreuu ¢ P-GW (unrepdeticsl S5 u S8) nporokxonom PMIPv6;

) IPUHATHE PElICHUS O MapLIpyTHU3alUU TAKeTOB 110 BOCXOIAIIEH JTMHUU
k P-GW, mno mnucxomsmei muauun K UE wunu omnpeneneHue IaKeToB,
npenHa3HaueHHbIX 111 S-GW;

e) peanmsauus ¢yHkuuii areHra nporokona DHCPv4 nu6o DHCPv6
npu peanu3anuu uHTepdeiica S5 unu S8 nporokonom PMIPv6;

) OCYILIeCTBIIeHHe OOMeHa COOOLIeHUsAMH «3ampoc  JOCTYNHOCTH
Mmapipytuzaropa» (Router Solicitation) (nanee — RS) n «OtBet MapuipyTH3aTopa»
(Router Advertisement) (mamee — RA) mnpotokona NDP mnpu peanusanyu
unTepdeiicoB S5 u S8 npotokonom PMIPv6;

3) ocCyllecTBIeHHe oOMeHa COOOIIEeHUsAMH «3anpoC AOCTYNHBIX COCEHEH»
(Neighbour Solicitation) u «OtBetr cocena» (Neighbor Advertisement) mpotokoina
NDP npu peanuzauuu uarepdetico S5 u S8 nmpotokonom PMIPv6;

M) OCYIIECTBIICHHE MeHepaluy U paclipefeneHus Kmouel nporokona GRE
JUIS KQXXIOTO COEIMHEHHS Mepefadyd AaHHbIX 10 Hucxopasauied nuHuu ot P-GW
K S-GW mpu peanuzanuu uarepoeiicoB S5 u S8 nporokonom PMIPv6;

K) peanmusanus ¢yHknui LMA B otHomenun ¢ynkuuid MAG nportokosna
PMIPv6, peanusoBanabix B TWAN mu6o B ePDG;

J) OCYIIECTBIIEHHE I'eHepallid M pacipeneneHus kiodei nporokona GRE
JUIS. MHKAIICYJISIUH TTaKeTOB JAaHHBIX JUIs KaXKIOro COeAVHEHMs Ilepeladyd JaHHBIX
no Bocxomsamied ymauM or S-GW npu peanmzanuu uHTepdeticoB S2a/S2b
npoTtoxonoMm PMIPv6;

M) peanusanus ~ GYHKOWE — B3auMozelcTBHs — mpoTtokona  PMIPv6
B HampaBieuur P-GW u B HampaBneHunm o¢yHkuumii MAG, peann3oBaHHBIX
B TWAN (unrepdeiicer S8 u S2a) nmu6o B ePDG (unTepdeiicer S8 m S2b).
ITpu atom S-GW peanmmsyer ¢pynkuun MAG no otHomenuto Kk P-GW;

H) peanmsanus ¢yHkumit coemunenuss PMIPv6 B Hampasnenun P-GW
¥ B Hampasiennu ¢pyHkuuit MAG, peanusoBansbix B TWAN 6o B ePDG, mis
ITOJIE30BaTENIbCKOTO YPOBHS;

8) mporokomy MIPv4 mnpu B3ammozeiicteum  S-GW ¢ TWAN
(uutepdeiic S2a) npu peanusanyy B 000pyI0BaHUM KOMMyTanuH craggapra LTE
(mpunoxxenne Ne 17 x IlpaBunam);

9) mepeyHIO NaHHBIX, XpaHsmuxca B S-GW npu peanuzanun non-3GPP
noctymna ([Tpuoxenue Ne 22 x ITpaBunam).

13. Hdns o0opynoBaHu4, BBITIOJTHSIOLETO GbyHKIUA P-GW,
yCTaHABJIMBAIOTCA Cleayolnne TpeOoBaHus K:

1) mepeunro [gaHHBIX 00 o6cmyxuBaeMblx B P-GW  aGoHeHTCKHX
paguocTaHIMAxX, noaaepxusaromux crapaaptel LTE, GSM 900/1800, UMTS
(mpunoxenue Ne 12 k [IpaBunam);

2) mnporokony GTP (mpunoxenne Ne 7 x [Ipasunam);

3) mepeunio coobuieHnit nporokona Diameter npu B3aMMOIECHCTBUH
P-GW ¢ PCRF (unrepdeiic Gx) B ciydae peanusanuu uHTepdeiico S5, S8
npotokosioM GTP (npunoxenue Ne 5 k Ilpasunam),

4) wunrepdeiicam B3anmoeicTBuA (nprioxkeHne Ne 9 k IIpasunam);
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5) cucTeMe ydera AaHHBIX IS HAYUCIEeHHWs Iwiatel (mpuitoxenwe Ne 11
k [IpaBunam);

6) nporoxory PMIPv6 mpu peanmsanyu B 0GOpYIOBaHMH KOMMYTAIL[HH
cranjapra LTE (npunosxernue Ne 8 k [IpaBunam);

7) mporoxomy SCTP mnpm peanuszamuud B 0OOpPYAOBaHMH KOMMYTAllUH
craggapra LTE (mmyHkt 2 npunoxxenus Ne 14 k ITpasunam Ne 58-07);

8) mporokony GTP (untepdeticet Gn wim Gp) npu B3aMMOIEHCTBHH
P-GW ¢ SGSN, ecnmu SGSN npu B3aumopeiictBuu ¢ P-GW He peanusyercs
niporoxost GTPv2-C (untepdeiic S3) (mpunoxenue Ne 4 k Ipasunam Ne 101-07);

9) dynxmuam P-GW nipu peanuzamu non-3GPP nocryna:

a) peanmsanys (QYHKIUH TOYKH B3aUMOAEHCTBHUS YPOBHS IOJIb30BATENS
Ipd TEPEABIKEHHM IIOJIB30BaTeNIl MEXIAY CETAMH JOCTyna CTaHJapTOB
GSM 900/1800, UMTS, LTE u non-3GPP;

6) peammsauus ¢pyHkuuu y3na LMA npu peanusaimu uatepdeiicos S5 u
S8, mnu S2a, umu S2b nporokosiom PMIPV6;

B) peanusanys QyHKIMM JoMamiHero areHta (mamee — HA) mpwu
peanusanuy uHTEpPeiica B3anmoneiictsus Mexny P-GW u UE (unrtepdeiic S2c¢)
nporokosoM DSMIPv6 (mpotokosom DSMIPv6 nomkeH co3gaBaThCs TYHHENb
mexny UE um P-GW npu peanmsanuu untepdeiica S2¢ Wi NepecbUIKH
MOJIB30BATENIbCKOrO M CUTHanbHOro Tpaduka w™exay UE u  P-GW,
obecnieunBaOmUM HazHaueHue [P-apecoB A/ co3naHus TyHHENs),

I) OCYIIECTBJIEHHE I'eHepally U pacrhpefeeHus kioueii mpotokona GRE,
UCIIOIB3YyEMBIX A HMHKAICYJSLHUU MOJB30BaTeNIbCKUX IAHHBIX, INEpelaBacMBbIX
10 BOCXOZSAIIEH JTUHUY NpU peanusanuu uutepdericoB S5 u S8 wmm S2a, wiu S2b
npotokoioM PMIPv6;

I) peanu3alnys QyHKLIUHN AOMAIHEro areHTa IpH pealu3alu uHtepdeiica
S2a nporokosiom MIPv4 (pu perucTpaliii JOJKHO OCYIIECTBIIATHCS Ha3HAYEHHE
UE BpemenHoro IP-anpeca ¢ noMompio npotokoiia MIPv4 nipu 3TOM BpeMeHHBIH
IP-anpec nomkeH SBIATECA afpecoM areHta BUsuTHoi cetu (ganee — FACoA);

e) peanusauus mnporokosna GTP s ypoeus ympaeinenws (GTPv2-C)
u ypoBHs nons3oBarenst (GTPv1-U) mis obecnieuenus coemunenus PDN ¢ UE
(nmpu peammzamuu uHTepdeiicoB S2a wmmu S2b mportokonom GTP  momken
ucnonszoBarbes non-3GPP moctym);

x) B3aumogeiictBue ¢ 3GPP AAA cepBepoM BHEIIHEH ceTH Iepeiayvu
naHHbIX (mHTepdeiic SGi) no mporokoay RADIUS unu Diameter;,

3) B3aumogeiictBue ¢ 3GPP AAA cepsep/mpokcu (untepdeiic S6b) mo
npoTokony Diameter;

10) nporoxonry MIPv4 mpu B3aumopeiicteuu P-GW ¢ TWAN
(urTepdeiic S2a) npu peanuzauuu B 00opynoBaHMH KoMMyTanuu crangapta LTE
(17 x IlpaBunam);

11) mporoxkonry DSMIPv6 npu BiammopeiicteBun P-GW ¢ UE
(uHTepdeiic S2¢) npu peanuzanuy B 000pyIoBaHHM KoMMyTanuu crangapra LTE
(npunoxenue Ne 18 k [TpaBunam);

12) mporoxomy IKEv2 npu  B3aumopeiicteBuu P-GW ¢ UE
(uaTepdetic S2¢) mpu peanusauuu B 00opynoBaHuH KoMMyTaruu crangapra LTE
(mpunoxenue Ne 19 x I[TpaBunam);
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13) mpotoxomy IPSec nmpu  B3ammogmedictBum  P-GW ¢ UE
(uaTepdeiic S2¢) (mpunoxenue Ne 20 k ITpasunam);

14) mepeunro coobmeHuii mnporokona Diameter npu peanmsanuu
uHTepdeiica S6b (mpunoxxenue Ne 21 k Ipasunam);

15) mepeunro naHHBIX, XpaHsuiuxcs B P-GW, npu peanusanuu non-3GPP
noctymna (mpunoxenue Ne 22 x [Ipasunam).

14.  Jlna obopynosanus, BeinonHsromero ¢Gyukuuu EIR, ycranasnusaroTcs
cienyrouye TpeGoBaHus K:

1) nmamHeiM 06 abGoHeHTCKOH paauMocTaHiuy, XxpaHsmuMmcs B EIR
(mpunoxenue Ne 14 x IlpaBunam);

2) mepeyHro cooOmeHui mHpoTokona Diameter mpu peanmsanuu
nntepderica B3anmoneiictsus MME ¢ EIR (untepdesic S13) (npunoxenne Ne 5
K IIpaBunam);

3) uHTepdeiicam B3aumoseiicTBus (npuioxenne Ne 9 k ITpaBunam);

4) mporokony SCTP npu peanusanuu B 0OOpYHOBaHHM KOMMYTALdH
craugapra LTE (mmyHkT 2 npunoxxenus Ne 14 k [pasuiaam Ne 58-07).

15. Ina  oGopynmoBaHus, BbmodHsiomero  ¢yukuuun  HSS/AuC,
YCTaHaBJIMBAIOTCS Clleaylolue TpeOGOBaHHS K:

1) mepeunro xpansmuxcs B HSS naunubix 06 aGOHETCKMX pafHOCTaHIMIAX,
noanepxxkuBarolux cranaapt LTE (mpunoxenue Ne 13 k IIpasunam);

2) mepeunro coobmeHuit mpotokona Diameter npu  peanuzanuu
uHTepderica 3aumoneiicrus HSS ¢ MME (untepdeiic S6a) (mpunoxenue Ne 5
K IIpaBunam);

3) wunTepdeticam B3aumoneiicTBus (npuioxenue Ne 9 k [Ipasunam);

4) mporoxomy SCTP mnpu peammsanuu B 00OpYNOBaHHUM KOMMYTAlMH
crangapra LTE (myHkT 2 npusnoxxenus Ne 14 k [pasunam Ne 58-07);

5) OCYWIECTBIEHHIO MpOUENYp ayTeHTH(QUKAUMA H WACHTHQHUKALMHA
a0OHEHTOB C  MWCIIOJIb30BaHHEM CPEICTB  KPUNTOIpapUYeCKOHd  3alUThI
HHQOpMAILMM, HMEIOIIMX  IIOATBEPXKIEHHE  COOTBETCTBHA  TpeGOBaHMAM
1o GesonacHocTy HHGopManuy Kiacca KA 11t 06opynoBaHus KOMMYTAaLMH Y3JI0B
CBA3M, YCTAHOBIEHHBIM (PeNepaibHBIM OPraHOM HCIIOJHHTEILHOM BIIACTH
B obnacT obecrieuenus 6e301acHOCTH;

6) mpoToKONy B3aMMOJEHCTBUS cepBepa abOHEHTCKUX AaHHBIX HSS u/mim
neHTpa ayreHTuUKanuu AuC ¢ OTAENbHBIM anmnapaTHBIM MOIYyJIEM 0€30MaCHOCTH
HSM, BbInONHAIOIMM KpUOTOrpapuyeckue QYHKUHH ayTeHTHQUKALUM M
UICHTUPUKALINH aboOHEeHTOB (npunoxxeHue Ne 24
K [IpaBunam);

7) byHKUHSIM HSS pu peanuzanumn non-3GPP JocTyna
npu  B3aumozedctBuu ¢ 3GPP AAA cepeepoM mo mpotokony Diameter
(untepdeiic SWx);

8) mepeyHio cooOmeHuil mporokosa Diameter npu peanuzaluu
uHTepdeiica SWx (mpunoxxenue Ne 21 k [Ipasuiam);

9) mepedHro HaHHBIX, xpaHsmuxcs B HSS, npu peamusanum non-3GPP
nocryna (npunoxxenue Ne 22 k [Ipasuiam).

16. Hns o0opynoBaHus, BBIIIOJTHSAIOIIETO byHKUIAN SGSN,
yCTaHaBJIMBAIOTCA CleIyrolye TpeOOBaHUS K:



12

1) nporoxomy GTP (mpunoxxenun Ne 7 x I[Ipasunam);

2) wunTepdeiicam BzaumoxeiicTBus (rpraokenun Ne 9 k [pasunam);

17. Hnsa obopynoBaHus, BBITIOJTHSAIOILIETO dyHKIMH PCREF,
yCTaHaBJIMBAIOTCA Clexylonue TpeGoBaHus K:

1) mepeunro coobmeHuit mporokona Diameter mnpu peanuzanuu
uHTepgelica B3ammogelictBus PCRF ¢ P-GW (unrepdeiic Gx) B ciydae
peanusanun uHTep¢eiicoB S5 u S8 mporoxosom GTP, PCRF Bu3uTHOM ceTH
(manee - V-PCRF) ¢ PCRF nomammneit cetn (manee - H-PCRF), H-PCRF (V-
PCRF) ¢ S-GW (unTtepdeiic Gxc) B ciydae peanusanuy uHTepdeiicoB S5 u S8
nporokoniom PMIPv6, PCRF ¢ ¢ynkuusmu npuioxenuit (uHTepdeiic Rx)
(mpunoxenue Ne 5 k [IpaBunam);

2) nmporokoinry SCTP npu peamusaumyt B 00OpyJOBaHHMH KOMMYTallUu
crangapra LTE (mynkr 2 npunoxernus Ne 14 k [Ipasmiam Ne 58-07);

3) wuntepdeiicam BzaumozeiictBus (npmwiokenue Ne 9 k INpasunam);

4) ¢ynxuuam PCRF npu peanusanun non-3GPP k:

a) PCRF pomammneii cetu (nanee — H-PCRF):

B3auMmozneiicteue ¢ P-GW nomammeidl cetm (unrepdeiic GX) HOMKHO
OCYIIECTBIATECA 111 oOMeHa MHQopMauueil ympaBiIeHHsS KadyecTBOM Ilepeladu
AaHHBIX QOS M mpaBun TapuUKaUWM NPH MapLIPYTHU3alMH Tpapuka depes
JOMAIIHIOIO CETh 110 mpoTokoiy Diameter;

B3aumozericteue ¢ TWAN (unrtepdeiic Gxa), ¢ S-GW (unTepdeiic Gxc),
¢ ePDG (unTepdeiicy Gxb) momkHO OCyIEeCTBIATHCA AJIS Mepenadyd COOOIIEeHHH
yNpaBlieHUs] Ka4eCTBOM Iepenadyd NaHHBIX QoS u Tapu@HKalMH M0 MPOTOKOITY
Diameter;

B3aumozeiicteue ¢ PCRF BusutHol cetu (manmee — V-PCRF) (unTepdeiic
S9) IOmKHO OCYIIEeCTBIATHCA MO MpoToKoy Diameter;

6) PCRF BuzutHOII cetu:

B3anmogencteue ¢ TWAN (untepgeiic Gxa), ¢ S-GW (unTepodeiic Gxc),
¢ ePDG (unTepdetic Gxb) momKHO OCYmMECTBIATECS Ui TEpeavyd COOOILEHHIA
YIpaBJIeHHs Ka4yeCcTBOM Iepefaud AaHHBIX QoS U Tapu¢uKaiyy MO MPOTOKOIY
Diameter;

B3auMozeiictBue ¢ H-PCRF (unrepdeiic S9) DOMKHO OCYIIECTBIATHCA IO
npoTtokory Diameter.

18. Tpeboanusa x obopynoBanuio kommyrauuu cranaapta LTE B pexume
OKa3aHHs YCIYI CBI3M C HCIOJB30BaHHEM O0OOpyIoBaHHA KoMMmyTtamuu IMS
pHBeaeHE! B IpuwiioxeHuu Ne 16 k ITpaBunam.

19. TpeboBanus k obopynosanmio Llentpa YmnpapneHus u TexHHIecKoro
O6cmyxuBanus (LIY u TO) npuBenens! B npuioxenun Ne 15 x [Tpasunam.

20. Hns oGopynoBaHMs, BBIMONHSAIOMIEro ¢GyHKUMH DA mnepekiovYeHus
(manee — DRLA), npokcu cepsepa (nanee - DPXA), nepeHanpasieHus (najiee —
DRDA), ofecneunBaromiero onpenelieHHe MECTOHAXOXACHHUS  MOAIMHCKH
I0JIb30BaTENsA, B Cllydae HaJU4YMs Ha CeTH olepaTopa Heckoibkux HSS,
yCTaHaBIMBAIOTCS CIICAYIOIHe TpeOOBaHUS K:

1) mnepeuynro coobwmenuii mnporokona Diameter mnpu peanuzauuu
uHTepdeiica B3aumoeiicteun MME ¢ DA (unrepdeiic S6a) (mpunoxenue Ne 5
k [IpaBunam);
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2) nporokony SCTP mpu peanusamuu B OOCOPYAOBAHMH KOMMYTALlUH
craggapra LTE (mysxr 2 npunoxxenus Ne 14 k IIpasuiam Ne 58-07);

3) wuHTepdetiicam B3aumosecTBus (mpmiokenun Ne 9 k [pasunam).

21. Mns obopynoBaHus, BEITTOJIHAIOLLETO GyHKIUH ePDQG,
YCTaHABJIMBAIOTCA CIeAYIoIIHe TpeOOBaHUS K:

1) ¢yskmusm ePDG:

a) Beigenenue UE Bpemennoro ypaneHHoro IP agpeca (manmee — CoA),
ABJIAIOLIETOCs JIOKaIbHBIM Ui ePDG, npu peanuszanum uarepdeiica S2c;

6) perucrpauus sokansHoro IP anpeca UE;

B) obecrnedeHHe BO3MOXKHOCTH TPaHCIOPTHPOBKH yaalienHoro IP-ampeca,
BhIJIeIEHHOTO B KayecTBe [P-anpeca PDN, npu peanuzauuu untepdeiica S2b;

r) MaplmupyTusanus TnakeToB maHHBIX oT(K) P-GW (ot(x) S-GW mpwm
seinoyiHeHny S-GW ¢yskuuu LA B cetu VPLMN x(ot) UE, ecnu peanusyetcs
unTepdeiic S2b nporokomom GTP;

1) MapmpyTu3anus mnakeroB HaHHeIXx K UE d4epe3 wuntepdeiic SWu,
CBs3aHHBIN coenuHeHneM ¢ PDN;

€) HHKANCyMsiuus M JEeUHKaNCynsuus IakeToB JAaHHBIX IPSec, mpu
OCYILECTBIIEHMM TOAJACPXKKM MOOMIBHOCTH Ha 0Oa3ze wuHTepdeiica S2b,
peanuszoBanHoro nporokoysiom GTP unu PMIPv6;

X) peanmmsauus ¢yHkuumii MAG npu peanusanum uHTepdeiica S2b
npotokonoM PMIPv6;

3) ¢opmupoBanue GezonmacHbIX TyHHeJe# IPSec mporokonom IKEv2 mns
nepenavyu JaHHBIX ayTeHTU()UKAUHUU 1 aBTOPHU3AIIHNH;

u) obecneuenme ¢Qynkmuii LMA B ciydae peanusaiiii pacUIMpPeHUS
npotokona IKEv2;

K) TreHepauus M pacnpezeneHue kimodeid npotokosia GRE, ucnonbs3yeMbix
1L MHKarcy sy JasHeix PMIPv6, niepenaBaemeix EPC B HanpaBnennu ePDG B
cTopoHy uHTepdeiica S2b;

J) oOpraHu3alys B3aUMOJAEHCTBHA NpaBWI TapU(UKALUKA Pa3IAIHBIX
OIIepaToOpOB;

M) peanu3anys QYHKIHMH IOrPaHUYHOTO B3aUMOICHCTBHU;

2) wunHTepdeiicam BlauMoaericTBus (npuwioxenue Ne 9 k [IpaBuinam);

3) npotokory PMIPv6 npu peannszauuu B 0060pyAOBaHHHA KOMMYTallHU
crangapta LTE (mpmioxenue Ne 8 x [IpaBunam);

4) mnpotokony SCTP npu peamuzanud B 000pYyHOBaHHH KOMMYTALUH
crangapra LTE (mynkr 2 npunoxenus Ne 14 k IIpaBunam Ne 58-07);

5) npotoxony GTP (npunoxenue Ne 7 k [IpaBunam);

6) nporokony IKEv2 (npunoxenue Ne 19 k IlpaBunam);

7) nportokony IPSec, naenTuduxanoHHOMY 3aroyoBKy nporokoina IPSec
(AH), npotokony ESP) (mpunoxxenue Ne 20 x [IpaBunam);

8) mepeuHio coobmieHuii mnpotokoida Diameter 1mnpu peanuzanuu
unrepdeiica BlaumogeiictBus ePDG u  3GPP AAA  cepsep/mpokcu
(uaTepdeiic SWm) (nmpunoxenue Ne 21 k [Ipasunam);

9) nepeuHI0 JaHHBIX, XxpaHsaumwmxcs B ePDG, npu peanuzauun non-3GPP

nocryma (npuioxenue Ne 22 x IlpaBunam);
10) mporoxonmy EAP-AKA, EAP-AKA' (mpunoxenue Ne 23
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K IlpaBuiiam).

22, Jina oGopynosanus, BeINOJNHsIomero ¢ynkuun 3GPP AAA cepsepa,
YCTaHaBJIMBAIOTCS CIEAyIONMe TpeOOBaHUS K:

1) dynknusm 3GPP AAA cepsepa:

a) BHINONHEHUE QYHKLHH cepBepa it Merona EAP-AKA, ucnons3yeMoro
npu ayteHTu¢ukanuu UE;

6) nomyyerne or HLR/HSS wundopmammun o npopmmax UE
11 ayTeHTU(UKALIAH;

B) ayTeHTHduKanus 3GPP mons3oBarens ¢ HCIONB30BAHMEM MAAHHBIX,
nonydyeHHbx oT HLR/HSS;

r) obrosnenue nudopmanuu it gocryna TWAN mo sanpocy HLR/HSS;

I) nepenaia MHpOpMaLMK aBTopuzaluu monb3oBaTens k WLAN uepes
3GPP AAA mpokcu cepBep, eCii IOJIb30BaTeNs HAXOAUTCS B BUSUTHOM CETH;

e) peructpauus agpeca B HLR/HSS mnpu kaxnoi ayTeHTHOMKAMH
T10JIb30BaTelIs;

K) yZaneHHe JaHHBIX o mnojkimodennu wu3 HLR/HSS npum orMene
perucrpanuu nons3osarens B 3GPP AAA cepsepe;

3) coxpaHeHHe HHpopMaruu o coctosuny nogkmodenus UE k WLAN;

1) ¢dopMupoBaHHe U Tepelada NAaHHBIX IS TapHQUKALAN  CHCTEME
tapudukarmu B HPLMN npu nocryne UE yepes UTWAN;

K) XpaHEHHe JaHHBIX O KadecTBe 00cIykuBaHus 1t TWAN;

1) Biaumogeiicteue ¢ TWAN (umteppeiic STa), ¢ HLR/HSS
(unTepdeiic SWx), c UTWAN (unrepodeiic SWa), c 3GPP AAA npokcu cepeepoM
(uaTepdeiic SWd) mo nportokony Diameter;

M) 1nepeaada kK P-GW undopManmu mis aBTopHu3anumy;

H) 1npenocrasieHue P-GW Bpemennoro ynanenmnoro IP agpeca UE,
nony4eHHoro ot HSS npu rcrnons3oBanny cratuyeckoro yaanenHoro IP agpeca;

o) mpenocrasienne 3GPP AAA npokcu cepsepy wuHGbOpManuu
0 IIpaBUiIax 00CIIy>KUBaHUSA MTOJIB30BATEIS;

2) nporoxoxy PMIPv6 mpu peanusanuu B 06OpyIOBaHHH KOMMYTAlMH
crangapra LTE (npunoxxerue Ne 8 k [IpaBuiiam);

3) wuHTepdeiicam B3auMoelicTBus (npmwioxerre Ne 9 k [Tpasuiam);

4) nporoxkoxy SCTP npum peanuszanmud B 00OpPYIOBaHHHM KOMMYTAIMH
crangapta LTE (mynkt 2 npunoxenus Ne 14 k [Ipasmiam Ne 58-07);

5) mportoxony IKEv2 (mpusnoxenue Ne 19 k Ipasuinam),

6) mpotokony IPSec, naeHTHGUKAMOHHOMY 3arojioBKy npoTokona IPSec
(AH), npotokomy ESP (mpunoxenne Ne 20 k ITpaBunam);

7) nmnepeuHro coobmieHu#t npotokona Diameter mnpu peanuzanuu
unrepoeiicoB STa, SWx, SWa, SWd (mpunoxenne Ne 21 k IIpaBunam);

8) nmepeuHI0 HaHHBIX, xpaHsammxcsi B 3GPP AAA cepsepe, mpu
peanmsanuy non-3GPP noctyna (npunoxxerue Ne 22 x ITpaBunam);

9) mnporokonry EAP-AKA, EAP-AKA' (upunoxenne Ne 23
K IIpaBuiam).

23. s obopynoBaHMs, BeImonHsromero ¢ynkuuu 3GPP AAA mnpokcu
cepBepa, yCTaHABIMBAIOTCA CleAylomue TpeGoBaHus:

1) TpaHcmsimug wuHQOpMamuM ANA  ayTeHTHHKaM Mexay WLAN
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u 3GPP AAA cepsepom;

2) nmpemocraBnenne HHMOpMAanMK 06 OrpaHAYEHMAX, IOTYYeHHOMH
U3 IOMAIIHEH CEeTH IIpU MCIosb3oBaHuu goctyna WLAN;

3) <¢opmupoBanne M mepeqauya NAHHBIX [JIS TapU(UKALUHM CHCTEME
tapuduxauun VPLMN;

4) mpekpalieHue 06CIyKUBAHUS,

5) obecnedeHue B3auMmonelcTBus uHTepdelicoB SWa, STa u SWd
IPY KCIIOJIE30BaHUH HA HUX Pa3IMYHBIX MPOTOKOJIOB;

6) K mporokoiry PMIPv6 mpu peanusaruu B 060pyn0oBaHMM KOMMYTALHH
crangapta LTE (mpunoxxenue Ne 8 k [Ipasmiam);

7)  x untepdeiicam B3aumozelcTaus (mpunoxenue Ne 9 x ITpasunam);

8) k mporokomy SCTP mpu peamusanuu B 060pyZOBaHHH KOMMYTALHH
crangaprta LTE (myskr 2 npunoxenus Ne 14 k ITpasuiam Ne 58-07);

9) x mporokony IKEv2 (mpunoxenune Ne 19 k Ipasuiam);

10) x mnporokonmy IPSec, MIEHTHDHKALMOHHOMY 3arojOBKY IIPOTOKOIA
IPSec (AH), npotoxomy ESP (npunoxenne Ne 20 k ITpasunam);

11) x mnepeunto coobmenuil mnporokona Diameter npu peanusanum
untepdeticos STa, SWa, SWd (mpunoxenune Ne 21 k [pasunam);

12) x nepeunro naHHEIX, XpaHsamuxcs B 3GPP AAA npokcu cepsepe, pu
peanmusaiuu non-3GPP roctyna (nmpunoxxenune Ne 22 k [TpaBunam);

13) x mporoxomy EAP-AKA, EAP-AKA' (npunoxernne Ne 23
K [IpaBunam).
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ITpunoxenue Ne 1

Kk IIpaBunam npuMmeHeHus 00OpyIOBaHUS
KOMMYyTall1 cerei MOJABMXHOH
panuotenedonHoiiceszu.  Yacte  VIL
[IpaBuna mpumeHeHuss 00OpYyIOBaHUA
KOMMYTaLM1 cTaHJapTa LTE,
YTBEPKJICHHBIM IpuKa3oM MuHKcTepCTBa
I(POBOro pa3BUTHS, CBSI3M M MaCCOBBIX

KoMMyHuKauuii Poccuiickoit @enepanuu
OT 25 06 20/~ NJF74

TpeOoBaHHsl K CHCTeMe HYMepalMi ¥ HACHTH(PHKANHH

1. Unentuduxamms AC [mobKHa OCYIIECTBISATBCA B COOTBETCTBUHU
c TpeOoBaHMSAMHU IIpuKa3za MHHHCTEpCTBa CBA3M M MAacCOBBIX KOMMYHUKaUuWi
Poccuiickoit ®@epepaunu ot 25 ampens 2017 r. Ne 205 «O0 yTBepXIOeHUU H
BBEIGHHH B JEHCTBUE pPOCCHUHCKON CHCTEMBI U IUIaHAa HyMepalum»
(3apeructpupoBaH  MuHuctepctBoM octunuu  Poccuiickoii  Pexpepanuu
13 urons 2017 r., peructparnuonsslit Ne 47401).

2. OOopynoBanme kommyrtauuu craggapra LTE momxHO ocyiecTBidTh
MapIIpyTU3al{I0 TaHHBIX, UCIONB3Ys ajpecaiuio cetTu VIHTepHeT B Qopmare,
ompeieNieHHOM IpoTokoyiaMu [P derBepToit m mectoit Bepcuit (manee — IPv4,
IPv6).

3. s unentudukanun AC B HHPOPMalMOHHO-TEIEKOMMYHUKALIMOHHOM
cetu «MHTepHeT» Ha BpeMa B3aumojeiictBui AC ¢ HHGMOPMaLMOHHO-
TEJIEKOMMYHHKaIMOHHON ceThlo «VIHTepHeT» €l NOJKEH IpPHUCBaWBaThCS alpec
cetu B popmare npotokoia IPv4 u (unu) IPvé.

4. Jna ayrentuduxkaumn UE npu poctyne uepes TWAN nomxHsl
HCIIOJIb30BAThCS HAEHTU()UKATOPHI:

1) moctymna k cetu (nanee — NAI), umeronuii CTpykTypy:

«I»<IMSI>@wlan.mnc<MNC>.mcc<MCC>.3gppnetwork.org ~ — a4
ayteHTU(uKanuu EAP-AKA;
«O»<IMSI>@wlan. mnc<MNC>.mcc<MCC>.3gppnetwork.org - s

ayrenTuduxauun EAP-SIM;

2) certu gocryna (manee — ANID), npuHrMaronyii mpu goctyne non-3GPP
CIIeIyOIIHe 3HAYSHHUS:

«WIMAX» — ceTp gocryna Wi-Max;

«WLAN» — cetb goctyna WLAN;

«ETHERNET» — ceTh UKCHPOBAaHHOI'O AOCTYIa C KOMMYTallEH ITAKETOB.
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Ipunoxenue Ne 2
K IIpaBunam npumeHeHus
KOMMYyTaLl1 cereit

paguoTeneOHHOH  CBA3M.

ITpaBuna npuMeHeHHs

KOMMYTalluH CTaHJIapTa

YTBEPKAECHHBIM MPHKA30M
IM(POBOrO pa3BUTHS, CBSI

obopynoBaHus

MOABHXHOM

Yacts VIIL
o0opyoBaHUA
LTE,
Munucrepcrsa
31 1 MaCCOBBIX

KoMMyHHKali Poccuiickoit @enepanuu

or 75 .06 Zo/® Ne 375

Ilepeuens xpansmuxcs B MME naHHbIX 06 aG60HEHTCKHX PaAHOCTAHIHAX,
noaaepxkuBomux crangapt LTE n Haxoassmuxcsa B COCTOAHUAX
ECM-IDLE, ECM-CONNECTED uan EMM-DEREGISTERED

B 30Hax cjexenns (TA), o6ciny:knBaembix MME

Tabauma.

JlaHHbIe

KommeHTapun

Mexnynaponusiii Homep AC (IMSI)

HnnukaTtop HenmoaTBepkAeHNs MoUIMHHOCTH IMSI
(IMSI unauthenticated-indicator)

Mexnynaponnsiit Homep AC B cetu ISDN (MSISDN)

IIPU HATUYHHU B

HSS

Cocrosuune ynpasnerus MoounsHocThI0O (ECM-IDLE, ECM-
CONNECTED, EMM-DEREGISTERED) (MM State)

I'mobanbHbIf yHUKaNbHEI BpeMeHHSI nnentuduxatop (GUTI)

MexnyHaponusiii unenTuduKaTop o6opynosanus AC u Bepcus
nporpammuoro obecnedenus (IMEI/IMEISV) (ME Identity)

Cnvicok 30H cnexxenus (Tracking Area List)

WnentudrkaTop 30HHI CIIEXKEHHS, B KOTOPOM IPOU30MILIO0
nocnennee o6HoBeHNe 30HE! cnexenus (TAI of last TAU)

['moGaneneli HAEHTHDUKATOP COTHI B CETH PaAHOAOCTYIIA
craggapra LTE (E-UTRAN Cell Global Identity)

Bpewms, npommeninee ¢ MOMeHTa IOCIIEIHETO OIIPEAeICHUS
I'nob6anpHOro naeHTHUKaTopa cotsl cranaapra LTE u/unu
LTE-Advanced (E-UTRAN Cell Identity Age)

Wnentudukarop 3akpelToil rpynmsl nois3osareieii (CSG ID)
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YJIeHCTBO B 3aKpHITO IPYIIIE [0JIb30BaTENEH
(CSG membership)

Pexxum noctyna (Access mode)

ITapameTph! ayTeHTHOUKAIHK: TPOU3BONIBHEIH HOMep (RAND),
oxunaeMelii oteeT (XRES), kimou (KASME), cMBon
ayrenTupukanuu (AUTN) (Authentication Vector)

Bosmoxuoctu paguomoctymna AC
(UE Radio Access Capability)

Mapxa xnacca 2 s o6opynosarus AC (mogaepxka nepegadn
006cITyXHMBaHHUA K CETH paauogocTymna cranaapra GSM 900/1800
umn UMTS) (MS Classmark 2)

Mapka xnacca 3 ans o6opynoBanus AC (mogaepxka nepegadn
o0CIy>)KHBaHHUA K CeTH pagrofocTyna cranaapra GSM 900/1800)
(MS Classmark 3)

Ionnepxusaemsle koneku (Supported Codecs)

Ceressle BozmoxxHOCTH AC (UE Network Capability)

CereBble BosmoxxHocT AC cranmapra GSM 900/1800 mu
UMTS (MS Network Capability)

IMTapameTpsr DRX (UE Specific DRX Parameters)

Bri6panneIii anroput™ Ge3omnacHocTH ciios 6e3 qocTyna
(Selected NAS Algorithm)

Hnentudukarop ycranosku kioua (eKSI)

Kmou KASME (KASME)

Kimouu cnos 6e3 noctyna u napamMeTpsl cueTa
(NAS Keys and COUNT)

WnenTtrdukaTop BEIOPaHHOTO OllepaTopa CeTH
(Selected CN operator id)

Boccranosnenune nanHeix HSS (Recovery)

Orpannuenue nocryna (Access Restriction)

OrpanndeHuns oneparopa i YCIyT Nepeaad JaHHBIX
(ODB for PS parameters)

3amena APN-OI (APN-OI Replacement)
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IP anpec MME ni1s untepoeiica S11 ¢ S-GW
(MME IP address for S11)

Wnentudukatop KoHeUHOM ToukH TyHHENI MME s
untepderica S11 (MME TEID for S11)

IP agpec S-GW nis1 untepdelicos S11/84
(S-GW IP address for S11/S4)

WnenTudukatop KOHEYHOMN TOUKY TyHHeNA S-GW miis
unTepdeiicos S11/84 (S-GW TEID for S11/584)

IP agpec SGSN mis untepdeiica S3 (SGSN IP address for S3)

Wnentuduxarop koHeyHoit Touku TyHHens SGSN s
uHTepdeiica S3 (SGSN TEID for S3)

IP anpec ucnonesyemoro ysna paguonocryna eNodeB ms
uaTepderica S1-MME (eNodeB Address in Use for S1-MME)

YHukansHeli uneHtuduxarop AC s eNodeB
(eNB UE S1AP ID)

YuukaneHbii unentudukarop AC gus MME
(MME UE S1AP ID)

OO6m1as MakcHMalbHast CKOpoCTh nepeaaunt A AC
(ITopmucka AC)
(Subscribed-UE-AMBR)

OO1was MakcuManbHas ckopocts nepenaun (UE-AMBR)

XapakTepUCTHUKHU 1Sl yueTa CTOUMOCTH AC B COOTBETCTBHU C
IMOAIIUCKOM B CETH .
(EPS Subscribed Charging Characteristics)

Hupexc npuoputeTHOCTH BeIGOpa TexHooruun
pamuomoctyna/Uacrotsl (Subscribed RFSP Index)

Hcnonssyemsrii Manexe npuopuretHoctH Beibopa TexHomoruu
paguogoctyna/Yactorsl (RFSP Index in Use)

IToxpo6noe onucanue tpeiica (Trace reference)

Tun tpeiica (Trace Type)

Wnentudukartop tpurrepa (Trigger id)

WnentrduxaTop HeHTpa yIpaBieHHs 1 00CIyKUBaHUA, Ky/a
OynyT nepenaBaTbcs oT4eTHI 110 Tpeiicam (OMC Identity)
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Iapamertp 3amnpoca goctynaoctu AC mis MME
(URRP-MME)

JaHHBIE TOANMCKY 3aKPHITOM TPYIIIEI IONIL30BaTeNei
(CSG Subscription Data)

Paspemenne mectroro IP nocryna (LIPA Allowed) <*>

Ionmucka Ha NeproANYECKOe OOHOBIEHHE 30HEI
MapIIpyTH3ALKKI/CIIEXESHHUS [0 TaliMepy
(Subscribed Periodic RAU/TAU Timer) <*>

INognucka Ha mpropHTETHOE 00CIyXuBaHue B qomeHe CS (MPS
CS priority) <*>

IMoamucka Ha npuopuTeTHOe obcnyxuBanue B EPS (MPS EPS
priority) <*>

I[aHHBIe AT KQXKX0ro aKTUBHOI'O COCIUHCHHUA CETH IIepeaavyd JaHHBIX

Hcnoneszyemas Touka goctyna (APN in Use)

Orpannyenue Touku nocryna (APN Restriction)

Ioamucka Ha APN (APN Subscribed)

Tun cetn nepenaun nanusix (IPv4, IPv6, IPv4ve)
(PDN Type)

IP anpec (ampeca) cetu nepenaun naHHbiX (IP Address(es))

XapaKTepUCTUKU yueTa CTOUMOCTH a0OHEHTCKON CTaHIMH B
COOTBETCTBMH C MOAINNCKOMN B CeTH nepenadu qauubix EPS
(EPS PDN Subscribed Charging Characteristics)

3amenenue Touku goctyna (APN-OI Replacement)

Paspemenns BO3AMOXHOCTH pacmpenesieHus Tpaduxa IP
(SIPTO permissions) <*>

Paspemenus LIPA (LIPA permissions) <*>

LIPA-
paspelieHo,
Tosbko LIPA,
LIPA-npu
YCIIOBUH

Bo3moxuocTs ucrob3oBath 1t APN AC P-GW gomarnueit
unu BusuTHOM cetu (VPLMN Address Allowed)

IP agpec ucnonszyemoro P-GW (1151 IITOCKOCTH yIIpaBiieHHUs )
(P-GW Address in Use (control plane))
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Hnentrduxarop KOHEUHOH ToukH TyHHENS P-GW s
uHTepdetica S5/S8 (ms mIOCKOCTH ypaBieHus)
(P-GW TEID for S5/S8 (control plane))

Coobmenue 06 n3menennu uadopmanuu AC
(MS Info Change Reporting Action)

Coobmenne 06 M3MEHEHHH HHPOPMALWHU 3aKPHITOM IPyIIIbI
none3oBatesel (CSG Information Reporting Action)

Ipodusp KauecTBa 06CITyKUBAHKSA B COOTBETCTBHH C HOATHCKOMH
B EPS (QCI u ARP)
(EPS subscribed QoS profile) <*>

[Moamucka Touka noctyna - O6Ias MaKCUMaJIbHas CKOPOCTh
nepenayu (Subscribed-APN-AMBR)

Touxka AO0CTyIa - 0611135[ MaKCHUMaJIbHas1 CKOPOCTh nepeaavan
(APN-AMBR)

Koy GRE, Beipenensslit P-GW s nepenaun
TOJI30BATENILCKUX NaHHBIX "BBEpX"

(Toneko st PMIPv6 na S5/S8)

(P-GW GRE Key for uplink traffic (user plane))

Wnentuduxarop EPS nmo ymomuanuro (Default bearer)

Huskwuit mpuopuret goctymna (low access priority) <*>

I[aHHBIe AT KaXXA0T0 KaHala COSAUHEHUA CETH Mepeaavyu JaHHBIX

Wnentudurkatop kaHana nepegayn gavHeix EPS
(EPS Bearer ID)

Hpentudukarop tpanzakuuu (T1)

IP anpec S-GW nna S1-u unTepdetica
(S-GW IP address for S1-u)

HnentudukaTtop KOHEYHOH TOUKH TyHHENA S-GW 1114
unTepoeiicoB S1-u (S-GW TEID for S1-u)

WneHTH(uKaTOp KOHEYHO# Touku TyHHens P-GW mis
uHTepdeiica S5/S8 (s MIIOCKOCTH MOTB30BATENSA)
(P-GW TEID for S5/S8 (user plane))

IP ampec P-GW mns unrepoetica S5/S8 (st mockocta
nons3oBatens) (P-GW IP address for S5/S8 (user plane))

KauecTBo 00cmyxuBaHus B KaHalle nepenaqdu faHHbIX EPS
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(QCI u ARP) (EPS bearer QoS)

la6son moToka Tpaduka (Tonsko ans PMIPv6 ua S5/88) (TFT)

HaHHble 171 9KCcTpeHHOTo 00cmyxuBanus AC

HanMeHOBaHHE TOYKH JOCTYIIA IPH SKCTPEHHOM 00CITYKUBAHIN
(Emergency Access Point Name (em APN))

ITpodune QoS npu sxcTpenHoM o6enyxubanuu EPS
(QCI u ARP) (Emergency QoS profile)

Touka noctyna npu sKkcTpeHHOM 06CIy)KuBaHuy - O6mas

MaKCHUMaJIbHasi CKOPOCTh ITE€peIadn
(Emergency APN-AMBR)

Wnentudpuxarop P-GW npu sxcTpeHHOM 06CITyXKHUBaHHH
(Emergency P-GW identity)

Ilpumevanue: <*> "Jlannple" oO6sf3aTenbHBl TONBKO i craugapra LTE-
Advanced.
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IIpunoxenue Ne 3

K IIpaBunam npumMeHeHus oGOpymoBaHMs
KOMMYTallun cerer MTOABHXHOMN
paguorenedonHoi cBa3u. Yacts VIL
IlpaBuna mnpuMeHeHHs o00GOpyHOBaHHS
KOMMYTaIux CTaHJapTa LTE,
YTBEPXKACHHEBIM IIpHUKa3oM MuHucTepcTBa
IIM(GPOBOTO Pa3sBUTHSA, CBI3HM U MAacCOBBIX
koMMyHHKaui Poccuiickoit @eneparyu

or & DE TP/ Ne I/ G

Ilepeuens coobmennii nporoxosia S1-AP npu B3anmopeiicTBHA
oGopynoBanus cucTem 6a30BbIX cranuuii cranaapra LTE (eNodeB) c MME

Tabmuna.

Coobmmenue Hanpasnenue

nepeaaqn

3amnpoc ycranoBku E-RAB ot MME k eNodeB
(E-RAB SETUP REQUEST)
OrtBer Ha 3anpoc ycraHoBku E-RAB ot eNodeB xk MME
(E-RAB SETUP RESPONSE)
3anpoc usmeHenus E-RAB ot MME k eNodeB
(E-RAB MODIFY REQUEST)
OrtBer Ha 3anpoc u3MeHenus E-RAB ot eNodeB xk MME
(E-RAB MODIFY RESPONSE)
Komanna ocBoboxnenus E-RAB ot MME k eNodeB
(E-RAB RELEASE COMMAND)
OtBet Ha koMaHay ocBoOoXaeHuss E-RAB oT eNodeB x MME
(E-RAB RELEASE RESPONSE)
OcBoboxnenue E-RAB ot eNodeB k MME
(E-RAB RELEASE INDICATION)
3anpoc yCTaHOBKH MHHUIIHATH3ALNHA KOHTEKCTA ot MME k eNodeB
(INITIAL CONTEXT SETUP REQUEST)
OtBeT Ha 3alpoC YCTaHOBKH MHHIHAIN3AIMH KOHTEKCTA oT eNodeB xk MME
(INITIAL CONTEXT SETUP RESPONSE)
Omubxa ycTaHOBKH MHHIMATH3AIME KOHTEKCTA ot eNodeB x MME
(INITIAL CONTEXT SETUP FAILURE)




24

3anpoc ocBoGoxaeHusa koHTekcTa AC ot eNodeB xk MME
(UE CONTEXT RELEASE REQUEST)

Komanpna ocBo6oxnenus kontexcta AC ot MME k eNodeB
(UE CONTEXT RELEASE COMMAND)

OcBob6oxnenue xkourekcta AC BEIIOJIHEHO ot eNodeB x MME
(UE CONTEXT RELEASE COMPLETE)

3anpoc usMeHeHus KouTekcta AC oT MME x eNodeB
(UE CONTEXT MODIFICATION REQUEST)

OrBeT Ha 3anpoc u3MeHeHus KoHTekcTa AC ot eNodeB x MME
(UE CONTEXT MODIFICATION RESPONSE)

Omubxa H3MeHeHUsT KOHTEKCTa ot eNodeB x MME
(UE CONTEXT MODIFICATION FAILURE)

Tpebyercs xenmoBep ot eNodeB k MME
(HANDOVER REQUIRED)

KomaHna Ha BeIIOJIHEHME XEeHJ0Bepa ot MME x eNodeB
(HANDOVER COMMAND)

XeHI0Bep He BO3MOXEH ot MME k eNodeB
(HANDOVER PREPARATION FAILURE)

3anpoc xeHnoBepa ot MME k eNodeB
(HANDOVER REQUEST)

IMoareepxaeHue 3anpoca XeHI0Bepa ot eNodeB x MME
(HANDOVER REQUEST ACKNOWLEDGE)

OrcyTcTBHE PECYPCOB IS XEHIAOBEPa ot eNodeB x MME
(HANDOVER FAILURE)

IMoaTeepxneHue xenmoBepa ot eNodeB k MME
(HANDOVER NOTIFY)

3anpoc KOMMYTAIHUH KOHEYHON TOUKH TyHHES ot eNodeB k MME
(PATH SWITCH REQUEST)

IlonTBepxAeHHEe KOMMYTAIUH KOHEYHOM TOYKU TyHHelna | ot MME k eNodeB
(PATH SWITCH REQUEST ACKNOWLEDGE)

Omnbka mpyu KOMMYTalUH KOHEYHOM TOYKM TyHHEIS ot MME k eNodeB
(PATH SWITCH REQUEST FAILURE)

OtmMeHa xeHIOBepa ot eNodeB xk MME

(HANDOVER CANCEL)
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IMoxaTrBepxaeHre OTMEHBI XEHI0BEPa ot MME x eNodeB
(HANDOVER CANCEL ACKNOWLEDGE)

Ilepenaua craryca eNodeB ot eNodeB k MME
(eNB STATUS TRANSFER)

Ilepenaya cratyca MME oT MME k eNodeB
(MME STATUS TRANSFER)

Ilouck oT MME k eNodeB
(PAGING)

Nunnmmanuzanus coobuienuit AC ot eNodeB xk MME
INITIAL UE MESSAGE

TpancnoptupoBka cooGienuii NAS "BHu3" oT MME k eNodeB
(DOWNLINK NAS TRANSPORT)

TpancnoprupoBka coobimenuit NAS "Bepx" ot eNodeB k MME
(UPLINK NAS TRANSPORT)

HenocraBka coobmenunit NAS "Buuz" oT eNodeB xk MME
(NAS NON DELIVERY INDICATION)

C6poc ot eNodeB k MME u
(RESET) ot MME k eNodeB
IoareepxxaeHue copoca ot eNodeB x MME un
(RESET ACKNOWLEDGE) ot MME k eNodeB
WHukanus omuGKku ot eNodeB k MME u
(ERROR INDICATION) ot MME k eNodeB
3amnpoc ycTaHoBKH S1 ot eNodeB k MME
(S1 SETUP REQUEST)

OrtBert Ha 3ampoc ycTaHOBKH S1 ot MME k eNodeB
(S1 SETUP RESPONSE)

Omubxa ycraHosku S1 ot MME k eNodeB
(S1 SETUP FAILURE)

O6HoBneHne koHpurypanuu eNodeB ot eNodeB xk MME
(ENB CONFIGURATION UPDATE)

IlonrBepxneHue o6HOBNeHNS KoHUrypauun eNodeB ot MME k eNodeB
(ENB CONFIGURATION UPDATE

ACKNOWLEDGE)

Omubxa npu oO6HOBIIeHUs KOHDUrypanun eNodeB ot MME k eNodeB
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(ENB CONFIGURATION UPDATE FAILURE)

O6HoBnenue koHpurypauua MME or MME k eNodeB
(MME CONFIGURATION UPDATE)

IHoxreepxaenue o6HOBIeHUS KoHGurypauua MME ot eNodeB k MME
(MME CONFIGURATION UPDATE

ACKNOWLEDGE)

Ommbxa npu oOHOBIEeHU KoHDuUrypauun MME ot eNodeB k MME
(MME CONFIGURATION UPDATE FAILURE)

Hauano neperpysku ot MME k eNodeB
(OVERLOAD START)

OxoHuaHUe neperpysKu oT MME k eNodeB
(OVERLOAD STOP)

HMunukanus BosmoxxHocter AC ot eNodeB x MME
(UE CAPABILITY INFO INDICATION)

Hauaino 3anucu tpeiica ot MME k eNodeB
(TRACE START)

Huauxanus ommOKy 3amucH Tpeiica oT eNodeB x MME
(TRACE FAILURE INDICATION)

3aBeplleHue Tpelica ot MME k eNodeB
(DEACTIVATE TRACE)

3anpoc nHGOPMAaLHH O MECTOMOI0KEHUN ot MME k eNodeB
(LOCATION REPORTING CONTROL)

Omwrbka npu 0T4YETE O MECTOIOIOKESHUN ot eNodeB x MME
(LOCATION REPORT FAILURE INDICATION)

OTueT 0 MECTOIOJIOKEHUH ot eNodeB k MME
(LOCATION REPORT)

3arpoc HaJajla WiId Bo300HOBeHus npeaynpexgarommx | or MME k eNodeB
COOOILIeHU I

(WRITE-REPLACE WARNING REQUEST)

OtBeT Ha 3ampoc NpeaynpeKTAIOIMX COOOIIEHMIt ot eNodeB xk MME
(WRITE-REPLACE WARNING RESPONSE)

3anpoc yaaneHus mpeaynpekIaloux cooOmeHnH or MME k eNodeB
(KILL REQUEST)

OtBeT Ha 3aIpoc yJaleHus NpeaynpexIaroux oT eNodeB x MME
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CcOO0IIeHU

(KILL RESPONSE)

ITepenaya undopmanum eNodeB ot eNodeB x MME
(eNB DIRECT INFORMATION TRANSFER)

Ilepenauya undopmarmn MME otr MME k eNodeB
(MME DIRECT INFORMATION TRANSFER)

Ilepenaua kOHQUIypaIlH CETH PagHOIOCTYIIA ot eNodeB x MME
(eNB CONFIGURATION TRANSFER)

ITepenavya koHGUrypanuy ceTd paguomoCTyIa or MME k eNodeB
(MME CONFIGURATION TRANSFER)

Ilepenava nHpOpMaLMK O yTH B COTE oT eNodeB x MME

(CELL TRAFFIC TRACE)
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[Ipunoxenue Ne 4

K IIpaBunaM npumeHeHus 0GOpyIOBaHHS
KOMMYTaLllH1 cereit ITOABHKHOMN
panuotenedonHorn ceasu. Yacte VIIL
IlpaBuna mnpumeHeHus o06GopyHOBaHUA
KOMMYTallU1 craHaaprta LTE,
YTBEPXACHHEIM IIpUKa3oM MuHHCTEpPCTBa
IHMGPOBOTO Pa3BUTHSA, CBA3M M MAaCCOBBIX
KoMMyHHKanuii Poccniickoit @eneparuu

or 1506 Zp7f N J/G

Ilepevyenn coobmennii nporokxo.a SGSAP npn peanusanun
HHTepdeiica B3aumoaeiicreus MME ¢ cepBepoM neaTpa MoOH/IbHOI
kommyTanuu MSC cepepom/VLR (uurtepdeiic SGs)

YcraHOBIIeHHE BXOJSIIEH M UCXOMALIEH paauoTenehOHHON CBI3H JOIKHO
ocymecTBIATECA K AC, umerome peructpanuio B MME cetu crannapra LTE u B
BHUSHUTHOM  perucrtpe  mecromonoxeHus  (VLR)

GSM 900/1800 wim UMTS.

Coobwenus nporokona SGsAP, mepemasaemeie Mexay MME u MSC
ceppepoM/VLR uepes unrepdeiic SGs s ycTaHOBIeHHs paguoTenepOHHOI

CBsA3U, IPUBCICHEI B TaGJII/II.Ie.

cerei

Tabnuna.

Coobmenne Hamnpasnenue

neperayn

IlonrBepkaeHue Ha 3ampoc akTUBHOCTH AC ot MME x VLR
(ALERT-ACK)
Ortkas Ha 3anpoc akTuBHOCTH AC or MME x VLR
(ALERT-REJECT)
3anpoc aktuBHOCTH AC ot VLR k MME
(ALERT-REQUEST)
Hannsle "BHU3" (0T VLR k AC) or VLR x MME
(DOWNLINK-UNITDATA)
IToaTBepxaeHre HA HHAUKALMIO OTKItoueHus EPS ot VLR x MME
(EPS-DETACH-ACK)
HMunukamms otxirouenus EPS ot MME x VLR
(EPS-DETACH-INDICATION)
IToaTBepxaeHNe HAa HHOUKALWIO OTKIoYeHus IMSI ot VLR x MME
(IMSI-DETACH-ACK)

CTaHaapTOB
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Wupukanus otkmouenus IMSI ot MME k VLR
(IMSI-DETACH-INDICATION)

OOGHOBNIEHNE MECTOIIOIOKEHHS BEIIIONHEHO ot VLR xk MME
(LOCATION-UPDATE-ACCEPT)

OGHOBJIEHHE MECTOIIOIOXKEHHS OTKIIOHEHO ot VLR k MME
(LOCATION-UPDATE-REJECT)

3anpoc 0GHOBJICHUS MECTOITOIOKEHHS or MME k VLR
(LOCATION-UPDATE-REQUEST)

3anpoc crenudnyeckoit abOHEHTCKON HHpOpMaUu ot VLR k MME
(MM-INFORMATION-REQUEST)

WUnnukanus craryca ot VLR x MME
(STATUS) wix ot MME k VLR
3anpoc 00CITyKHUBaHHS or MME k VLR
(SERVICE-REQUEST)

Wunukarus aktusHocTH AC ot MME x VLR
(MS-ACTIVITY-INDICATION)

AC HenoctynHa ot MME k VLR
(MS-UNREACHABLE)

Hannele "BBepx" (oT AC k VLR) ot MME x VLR
(UPLINK-UNITDATA)

Orka3 B oucke or MME k VLR
(PAGING-REJECT)

3anpoc noucka AC or VLR x MME
(PAGING-REQUEST)

INonrBepxaeHue BBIIONHEHUS cOpoca or VLR xk MME
(RESET-ACK) uiny or MME k VLR
Wunukauus cobpoca ot VLR x MME
(RESET-INDICATION) unu or MME k VLR
Ilepenaznauenne TMSI BeimosHEHO or MME k VLR
(TMSI-REALLOCATION-COMPLETE)

3anpoc ocBOOOXKIEHUS or VLR x MME

(RELEASE-REQUEST)
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IIpunoxenue Ne 5

K [lpaBunam npumeHeHus oGopynoBaHUS
KOMMYTaIuu cereit IIOIBH>KHOM
panuorenedonHoit cmasu. Yacte VI
IlpaBuna npuMeHeHHuss 0GOPyJOBaHMA
KOMMYTalH CTaHJapTta LTE,
YTBEPXXIEHHBIM IIpHKa3oM MuHHCTEpCTBA
IIM(POBOTO Pa3BUTHS, CBA3H M MAaCCOBBIX
KoMMyHHKaumi Poccuiickoit @enepanun

or Z5.06 29/8 NF7G

Ilepedenn coobmennii nporokosa DIAMETER npu peanusanuu
nHTepdeiicos B3aumoneiicreua MME ¢ HSS (unrtepdeiic S6a),
SGSN c HSS (untepdeiic S6d), MME ¢ EIR (untepdeiic S13),

SGSN c¢ EIR (untepdeiic S13'), PCRF ¢ P-GW (unTepdeiic Gx),

H-PCRF(V-PCRF) ¢ S-GW (unrepdeiic Gxc),
V-PCRF ¢ H-PCRF (unrepdeiic S9),
PCREF ¢ pynknusamn npuioxennit (uaTepdeiic Rx)

Tabimua Ne 1. Coobmenns npotokona Diameter Ha naTepdeiicax S6a/S6d MeXay
MME/SGSN u HSS, omnpenenensie  waeHTHGHKATOPOM
npuioxenus (nanee - Auth-Application-Id), paBasiM «16777251»

Coo0uienne Kon coobiienus Hampasnenue
nepenavn

OOHOBIIEHME NAHHBIX O 316, 6ut R B nosne ot MME mmu SGSN k
MECTOHAXO0XJIEHUHU ITOIBUXHOI'O koMauae! "dmaar” HSS
abonenra. 3anpoc (Update- yCTaHOBJEeH B "1"
Location-Request (ULR))
OOHOBJIEHHE JAHHBIX O 316, 6ut R B mone ot HSS x MME winu
MECTOHAXO0XXJIEHUH ITOIABUXXHOTO xoMaHasl "®mar” SGSN
abonenta. Otet (Update- OYHUIIEH
Location-Answer (ULA))
Wudopmanus ayreHTudrkanuu. | 318, 6ur R Bnone | or MME mmu SGSN k
3anpoc (Authentication- koMauas! "dmiar"” HSS
Information-Request (AIR)) ycTaHoBJieH B "1"
Hudopmarys ayrentudukaium. | 318, 6ut R B mose ot HSS x MME unu
Ortset (Authentication- KoMaH[5! "@ar" SGSN
Information-Answer (AIA)) OYHILIEH
OtmMmeHa nHbOpMaIUH O 317, 6ut R B mosne ot HSS x MME uin
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MecTtoHaxoxaeHuu AC. 3ampoc koMaHas! "dnar" SGSN
(Cancel-Location-Request ycTaHoByieH B "1"

(CLR))

OtmeHa nHpopMaLH O 317, 6ur R Bmone | or MME uiu SGSN x
mecTtoHaxoxaeHnn AC. Otser KoMaHJs! "®mar" HSS
(Cancel-Location-Answer OYHIIEH

(CLA))

Peructparus aboHEeHTCKHX 319, 6ut R B nose ot HSS x MME nnu
naHHbIX. 3anpoc (Insert- koMaHas! "®nar" SGSN
Subscriber-Data-Request (IDR)) ycTaHoBJIeH B "1"

Perucrpanus aboHeHTCKUX 319, 6ur R Bmone | or MME uint SGSN k
naHHbIX. OtBet (Insert- komauae! "dmaar" HSS
Subscriber-Data-Answer (IDA)) OYHIIEH

Y nanenne aGOHEHTCKUX 320, 6ut R B noste ot HSS x MME unu
naHHbIX. 3anpoc (Delete- KoMaHzsl "@nar" SGSN
Subscriber-Data-Request yCTaHOBJIeH B "1"

(DSR))

VY nanenne abOHEHTCKHUX 320, 6ut R B mmone ot MME nimm SGSN
naHHbIX. OTBeT (Delete- xoMaHab! "®nar" HSS
Subscriber-Data-Answer (DSA)) OYHIIEH

YBeomiieHre O CTHPaHUHU 321, 6ur R Bmote | or MME i SGSN k
JIaHHBIX abOHEeHTa. 3anpoc KomaHzbl "@mar” HSS
(Purge-UE-Request (PUR)) ycTaHoBJIeH B "1"

YBeloOMIIEHHUE O CTUPaHUHU 321, 6ut R B mose ot HSS x MME nnu
JaHHBIX aboHeHTa. OTBET xoMaHAb! "Onar" SGSN
(Purge-UE-Answer (PUA)) OYHUIIEH

C6poc. 3ampoc (Reset-Request 322, 6ut R B none ot HSS x MME unu
(RSR)) KoManasl "@nar" SGSN

yCTaHOBJIEH B "1"

C6poc. OtBet (Reset-Answer
(RSA))

322, out R B moste
koMaHb! "Dnar"
OUHILICH

oT MME uiu SGSN k
HSS

YBenomnenue. 3anpoc (Notify-

323, 6ut R B noie

oT MME unu SGSN k

Request (NOR)) KoMaHzsl "@nar” HSS
yctaHoBiieH B "1"

YBenomnenue. Orser (Notify- 323, 6ut R B mmoste ot HSS x MME nnu

Answer (NOA)) KoMaHb! "®ar” SGSN
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OYHILEH

Tabnuua Ne 2. Coobmenns npotokona Diameter Ha unTepdeiicax S13/813' mexay
MME/SGSN u EIR, omnpegmenensie  Auth-Application-Id,

paBHBIM «16777252»
Coo0mmenne Kon cooOmienus Hanpasnenue
nepenayn
IIpoBepka MeXIyHAPOIHOTO 324, 6ut R B mone oT MME umu SGSN
uaeHTuuKaTOpa obopynoBanus| KoMauss! "dmar" K EIR
AC. 3anpoc (ME-Identity- ycTaHoBJieH B "1"
Check-Request (ECR))
IIpoBepka MexAyHapOIHOTO 324, 6ut R B noje oT EIR xk MME wmm
uAeHTH(UKaTOpa obopynoBanus| KoMmaHisl "®mar" SGSN
AC. OtBet (ME-Identity-Check- OUHILIEH
Answer (ECA))

Ta6muna Ne 3. Coobutenus nporokoina Diameter Ha untepdetice Gx mexxy PCRF
u PDN GW, onpenenensie Auth-Application-Id, paBHBIM

«16777224», n Ha unrepdeiice S9 Mexny V-PCRF u H-PCREF,
onpenenensie Auth-Application-Id, paBasiM «16777267»

Coo06ienne Kon coobuienus Hanpasnenue
nepegadu

IIpaBuina monuTuky ynpasienus | 272, 6ut R B nose ot PDN GW k PCREF,

1 Tapudukanuu (PCC). 3anpoc koMaH[s! "Onar” ot V-PCRF
(CC-Request (CCR)) ycTaHoBIIeH B "1" k H-PCRF
IlpaBuna nonutuku ynpaeienus | 272, 6ut R B mone ot PCRF x PDN GW
u tapudpukanun. Oteet (CC- KoMaHzpe! "@mnar' ot H-PCRF k V-
Answer (CCA)) OUHIIEH PCRF
He3zanpamuBaemsle npasmiia 258, out R B moste ot PCRF x PDN GW
PCC. 3ampoc (Re-Auth-Request KoMmaHas! "®nar” ot H-PCRF k V-
(RAR)) ycTaHoBieH B "1" PCRF
HesanpamuBaeMele mpaBwiia 258, 6ut R B mone ot PDN GW k PCRF
PCC. Otset (Re-Auth-Answer KoMaH[bl "Onar” ot V-PCRF k H-

(RAA)) OYUIIEH PCRF




Tabmuma Ne 4. Coobmenns nporokona Diameter Ha untepdeiice Rx mexny PCRF
1 QyHKIMAMHE npunoxeHuit (manee - AF), ompenenensie Auth-
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Application-Id, paBHEIM «16777236%»

ceccun. OtBeT (Abort-Session-
Answer (ASA))

koMauas! "®nar”
OUHUILEH

Coobmienune Kon coobmienust Hanpasnenue
nepenadu
Hudopmarus o ceccuu. 3anpoc 265, 6ut R B mone ot AF x PCRF
(AA-Request (AAR)) KoMaHzs! "®ar”
ycTaHoBjeH B "1"
HNndopmanus o ceccun. OtBer 265, 6ut R B moite ot PCRF k AF
(AA-Answer (AAA)) koMaH/s! "@ar”
OYUIIEH
He3amnpamuBaeMsle npaBuia 258, 6ut R B one ot PCRF x AF
PCC. 3anpoc (Re-Auth-Request koMaHae! "dmaar"
(RAR)) ycTaHoBJIeH B "1"
HesanpamuBaemsie mpaBuia 258, 6ut R B one ot AF x PCRF
PCC. OtBer (Re-Auth-Answer KoMaHze! "@mar"
(RAA)) OYHUILIEH
OxoH4aHKe ceccrd. 3ampoc 275, 6ut R B one oT AF x PCRF
(Session-Termination-Request KoMmaHzsl "®mnar”
(STR)) ycTaHoBJIeH B "1"
Oxonuanune ceccun. OTBET 275, 6ut R B nioste oT PCRF x AF
(Session-Termination-Answer koMaHap! "Onar"
(STA)) OUHILICH
ABapuiiHoe npeKpalieHue 274, 6ut R B noe ot PCRF x AF
ceccuu. 3amnpoc (Abort-Session- Komanas! "@mnar”
Request (ASR)) ycTaHoBJieH B "1"
ABapuiiHoe npekpalieHue 274, 6ut R B mone ot AF x PCRF

Tabmuma Ne 5. Coobmenus mporokona Diameter Ha uHTepdeiice Gxc Mexmy
H-PCRF (V-PCRF) u S-GW, onpegnenensie Auth-Application-Id,

paBHBIM «16777266»
Coo0muenue Kon coobmienns Hamnpasnenue
' nepeaavn
IIpaBuna monutuku ynpasienus | 272, 6ut R B mone ot S-GW
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u tapudukanuu (PCC). 3amnpoc.
(CC-Request (CCR))

koMmaHas! "dmar"
ycraHoBieH B "1"

x H-PCRF (V-PCRF)

ITpaBuia MONUTHKY yIIpaBICHHS
u tapudukanuu. Oteet. (CC-
Answer (CCA))

272, out R B mosne
koMauas! "®mar”
OYHIIEH

ot H-PCRF (V-PCRF)
Kk S-GW

HezanpammBaeMsbie IipaBuiia
PCC. 3anpoc. (Re-Auth-Request
(RAR))

258, out R B moite
koMaHzae! "Omar"
ycTaHoBieH B "1"

ot H-PCRF (V-PCRF)
K S-GW

He3ampamrBaeMble npaBuia
PCC. Otser. (Re-Auth-Answer
(RAA))

258, out R B nmoie
koMauael "®Onar"
OYHIIEH

ot S-GW
k H-PCRF (V-PCRF)
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IIpunoxenue Ne 6

K IlpaBuiam npumeHeHHs 060pyHOBaHHS
KOMMYTaLU1 ceren IIOIBHKHOU
paguotenedonHoir cBsa3u. Yacte VIL
IlpaBuna npuMeHeHHs OOOpPYIOBaHMS
KOMMYTalllH1 CTaHJapTa LTE,
YTBEPXKAECHHBIM IIpHKa3oM MuUHHCTEpCTBa
IMGPOBOTo pa3BUTHS, CBI3M U MacCOBBIX
KoMMyHUKauuil Poccuiickoit @enepauun

ot 2506 07 N 7/F

Ilepeuenn coobmennii nporokoa NAS npn peanuzanun uarepdeiica
B3anmoaeiictBua AC u MME (untepdeiic S1-MME)

Tabmuna Nel. Coobmennst mnpoTtokona NAS HOACHCTEMBI  YIpaBIeHHS
MobunsHOCTRIO  (EMM), nmepemaBaembie  Mexay AC
1 MME uepe3 unrepdetic S1-MME
CoobieHue Hanpasnenue
nepegavu

Ioaxmouenue npunsro (Attach accept) or MME x AC
INopxmouenue BeimonHeHo (Attach complete) or AC x MME
Iogxmouenue oTkinoHeHo (Attach reject) or MME x AC
3anpoc noaxmoueHus (Attach request) ot AC x MME
Heycnemnas ayrentudukanus (Authentication failure) or AC x MME
Otknonenue ayreHTudukanuy (Authentication reject) or MME x AC
3amnpoc ayreHTU(uKau (Authentication request) or MME x AC
Otset ayrentudukanuu (Authentication response) ot AC x MME
YBenomnenue 06 obcmyxuBanuu B CS or MME k AC
(CS service notification)
OrxnroueHune 3aBepuieHo (MHULKaTop oTkmovyeHus AC) ot MME k AC
(Detach accept)
OTtxmoyeHne 3aBepiIeHo (MHUIHATOP OTKIIIOYEHHUS CETh) ot AC xk MME
(Detach accept)
3anpoc oTkioueHus (MHUnuaTop otkimodeHus AC) or AC x MME
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(Detach request)

3anpoc OTKI04YeHUs (MHUOHUATOP OTKIIFOYEHHS CETh) or MME x AC

(Detach request)

TparcnoptupoBka coobiennii NAS "sau3" or MME k AC

(mocraBKa KOPOTKHX COOOLICHHMIA)

(Downlink NAS Transport)

Huadopmarus cet 06 yrpaBieHUH MOOHIBHOCTHIO or MME x AC

(EMM information)

CocTosiHUe mpolecca yIpaBieHus MOOHIBHOCTBIO ot MME x AC

(EMM status) win oT AC k
MME

3alpoc pacHIIPEeHHOr0 00CITY KHBaHHS or AC x MME

(Extended service request)

Komana HazHaYeHHs M106aIBHOrO yHUKAIBHOTO BpeMeHHoro | or MME k AC

UAECHTH(HKATOPA

(GUTI (Globally Unique Temporary Identifier) reallocation

command)

IonTBepxaeHue Ha3HAYEHUS INT00ATBHOIO YHUKAILHOTO ot AC x MME

BPEMEHHOI0 UeHTUHUKATOpa

(GUTI reallocation complete)

3anpoc uaentuuHocTH (Identity request) or MME k AC

Ortser Ha 3anpoc uaeatuaHocTH (Identity response) ot AC x MME

Komanpa pexnma 6e3omacnoct (Security mode command) or MME x AC

Brinonnenne pexuma 6€30MMacHOCTH or AC xk MME

(Security mode complete)

Ortkionenue pexxuma 6e3omnacuocty (Security mode reject) or AC xk MME

Ortkionenne 3anpoca obcyxuBanus (Service reject) or MME x AC

3ampoc obcmyxuBanus (Service request) or AC x MME

ITpunrsTre 3anpoca OOHOBIEHHUS 30HBI CIICKEHHS or MME k AC

(Tracking area update accept)

BrinonHeHne 0OGHOBIIEHUS 30HBI CIIEKEHHUS or AC xk MME

(Tracking area update complete)

Otka3 0OHOBJIEHHS 30HBI CIICKEHHS or MME x AC
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(Tracking area update reject)

or AC x MME

(Uplink generic NAS transport)

3anpoc OOHOBIEHHUS 30HbI CIIEKEHHUS

(Tracking area update request)

Tpancnopruposka coobiennit NAS "eepx” or AC xk MME
(mocTaBKa KOPOTKHX COOGIIEHHIH)

(Uplink NAS Transport)

OcnoBHas TpaHCIIOpTHPOBKA coobmenuit NAS "BHu3" ot MME k AC
(Downlink generic NAS transport)

OcHoBHas TpaHCIIOPTHPOBKa coobmeHuit NAS "BBepx" or AC x MME

Tabmuna Ne 2. CooGmienus nmpotokona NAS moncucteMsl yIIpaBJI€HHUs CeccHeil
(ESM), mnepenaBaembie Mexny AC u MME Ha wuHTepdeiice

S1-MME
Coo06iienne Hanpasnenue
nepefavn

3anpoc aKTuBalUY KOHTeKCTa BEIOpaHHoi EPS mpuHAT or AC x MME
(Activate dedicated EPS bearer context accept)
3anpoc akTHBaIMH KOHTeKCTa BeIOpanHOH EPS oTkioHeH ot AC xk MME
(Activate dedicated EPS bearer context reject)
3anpoc akTHBallU¥ KOHTEKCTa BEIOpaHHOH EPS or MME k AC
(Activate dedicated EPS bearer context request)
3anpoc akTuBanuK KoHTekcTa EPS 1o ymMom4anuro npuHaT ot AC x MME
(Activate default EPS bearer context accept)
3anpoc akTuBanuu kontekcra EPS mo ymomrdanuio or AC xk MME
OTKJIOHEH
(Activate default EPS bearer context reject)
3anpoc aktuBanuu kKoHTekcTa EPS 1o ymosuanuio ot MME x AC
(Activate default EPS bearer context request)
Otki0HeHUe BRIENIEHUs pecypca oTr MME k AC
(Bearer resource allocation reject)
3arpoc BBIIIENIEHUs pecypca ot AC x MME
(Bearer resource allocation request)
OTk0HEeHHe MOJM(UKALUU pecypca

or MME k AC
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(Bearer resource modification reject)

3arnpoc MoAau(UKaLu pecypca or AC xk MME
(Bearer resource modification request)
3anpoc ynaneHus KoHTekcra BeIOpanHoit EPS npunst or AC x MME
(Deactivate EPS bearer context accept)
3amnpoc yaaneHus KoHTekcTa BeIopanHoit EPS ot MME k AC
(Deactivate EPS bearer context request)
3anpoc HHGOPMAaLKU YIIpaBIeHHS CeCCHeE or MME x AC
(ESM information request)
WudopManus ynpaBlieHUs ceCCHel or AC x MME
(ESM information response)
CocrosiHME nporiecca yIpaBlieHUs CecCHei or MME k AC
(ESM status) WA

or AC x MME
3amnpoc Moaupukannu koHtekcra EPS mpuusat ot AC xk MME
(Modify EPS bearer context accept)
3anpoc Moaupukaiyu kourekcta EPS oTkionen ot AC x MME
(Modify EPS bearer context reject)
3ampoc Moaupukanuu KoHTekcra EPS or MME k AC
(Modify EPS bearer context request)
OTKOHeHNEe BO3MOXXHOCTH COEIMHEHUS C CETHIO Mepeaayun or MME k AC
na"sbeIX (PDN connectivity reject)
3anpoc COeIUHEHHUS C CETHIO Tepelavyn ot AC x MME
JaHHBIX
(PDN connectivity request)
OTkoOHeHue 3a1poca pa3beJUHEHHS ¢ CETBIO Tepenadn or MME x AC

TaHHBIX
(PDN disconnect reject)
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ITpunoxenue Ne 7

K [IpaBunam npumeHeHus: oGOpyAOBaHHA
KOMMYTal{ cerer ITOABHKHOM
panuotenedonHoi cBsa3u. Yacte VI
IlpaBuna npuMmeHeHus 0GOpyHOBaHUS
KOMMYTaluiu CTaHJapTa LTE,
YTBEP)XIEHHBIM NpHKa3oM MuUHHCTEpCTBa
1M(POBOrO Pa3BUTHSA, CBI3M H MacCCOBBIX
KOMMYyHHUKalui Poccuiickoit @enepannn

or Z5 08 20/ Ne 374

TpeGoBanus k nporoxosy GTP

1. Ilporoxon GTP (manee - GTPv2-C) nomkeH peann3oBIBaTh
B S-GW, P-GW, SGSN, MME wunrepdeiichl B3auMmoneiicteus S5/S8 (ectu He
ucnonesyercas PMIPv6), Sv, S11, S4, S3, S10, S16 u cOOTBETCTBOBATH
CIENYIOLIUM TpeOOBAHHUAM:

1.1. obmmit popmar 3aronoska cooburerust mporokona GTPv2-C npusenex
Ha puCyHKe 1.

Bepcus P (T |0 0 0

Tun coobwenus

JnuHa coobuieHus

TEID

Homep
[IOCJIEA0BATENFHOCTH

Pesepn

Pucynok 1.

IIpumeuanue:

B [IEPBOM OKTETE:

1) Outer 6-8 pmoOmKHBI ompenensTs BepcHio mnpotokoma GTPv2-C
¥ OBITH PaBHBI JECATUIHOMY YHUCITY «2»;

2) 6ur 5 (dbmar P) pmomxeH ompemensTh HaaMuhe IPHKPEILUICHHBIX
COOOIIEHHIT:

NPUKPENJIEHHBIX COOOIEeHuH HeT npH ¢uiare P pasHOM «0»;

apyroe coobmenne GTPv2-C ¢ COOCTBEHHBIM 3arojloOBKOM H  TEJIOM
IIPUCYTCTBYET B KOHIIE TEKYIIEro coobIeHus npu ¢iare P paHoM «1»;

3) 6ut 4 (¢nar T) JOIDKEH ONpeneNiaTh HaIMYUE MOJS HACHTH(HKATOpPA
KoHevyHo# Touku TyHHend TEID B 3arososke:
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none TEID He nomxno npucyrcTBoBath mpu dare T paBHOM «O0;

none TEID nomxHo cnenoBaTe B oOKTeTax 5-8 3a momeM «J[iuHa
COOOILIEHU» U 3aHUMATh YETHIPE OKTETa,;

4) Gutsl 3 - 1 (pesepBHbIe) HOMKEeH GBITH paBeH «0», a IONyYaTens He
JOJDKEH aHAJIM3UPOBATH;

BTOPO# OKTET JOJKEH ONpeeNsaTh TUIl COOOIIEHNUS,

OKTETHI 3 - 4 NOJKHBI CozllepXkaTh Moile «JnmuHa coobIueHus», comepaliee
HH(QOPMAIMIO O [IyTHHE COOOIIEHHs B OKTETaX, HAYMHAS C [IATOTO OKTETA;

okreTel 9—11 (B ciywae npucyrctsus TEID) wmm 5-7 (B ciydae
orcyrcTBUs TEID) momkuel comepxars mosne «HoMep mHocienoBaTensHOCTH
GTPv2-C. Chenyrouuii OKTET 10KEH HCIIONb30BaThCA KaK pe3eps;

1.2. undopmaioHHbIe deMeHTs coobuenus GTPv2-C noxHbI clIeIoBaTh
3a 3arojIOBKOM coobmeHus npotokonaa GTPv2-C;

1.3. coobmenns nporokona GTPv2-C npusenensl B Tabmune Ne 1.

Ta0muma Ne 1.

Tun CooOmienue
cooOIIeHHs
1 3ampoc "3xo" (Echo Reques)
2 Ortser "3x0" (Echo Response)
3 Bepcus ne nonnepxusaetcs (Version Not Supported Indication)

Ot SGSN/MME x MSC cepsepy (Sv) npu xaumosepe

25 3anpoc oT/AeNbHOM HENPEPHIBHOCTH OJIOCOBOTO BEI30BA HA PAIA0
nHrepderice (nanee - SRVCC) mpu nepexose OT CeTH ¢
KOMMYTallHe [TaKeToB K CeTH ¢ KoMMyTanuei kanaioB (SRVCC
PS to CS Request)

26 Orser Ha 3anpoc SRVCC npu nepexojie ot ceTu ¢ KOMMyTaIuei
IIaKETOB K CETH C KOMMYTAlMEN KaHAJIOB
(SRVCC PS to CS Response)

27 YBenomienre o BeimonHennu SRVCC nipu nepexosie oT ceTH ¢
KOMMYTAaIMeH [IaKETOB K CETH ¢ KOMMYTalHeil KaHaJIOB
(SRVCC PS to CS Complete Notification)

28 Ilonreepxnenue BeinonHenus SRVCC npu nepexose oT CeTH ¢
KOMMYyTallMel [TaKEeTOB K CETHU ¢ KOMMYTal{ieil KaHalI0B
(SRVCC PS to CS Complete Acknowledge)

29 VYBenomienne o 3asepuiennn SRVCC npu nepexoze oT ceTd ¢
KOMMYTalMEH MMaKeTOB K CETH C KOMMYTaIlHei KaHaJIOB
(SRVCC PS to CS Cancel Notification)
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30 Hoxreepxxaenue 3apepmenns SRVCC mpu nepexoze oT ceTH
C KOMMYTallWeH ITaKEeTOB K CETH ¢ KOMMYTaLMel KaHAIOB
(SRVCC PS to CS Cancel Acknowledge)

Ot SGSN/MME k P-GW (S4/S11, S5/S8)

32 3anpoc cosnanus ceanca (Create Session Request)

33 Ortset Ha 3anpoc cosnganus ceanca (Create Session Response)

34 3anpoc usmenenus Hocurels (Modify Bearer Request)

35 OrBet Ha 3anpoc U3MEHeHHs KaHaa Iepeadl JaHHBIX
(Modify Bearer Response)

36 3anpoc ynanenus ceanca (Delete Session Request)

37 Otser Ha 3anpoc ynanenus ceanca (Delete Session Response)

38 3anpoc yBenomnenus 06 msmenernu (Change Notification Request)

39 OrtBeT Ha 3ampoc yBeioMiIeHHs 00 U3MEHEHNH
(Change Notification Response)

164 YBenomiienune o Bozo6HOBIeHHU cBsi3u (Resume Notification)

165 IMonTBepxnenre Bo30GHOBIIEHUS CBSI3H

(Resume Acknowledge)

Coobmenns Ge3 sBHOro otBera (Messages without explicit response)

64

Komana nsmMeHeHNs KaHalia llepeiayd JaHHBIX
(Modify Bearer Command) (MME/SGSN k P-GW - S11/584, S5/S8)

65

Wuauxanys HeyAavHOro H3MeHeHUs KaHaa repeaadn JaHHBIX
(Modify Bearer Failure Indication)
(P-GW x MME/SGSN - S5/88, S11/54)

66

KomManja ocBoOoXIeHUs KaHala IepeJady JaHHbIX
(Delete Bearer Command) (MME/SGSN k P-GW - S11/54, S5/S8)

67

Wnpukanus HeyaaqHOro 0CBOOOXK/ICHHS KaHaIa IIEPeJady JaHHBIX
(Delete Bearer Failure Indication)
(P-GW x MME/SGSN - S5/S8, S11/54))

68

Komanza pacnipeseneHus pecypcoB KaHala epefady JaHHBIX
(Bearer Resource Command)
(MME/SGSN k P-GW - S11/84, S5/S8)

69

I/IH,III/IKaHI/I}I HCYIa9YHOI'0 pacpeieiICHUA peCypCOB KaHajla
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nepena4n faHHbIX (Bearer Resource Failure Indication)
(P-GW x MME/SGSN - S5/S8, S11/S4)

70 Wupukanys HeyaaqyHoro yBeIOMIIEHHS O Iepeade JaHHbIX "BHU3"
(Downlink Data Notification Failure Indication)
(SGSN/MME k S-GW - S4/S11)

71 AxTHBaLUA ceaHCa TPACCHPOBKH
(Trace Session Activation) (MME/SGSN x P-GW - S11/84, S5/S8)

72 JleakTuBanys ceaHca TPaCCHPOBKH
(Trace Session Deactivation) (MME/SGSN x P-GW - S11/84,
S5/88)

73 Muaukanys ocTaHOBKH ITIOUCKA

(Stop Paging Indication) (S-GW x MME/SGSN - S11/S4)

Ot P-GW x SGSN/MME (S5/S8, S4/S11)

95 3arpoc aKTUBAIMY KaHaa IepeJadyd JaHHBIX
(Create Bearer Request)
96 OtBeT Ha 3ampoc aKTUBaLMY KaHajla Iepeaay JaHHBIX

(Create Bearer Response)

97 3ampoc oOHOBIIEHUS KaHaJa Iepeladn JaHHBIX
(Update Bearer Request)

98 OrtBer Ha 3anpoc OOHOBIIEHHS KaHaJla Iepeqady JaHHBIX
(Update Bearer Response)

99 3anpoc 0cBOOOXKIeHUS KaHaIa Iepefadn JaHHEIX
(Delete Bearer Request)

100 OrtBeT Ha 3a1poc 0CBOOOXKAEHHS KaHaNa IIepeaady JaHHbIX
(Delete Bearer Response)

Ot P-GW x MME, or MME k P-GW, ot S-GW k P-GW,
or SGW x MME (S5/S8, S11)

101 3anpoc ynanenus coequaenus (Delete PDN Connection Set
Request)

102 OTBeT Ha 3anpoc yIaleHHs COeTUHEHHUS
(Delete PDN Connection Set Response)

Ot MME x MME, ot SGSN x MME, or MME k SGSN,
ot SGSN k SGSN (S3/510/516)
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128 3anpoc naentuduxannu (Identification Request)

129 Ortser Ha 3anpoc uneHTrdukanuy (Identification Response)

130 3anpoc koHTekcTa (Context Request)

131 OrtseT Ha 3anpoc konTekcra (Context Response)

132 ITonreepxneHue orsera Ha 3anpoc KoHtekcTa (Context
Acknowledge)

133 3anpoc nepe,uaqﬁ npu nepeMenieHnu AC

(Forward Relocation Request)

134 OrtBer Ha 3amnpoc nepefauu npu nepemMenteHud AC
(Forward Relocation Response)

135 YBeZoMIIeHHE BBITTOTHEHUS TNiepeiadyn MpH nepeMerienud AC
(Forward Relocation Complete Notification)

136 ITonreepxaeHKe BRIMONHEHUS IIepeaadu npu nepemenieHun AC
(Forward Relocation Complete Acknowledge)

137 YBenoMieHue o nepenade KOHTEKCTa
(Forward Access Context Notification)

138 IlogTBepxneHue nepegaun KOHTEKCTa
(Forward Access Context Acknowledge)

139 3ampoc otmensl nniepemeinenns (Relocation Cancel Request)

140 Ortsert Ha 3ampoc oTMeHsl epeMerienns (Relocation Cancel
Response)

141 Kondurypauus tynnens nepenaun (Configuration Transfer Tunnel)

152 Ilepenava uagopmanuu cetu paguonoctyna (RAN Information
Relay)

Ot SGSN x MME, or MME k SGSN (S3)

149 YBenomiienue o6 orkmodeHun (Detach Notification)

150 ITonTBepxnenue orkmoyenus (Detach Acknowledge)

151 HMugukanys moucka B CETH C KOMMYTallel KaHaAJIOB
(CS Paging Indication)

153 Yeenomnenue MME (Alert MME Notification)

154 IToareepxxnenne Ha yBegomienne MME (Alert MME
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Acknowledge)
155 YBenomienue axruanuu AC (UE Activity Notification)
156 Honrsepxnenne axtupanuu AC (UE Activity Acknowledge)

Ot SGSN/MME k S-GW, ot SGSN k MME (S4/811/S3), or SGSN k SGSN

(S16), ot S-GW x P-GW (S5/S8)

162 YBenomienue o npepriBanmy cBsi3u (Suspend Notification)
163 IonTsepixnenne npepeiBanus ces3u (Suspend Acknowledge)
Ot SGSN/MME k S-GW (S4/S11)

160 3anpoc co3aHus TYHHEIS [epefayn
(Create Forwarding Tunnel Request)

161 OTBeT Ha 3anpoc Co3aHuUs TyHHES epeadn
(Create Forwarding Tunnel Response)

166 3anpoc Co3aHus TyHHeJIs lepefadl KOCBEHHbIX JaHHbIX
(Create Indirect Data Forwarding Tunnel Request)

167 OrtBeT Ha 3anpoc CO3RaHuUs TYHHENS Nepeavl KOCBEHHBIX JAHHBIX
(Create Indirect Data Forwarding Tunnel Response)

168 3anpoc yaneHus TyHHeNs [epeayl KOCBEHHbIX JaHHbIX
(Delete Indirect Data Forwarding Tunnel Request)

169 OrtBeT Ha 3anpoc ynaneHus TyHHENS Iepejadl KOCBEHHBIX HaHHbIX
(Delete Indirect Data Forwarding Tunnel Response)

170 3anpoc 0cBOOOXAEHHUS OCTYIA K KaHaly Iepeadyd NaHHbIX
(Release Access Bearers Request)

171 OtBeT Ha 3anpoc 0CBOOOXIEHHS HOCTYIIa K KAaHATy [epefadn
JAaHHBIX
(Release Access Bearers Response)

Ot S-GW k SGSN/MME (S4/S11)

176 YBenomiieHue o nepegave AaHHBIX "BHU3"
(Downlink Data Notification)

177 IoaTBepxaeHNE yBEJOMIICHHS O Ilepeiaue JaHHBIX "BHU3"
(Downlink Data Notification Acknowledge)

179 VYBenomienue o pectapre P-GW (P-GW Restart Notification)
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180 Ioateepxaenne Ha yBeoMileHHe 0 pectapTe PGW
(P-GW Restart Notification Acknowledge)

Ot S-GW x P-GW, ot P-GW k S-GW (S5/S8)

200 3anpoc oOGHOBJIEHHSI COEUHEHMUS
(Update PDN Connection Set Request)

201 OtBeT Ha 3anpoc yaaleHus COeqUHEHUS
(Update PDN Connection Set Response)

Ot MME k S-GW (S11)

211 3anpoc H3MEHeHus KaHajia JoCTyIa
(Modify Access Bearers Request)

212 OrBeT Ha 3anpoc M3MEHEHHUs KaHajIa JOCTyIIa
(Modify Access Bearers Response)

2. IIpotokon GTP (GTPv1-U) nomkeH peann3oBbiBaTh B 060pyI0BaHUH S-
GW, P-GW, SGSN wunredeiicel B3aumoneiicTBus S1-U, S5/S8 (ecnm
He wucnojge3yercss PMIPv6), S4, S12 u cooTBEeTCTBOBAaTH CIIEAYIOLIUM
TpeOOBaHUAM:

2.1. ¢opmar 3arosnoska coobmenuii nporokona GTPv1-U npusenens: Ha
PHCYHKE 2.

Bepcus PT &) E |S |PN

Tun cooOuienus

Jnnnaa cooOmienus

TEID

HOMep IMOCJICAOBATCIIbHOCTU

Howmep 6moka naHHBIX

I[OHOJIHI/ITGJIBHI:Jﬁ 3aroJIOBOK

Pucynoxk 2.

ITpumeuanue:

B IIEPBOM OKTETE:

1) 6utel 6 - 8 KoWKHEI ompenenaTs Bepcuio npoTokona GTPv1-U u 6sITh
PaBHBI ACCATUYHOMY HHCITY «1»;

2) 6ur S5 (pnar PT) pomken onpenendT THO IIPOTOKONA
1 OBITH PaBHBI JECATUYHOMY YHCITY «1»;

3) ©our 4 (pesepBHBI) JOKEH OBITH paBeH «0» M He JOIDKEH
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aHaIIM3UPOBATECS MOJTydaTelieM;

4) 6ut 3 (pnar E) nomkeH onpenenaTs Haiuuue Hons «JloMOTHATETbHbIH
3aroJIOBOK»:

noJie «JlOMOMHUTENBHEIH 3aT0JJOBOK» JOJKHO MPUCYTCTBOBATH IpH (iare E
paBHOM «1»;

nojie «/JIOmOJHUTENBHBIN 3aroJIOBOK» JO/DKHO OTCYTCTBOBATh HMIM HE
obpabateiBatbes npu duiare E pasHOM «0»;

5) O6ur 2 (dmar S) ngomxkeH ompenenats Hanmuuume 1ons «Homep
[10CJIEIOBATENBHOCTI

nosie «Homep 1mociie10BaTeIbHOCTH» JJOIKHO MPUCYTCTBOBATH IpH (iare S
paBHOM «1;

noine «Homep ImOCIIenOBaTeNbHOCTH» IODKHO OTCYTCTBOBAaTH HIIM HE
obpabaTbIBaThCs npH (iiare S paBHOM «0»;

6) 6ut 1 (pnar PN) nomxeH ompenensts Hanuuue nons «Homep Gnoka
IOAHHBIX»:

nojge «Homep O6noka MaHHBIX» MJODKHO IPHUCYTCTBOBATH B 3arOJIOBKE
coobmenus npu ¢iare PN paBaoM «1»;

none «Homep O6moka maHHBIX» JOJDKHO OTCYTCTBOBaTh Ipu (iare PN
paBHOM «0»;

BTOPOil OKTET AOJDKEH ONpeNeNaTh THIT COOOIIECHHUS;

OKTeTBl 3 -4 JOKHBI colepXaTh Tmoe «JlnMHAa  COOOIIEHU,
YKa3bIBAIOIIETO JJIMHY COOOIICHUS B OKTETaX, HAYMHAS C IEBITOIO OKTETA;

noste TEID nomkHO 3aHUMATh YETHIPE OKTETA C MSTOr0 IO BOCHMOIL;

oKkTeTHl 9 - 10 JomKHBI conepxath noie «HoMep mociieoBaTeIbBHOCTHY;

noist «Homep 6ioka naHHBIX» U «JIOTIOJHHUTENBHBIA 3ar0J0BOKY» HOJKHBI
3aHHUMAaTh 110 OIHOMY OKTETY;

2.2. vHGOPMAIIOHHBIE 3IEMEHTHl WIH MaKeTHl MOJIb30BAaTENBCKHUX JAHHBIX
IOJDKHEI CJIEZIOBATH 3a 3ar0JIOBKOM coobuieHuil mporokona GTPv1-U.

2.3. coobmenus nporokoia GTPv1-U npusenens! B Tabmune Ne 2.

Tabmura Ne 2.
Tun CooOmieHue
cooOeHus
1 3amnpoc "3x0"

(Echo Request)

2 Ortser "9x0"
(Echo Response)

26 OmubovHas HHIUKALAS
(Error Indication)

31 YBeoMIIeHHe 0 NOAEPKKE paCIIMPEHHBIX 3ar0JIOBKOB
(Supported Extension Headers Notification)
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254 Mepkep kKoHLIa 0OMeHa HHPOPMaLIUEH 110 TYHHEIIO
(End Marker)
255 Bbnok nanneix nporokona GTP (G-PDU)
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IIpunoxenue Ne 8

k [lpaBunam npuMeHeHHS 000pYyIOBaHUSA
KOMMYTaLH ceren [TOABYOKHOM
panuotenedponHoil cwsa3u. Yactes VIL
[IpaBuna mnpuMeHeHHs 00OpyZOBaHUS
KOMMYTalluu cTaHaapra LTE,
YTBEP)KACHHBIM NpUKa3oM MUHHCTEPCTBA
UGbpPOBOro Pa3sBUTHS, CBI3U H MAacCOBBIX
KoMMyHuKanuii Poccuiickoit ®@enepanun

or 2806 2D Ne FAF

TpeboBanns k nporoxoay PMIPv6

1. TpebGoBanus k nporokoirry PMIPv6:
1.1. dbopmar 3aronoBka Mobility Header u mepeueHp nopmepX uBaeMbIX
noJieii mpuBeAeHsI B Tabmume Ne 1.

Tabauma Ne 1.

Ne nmons ITons 3aronoBka JuHa nons (6ur)
1 Payload Proto 8
2 Header Len 8
3 MH Type 8
4 Pezeps 3
5 Checksum 16
6 Message Data 0-n

IIpumeuanmne:

none Payload Proto [gomkHO WAGHTHQUIUPOBATH THII 3aroJjoBKa,
clexyroiero 3a 3aroopkoM Mobility Header u momxHO HCIIONBE30BaTh 3HAYECHUS,
AHAJIOTMYHBIE HCIIOIB3yeMbIM B 3aroiioBke «Cleayromuii 3arojJoBOK» MIPOTOKOJIA
IPv6 onucannoe B nogmyskre 1.2.5 mynkra 1 ITpunoxenus Ne 8 [Ipasui;

moje  Header Len  OomKHO  yKa3biBaTh  JUIMHY  3aroJIOBKa
(3a UCKIIIOYEHHEM TIEPBEIX 8 OKTETOB) B €JUHUIIAX, PABHBIX 8 OKTETaM, U JOJDKHO
OBITH paBHO «0», eciii COOOILIEHNEe He HUMEET NTapaMeTPOB,

none MH Type HOJI)KHO yKa3bIBaTh THII IIepeaBaeMOro COOOIIEHHS.

nojie Pe3epB AOMKHO OBITH paBHO «0»;

noie Checksum [OODKHO cozepxaTh KOHTPOJIBHYIO CYMMY 3arojioBKa
Mobility Header, nHauunas ¢ nons Payload Proto;

none Message Data gomkHO OBITE MONEM IEPEMEHHON  UIMHBI
1 JOJDKHO COZIEPXKaTh JaHHBIe COOOIeHus . TUI cooOLIEeHH s OJDKEH YKa3bIBaThCS
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B mosie MH Type;

1.2.  none «/lonmonHeHUe 10 rPaHUIBI 3aroJ0BKay JOJIKHO HCIIOIb30BATHCS
JJI1  BBIDaBHHUBaHUSA TPaHHUIE! 3arojloBKa IO JUIMHE, KpaTHOH &8 OKTeTaM.
(cBOOOIHBIE TTO3HIMH JJOMKHEI 3aIIOJHATHCS HYJISAMH);

1.3. cooGmenus qs unrepdeiicos S5, S8, S2a, S2b:

«O6HoBnenne peructpanuu npokcm» (PBU - Proxy Binding Update);

«IlonTBepxnenre oOHOBneHHus peructparuun» (PBA - Proxy Binding
Acknowledgement);

«Munukanus aHHynaMpoBaHus peructpauun» (BRI - Binding Revocation
Indication);

«[loxTBepxnenue aHHynaMpoBaHHA peructpauum» (BRA - Binding
Revocation Acknowledgement);

1.4. ¢opmar 3aromoBka Type 2 Routing Header u nepeueHs
O AePKUBAEMBIX ITOJIeH puBeneHb! B Tabmmie Ne 2.

Tabnuua Ne 2.
N nons [Tons 3aronoBka Jnuna nons (6ut)

1 Next Header 8
2 Hdr Ext Len 8
3 Routing Type 8
4 Segments Left 8
5 Peseps 32
6 Home Address 16
[Ipumeuanue:

none Next Header momkHO UWAEHTHOMUUPOBATHL THI  3arojoOBKa,
crnenyromero 3a 3arojoBkoM Type 2 Routing Header u ucnonp3oBats 3HayeHus,
AHAJIOTHYHBIC HCIIOJIL3YEMEIM B 3arojioBke «CIeIyoNyii 3arojloBoK» IPOTOKOJIA
IPvo6;

nmone Hdr Ext Len 1omkHO  yKkassiBaTh  JUIMHY  3arojioBKa
(32 MCKIIOYEHHEM IepBBHIX 8 OKTETOB) B €AHWHMIAX, PABHBIX 8 OKTETaM M OBITH
pPaBHO ABYM €HUIIAM;

none Routing Type ROMKHO yKa3bIBaTh THIT MapIIPYTH3aLUK U OBITH PaBHO
«2»;

nosie Segments Left nomxuo O6BITE paBHO «1»;

nosie Pe3eps ObITh paBHO «0»;

noine Home Address (16 okTeTOB) MOIDKHO comepkaTh JOMAIIHHI aapec
y3/1a Ha3HaYeHUsl.
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ITpunoxenue Ne 9

K [IpaBunam npumeHeHus o0OpyHOBaHUSA
KOMMYTallUu ceren MOABH)XHOM
paguorenedorHoi cBa3u. Yacte VIL
[IpaBuna mnpuMeHeHUs OOOpPYIOBaHMUS
KOMMYTallu1 cTaHaaprta LTE,
YTBEPXKAEHHBIM NpHUKa30M MUHHCTEPCTBA
IU(GPOBOTO Pa3BHUTHSA, CBA3M M MAaCCOBBIX
KoMMyHuKauuii Poccuiickoit @enepannu
o1 25 06 2P Ne 772

TpeOoBanus k nHTepdeiicam B3auMoaeiicTBHSA

1. O6opynoBanue MME nomkHO B3anMMOJEHCTBOBAaTh C 00OpYyIOBaHUEM
UE mno wunrepdeiicy SI1-MME ¢ wucnons3oBanuem mporokona NAS,
c obopynoBanueM cetu paguoxocryna cranmaproB LTE/LTE-Advanced (nmanee -
E-UTRAN) no uHrepdeiicy SI-MME c¢ ucnonp3oBanuem mnportokoia S1-AP,
c obopynosanueM MSC cepBepa/VLR mo untepdeiicy SGs ¢ ucnonbp3oBaHueM
npotokona SGsAP, ¢ ob6opynoanmem HSS/LTE mno wuHTepdeiicy Sba
C UCIIOJIb30BaHUEM IpoTokona Diameter, c o6opynoBanuem SGSN no uHTEpdEiicy
S3 ¢ ucnons3zoBanueMm npotokosa GTP ypoBHs ynpasieHus Bepcud 2 (manee -
GTPv2-C), ¢ o6opynosanuem EIR mno unrepdeiicy S13 c wucnonp3oBanueM
npotokona Diameter.

B3aumogetictBue MME ¢ SGSN n0mkHO OCyIIeCTBIATECS 0 UHTEpdeNcy
Gn ¢ ucnons3zoBanueM nporokona GTP, ecnu obecrieunBaromuii B3auMoielicTBIe
¢ MME SGSN =e peanu3syet unrepdeiic S3.

2. O6opynosanue S-GW DOMKHO B3aUMOJAEHCTBOBaTh C 000OPYIOBaHUEM
E-UTRAN mno wunrtepdeiicy S1-U c ucnonb3oBanuem nporokona GTP yposH:
nonb3oBarenss Bepcun | (mamee - GTPvl-U), c o6opynoBanmem SGSN
no uHTepdeiicy S4, ¢ obopynoanueM P-GW cBoeil cetu no maTepdeiicy S5,
apyroit cetu mo wuHTepdeiicy S8 ¢ ucnonszoBaHHMeM MporokosnoB GTPv2-C
u GTPvl-U wumun PMIPv6, c o6opynoBanuem MME no wuHTepdeiicy Sl11
¢ wucrnonb3oBanueM npotokoima GTPv2-C, c¢ obopynoBanuem UTRAN
o uHTepdeiicy S12 ¢ ucnons3oanuem nporokona GTP.

3. O6opynoBanue P-GW H0omKHO B3aMOJEHCTBOBATh C 000PYIOBaHUEM
S-GW cBoeit cetm mo wuHTepdeiicy S5, mpyrodi cetm mo wuHTepdeiicy S8
¢ wucnoins3oBanueM mnporokooB GTPv2-C u  GTPvl-U wmm PMIPv6,
¢ obopynoBannem PCRF mo wuHTepdeiicy GX ¢ HCIOIB30BaHHEM IPOTOKOJIA
Diameter. BsaummogeiicteBue SGSN ¢ P-GW nomxHO  OCYIIECTBIATHCSA
no untepdeiicam Gn mwim Gp ¢ ucnonb3oBanueM nporokona GTP, ecmu SGSN
He peamm3yet uHTepdeiic S4. ObopynoBanne P-GW nomkHO B3aMMOJEHCTBOBATD
¢ 060opyI0BaHMEM BHEILIHEH CeTH nepeadn AaHHbIX 1o uHTepdeiicy SGi.

4. OGopynosanre HSS momkHO B3amMoneiicTBOBaTh ¢ 000pyIOBaHHMEM
MME 1o unTepdeticy S6a ¢ ucnonpzoBaHueM nporokona Diameter.

5. O6opynosanue PCRF nomkHO B3auMOZIEHCTBOBATH C 000PYJIOBaHUEM
P-GW mno unTtepdeiicy Gx, ¢ obopynoBanuem PCRF npyroit cetu no unrepdeicy
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S9 m ¢ obcmyxuBaromeit cersto [P mo uHTepdeiicy Rx ¢ wucmnons3oBaHHEM
npotokona Diameter.

6. OOGopynosanue EIR momkHO B3aMOAEHCTBOBaTH ¢ 0GOPYIOBaHHEM
MME no urTepdeiicy S13 ¢ ucnonp3oBanreM nporokona Diameter.

7. Ob6opynosanue SGSN IOIDKHO B3aUMOJEUCTBOBATE ¢ 000PYIOBAHMEM
MME mno wuntepdeiicy S3 ¢ wucnonbzoBanueM nporokona GTPv2-C,
1o uHTepdeiicy Gn ¢ ucnonp3oBanueMm nportokona GTP, ecnu obecrednBaronuii
B3aumozercteue ¢ MME SGSN He peamusyer untepdeiic S3, ¢ o6opynoBaHueM
S-GW mno unrepeiicy S4 ¢ ucnonsszoBanuem npotokoiaos GTPv2-C u GTPv1-U,
¢ P-GW mno unrepdeiicam Gn minu Gp ¢ ucnons3zoBanueM mnporokoia GTP, eciu
SGSN =e peanuzyer unrepdeiic S4.

8. B obopymoBanum koMMmyTauuu cTtammapra LTE  qomkHEI
WCIOIB30BaTEC MHTEpPQEHCh K CeTH Iepeladyd MAaHHBIX C MCIIOJE30BaHUEM
KOHTPOJI HeCylled M oOHapyxkeHHeM Koumusmif. TpeOoBaHUS K mapameTpam
coriacHo mpuioxenuro 25 k IIpaBunam npumeHeHus o6opynoBaHHS MPOBOIHBIX
U ONTHYECKHX CHUCTEM Iepefadd abOHEHTCKOro JOCTYIa, YTBEP)KIEHHBIM
npuKa3oM MuHHucTepcTBa HH(DOPMAIMOHHBIX TEXHOJOTHM ¥ CBs3u Poccuiickoit
®enepanun ot 24.08.2006 Ne 112 (3apeructpupoBad B MHUHHCTEPCTBE FOCTHILUH
Poccuiickoit ®enepanun 4 ceHrsbps 2006 r., perucrpaunoHHbIM Ne 8194),
C HM3MEHEHHSMH, BHECEHHBIMHM IpUKa3aMHd MUHHCTEPCTBa CBS3M M MAacCCOBBIX
KoMMyH#uKalui Poccutickon @enepauun ot 23.04.2013 Ne 93 (3apeructpupoBal B
Mnuuucreperee roctunmu  Poccuiickoid  ®enepanuun 14 wmons 2013 .,
peructpanyonHbii Ne 28788) um ot 17.03.2014 Ne 45 (3apeructpupoBan
B MunucrepctBe roctummu Poccuiickoir Denepauuu 16 ampens 2014 r.,
peructpanuoHHblil Ne 31998);

9. Jna obcmyxusBanus non-3GPP nocTynma mOMKHBI peann30BBIBATHCH
cienyromue nHTepdeicy B3anMoIeHCTBH:

S2a (B3aumopeiicteue TWAN (TWAG) u S-GW mu6o P-GW
B 3aBUCHUMOCTH OT AapXHUTEKTYphel ceTH, oOeclieyeHHe Iepefavyd JaHHBIX
IIOJIB30BATeNsl M CHUTHAM3ALMH, pealu3alids IMPOTOKOJIOB  YIIpaBIIEHHUS
mobmneHOcTEIO PMIPV6, MIPv4 (c anmpecamueit FACoA) mnu GTP ypoHs
YIPABIICHUS U YPOBHS I10JIE30BATENIA);

S2b (BzaumopeiictBue ePDG u S-GW mmu6o P-GW B 3aBucuMocTH OT
apXUTEKTYpsl CeTH, obecredeHHe Iepefdadyd JaHHBIX IOJB30BaTENs H
CHUTHAIIM3ALMY, pealn3alus [IPOTOKOJIOB yIpaBieHus MoOunsHoCcThi0 PMIPV6 nnu
GTP),

S2c (B3ammogeiictBue UE c¢ P-GW, o6ecrieuenne mnepemadd HaHHBIX
IIONIB30BaTeNIi M  CHUTHAIM3ALMH, I[OAJEP)XKa IPOTOKOJIOB  YIpaBiIeHHUS
MoOuisHOCTEIO DSMIPV6 u IPSec). ®opmupoBanue 6e3omacHbIX TyHHene IPSec
JOJDKHO BBINIOJIHATHCS ITpU IToMouy porokoiia IKEv2;

S5 (B3ammopeiicteue S-GW un P-GW, obecrieueHue mnepemadyn IaHHBIX
IIOJIB30BATENI U CHTHAIU3alMM C HCIOJIB30BaHWEM TYHHENeH, peanu3aius
nportokosioB GTP nu6o PMIPv6);

S8 (B3aumogeiictue S-GW B VPLMN u P-GW B HPLMN, ucnons3oBanue
noyib3oBaTenbekoro Tpaguka uepes HPLMN npu poyMuHre U B Ciy4ae



52

MaplIpyTH3aluy, peanu3anys nporokona GTP nu6o PMIPv6);

S6a (B3ammozeiictesue MME u HSS, ucnons3oBanue i ayTeHTHUKALUN
¥ aBTOpU3alliy, peanu3alus nporokona Diameter);

S6b  (B3ammopeiicteue P-GW u  3GPP AAA cepBepa nubo
3GPP AAA mnpokcu cepBepa (IIpH pOyMHHIe B ClIy4ae MapLIpyTH3alUd Tpaduka
yepe3 BUSUTHYIO CETh) C UCIONIb30BaHUeM Diameter);

Gx (obecrieueHne nepenadu cOOOLIEHHH yIpaBlieHUsS KauyeCTBOM Iepeadn
naHHBIX QoS u mpaBmn Tapudukammu or PCRF k P-GW c¢ wucnons3oBanuem
npoTokona Diameter),

Gxa (obecreueHue nepenaun cooOmeHui mnpoTokoja Diameter mis
ynpaBJieHHs kadecTBoM Iepefaud JaHHbIX QoS ot PCRF x TWAN);

Gxb (B3aumopeiictBue ePDG u VPCRF, o6ecnedenue mnepenadu
coobmeHuit mporokosia Diameter 1 yrpaBieHHs Ka4eCTBOM Iepeladd JaHHBIX
QoS ot VPCRF k ePDG);

Gxc (obecneyenue mnepemayn cooOmeHHH MpoTtokoja Diameter s
yIpaBJieHus kadecTBoM nepeaaun JanHbx QoS mexnay S-GW u PCRF);

S9 (obecreuenne mnepemayu cooOmeHuit mnporokona Diameter s
yIpaBJICHUs] Ka4eCTBOM Iiepefadyd JaHHBIX QOS B yCIOBHUSAX POYMHHIa MEXIY
HPCRF u VPCRF). Ilo uHTepdeiicy S9 nomxHBl nepenaBaTbCs OAHHBIE O
IpaBUIaX TapHUQPHUKAIH B CIy4ae MapUIPyTH3aLUH II0Ih30BaTENBCKOTO Tpaduka B
PDN u3 BU3UTHOM ceTH;

SGi (B3anmopaeiictBue P-GW u PDN);

SWa (B3aumopeiicteue UTWAN c 3GPP AAA cepepom (mpokcu
cepBepoM) Mo mpoTokoiy Diameter mns Ge3omacHoil mepenauu HHGOpMAIUH
ayTeHTU(UKALUH, aBTOPU3ALIMY U y4eTa (TapudpuKain);

STa (B3aumopeiictBue TWAN ¢ 3GPP AAA cepBepoM (IIPOKCH cEpPBEPOM)
no mnporokoxy Diameter s  OesomacHoi  mnepefaun  MHQOpMaIUH
ayTeHTU(UKAlMK, aBTOpU3allMK M yueTa (TapupuKaLMM) C MOANEPIKKOH
npotokona EAP-AKA, EAP-AKA');

SWd (B3aumopetictue 3GPP AAA npokcu cepepa u 3GPP AAA cepsepa
o rpotokoity Diameter ¢ mognepxxkoit npotokona EAP-AKA, EAP-AKA');

SWm (B3aumopueiicteue 3GPP AAA cepsepa (ripokcu cepsepa) 4 ePDG ans
Iiepeiadyd JaHHBIX CHUTHanM3auuun AAA ¥ mepenauyd JaHHBIX ayTeHTU(UKAIMU
¥ aBTOpPHM3allUH IPOTOKOJIOB yIpaBieHHs MoOmipHocTH PMIPv6 (MAG-AAA)
u MIPv6 (MIPv6 NAS-AAA) c nogaepxkoii mporokona EAP-AKA);

SWu (B3aumogeiictBe MOOWIBHOTO TepMMHala u 1mumo3a ePDQG,
obecnieueHre Oe30macHOi nmepenayn MaHHBIX B TyHHeNe IPSec). OOMeH kimoyamu
npu ¢opMupoBanun TyHHeNs [PSec mOMKeH BBINONHATECS IIPH  ITOMOILHM
nportokona IKEv2;

SWx (B3aumopeiicteue 3GPP AAA cepBepa u 0a3el gaHHeIx HSS,
obecriedyenne oOMeHa TaHHBIMY 1Sl ayTeHTUukanuu u aBropusanuu UE).

Unutepdeiicer S5, S8, S2a, S2b momxHBI pealn30BBIBATE OAWH U TOT XK€
npoTtokoi — 6o PMIPv6, mubo GTP.
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Ipunoxxenue Ne 10

K IIpaBunam npumeHeHus 000pymOBaHUA
KOMMYTaLH cere IIOABHMXKHOM
paguorenedonHoit cBsazu. Yacte VI
IlpaBuna npumeHeHuss 06GOpYmOBaHHS
KOMMYTall1 CTaHJapTa LTE,
YTBEpXKIE€HHEIM NpHKazoM MuHUCTepcTBa
uMGpPOBOro pPa3BUTHS, CBA3H M MAaCCOBBIX

KoMMyHHKaluil Poccuiickoit ®eneparun
oT 75 0& 2079 N 374

Ilepeyenp naHHBIX 00 00CayKHBaeMbIX B S -GW aG0oHEHTCKHX
PaaHOCTAaHUHAX, MoAAep:kuBaomux cranaaptel LTE, GSM 900/1800, UMTS

aHHbIE u/unm

)i LTE u/ GSM
LTE-Advanced | 900/1800,

UMTS

Mexnynaponnsiit Homep AC (IMSI) IIPUCYTCTBYET | MPUCYTCTBYET

Huaukatop HEMOATBEP XK AECHHUS ITOAJIMHHOCTH HDHCYICTBYET | mpHCVTCTBYeT

IMSI (IMSI unauthenticated-indicator) pHcy y PHCYTCIBY

MexnyHapoaHbIi UAeHTHPHUKATOP

obopynoBanust AC i Bepcust POrpaMMHOIO

obecneuenus (IMEI/IMEISV) TPACYTCTBYCT | PHCYTCTBYeT

(ME Identity)

Mexnynaponnsiit Homep AC B cetn ISDN HPHCYTCTBYeT | MpHCYTCTBYeT

(MSISDN)

Wnentuduxarop BEIOPaHHOTO ONepaTopa CeTH

(Selected CN operator id) TIPHCYTCTBYET | PHCYTCTIBYeT

WnenTrukaTop KOHEUHOM TOUYKH TYHHEJS

MME nins unrepdeiica S11 TIPUCYTCTBYET

(MME TEID for S11)

IP anpec MME ans unrepdetica S11

(MME IP address for S11) HPHCYTCTBYCT

WnentuduxaTop KOHEUHOHN TOYKH TYHHEIS S-

grga’;g;gep‘bem% STU/S4 (ans mnockoeTt | | wrersyer | mprcyretayer

(S-GW TEID for S11/S4 (control plane))
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IP agpec S-GW nns unrepoeiica S11/S4 (nns

IUIOCKOCTH YIIPaBJICHHS) IIPUCYTCTBYET | MPUCYTCTBYET
(S-GW IP address for S11/S4 (control plane))
IP anpec SGSN nist unrepdetica S4 (s
IUTIOCKOCTH YIIPaBJICHH) IPUCYTCTBYET
(SGSN IP address for S4 (control plane))
WnenTndrkaTop KOHEYHON TOUKH TYHHEJS
SGSN ms unTepdeiica S4 (Ui mnockocTu

IIPUCYTCTBYET
yTIpaBJICHHS)
(SGSN TEID for S4 (control plane))
IMoxpobHoe onmcanue Tpelica DHCYTCTBYET | IDHCYTCTBYET
(Trace reference) PHCYTCTBY pHCYTCTBY
Tun tpeiica (Trace Type) IPUCYTCTBYET | IPHCYTCTBYET
Wnentuduxarop tpurrepa (Trigger id) MIPUCYTCTBYET | IPUCYTCTBYET
Wnentuduxatop 1eHTpa yIpaBieHHS U
o0ciryxHBaHuUs, Kyia OyIyT epeaaBaThCs IPUCYTCTBYET | IPUCYTCTBYET
or4eThl 1o Tpericam (OMC Identity)
[Mocnequuit M3BECTHBIN HAEHTUGUKATOP COTHI DHCYTCTBYET | IDHCYICTBYeT
MecroHaxoxaeHuss AC (Last known Cell Id) PHCYTCTBY PHCYTCTBY
Bpems nocnennero o0HOBIEHUS
MJICHTHHUKATOPA COTE MeCTOHaX0XkeH!s AC | NPHCYTCTBYET | HPHCYTCTBYET

(Last known Cell Id age)

IlaHHI)Ie AT KQOKIO0ro COSAUHEHHS C CETHIO Mepeaayy JaHHbBIX

Hcnonesyemas Touka gocrymna (APN in Use)

IPHUCYTCTBYET

IPUCYTCTBYET

XapaxkTepucTUKHU y4era croumoctH it AC B
CeTH nepenayu AaHHLIX EPS
(EPS PDN Charging Characteristics)

IPUCYTCTBYET

IIPUCYTCTBYET

IP agpec ucnonszyemoro P-GW (z1s
IUIOCKOCTH YIPaBJICHHS)
(P-GW Address in Use (control plane))

IIPUCYTCTBYET

IMPUCYTCTBYET

HnentudrkaTtop KOHEYHOM TOYKH TyHHe s P-
GW s unTepdeiicoB S5/S8 (misa mmockoctu
ynpasjieHus) (Tonbko st GTP Ha S5/S8)
(P-GW TEID for S5/S8

(control plane))

IIPUCYTCTBYET

IPUCYTCTBYET
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IP agpec ucnonszyemoro P-GW (s
IUIOCKOCTH I10JIB30BAaTENs)

(P-GW Address in Use (user plane))

IIPACYTCTBYET

IPUCYTCTBYET

Kimou GRE, Bripenennsiit P-GW s nepenaun
N0JIB30BATENIECKUX NaHHBIX "BBEPX" (TOJIBKO
st PMIPv6 va S5/S8)

(P-GW GRE Key for uplink traffic (user plane))

IIPUCYTCTBYET

IIPUCYTCTBYET

IP anpec S-GW mnst unTepdeiica S5/S8 (s
IUIOCKOCTH YIIPaBIICHHUS )
(S-GW IP address for S5/S8 (control plane))

IPUCYTCTBYET

MMPUCYTCTBYECT

HneHTHQHKATOp KOHEUHOM TOYKH TyHHENIs S-
GW nns unrepdeiicoB S5/S8 (s miockocTH
ynpasieHus) (Tonsko s GTP Ha S5/S8)
(S-GW TEID for S5/S8 (control plane))

IPUCYTCTBYET

IPUCYTCTBYET

IP anpec ucnonszyemoro S-GW (s
IUTOCKOCTH ITOJIB30BATEIS)

(S-GW Address in Use (user plane))

IIPUCYTCTBYET

IIPUCYTCTBYET

Kmou GRE, Beiaenennsiii S-GW g nepenaun
I10JIb30BATENIECKUX JAHHBIX "BHU3" (TOJIBKO IS
PMIPv6 Ha S5/S8)

(S-GW GRE Key for downlink traffic (user

plane))

IPUCYTCTBYET

IPUCYTCTBYET

Kanan nepeaun faHHBIX 110 YMOJTYaHUIO
(Tonpko st PMIPv6 Ha S5/S8)
(Default Bearer)

IIPUCYTCTBYET

IIPUCYTCTBYET

JlaHHBIE O KaXKZIOM KaHaJie nepenaur AaHHbeIXx EPS B coequHeHnu cetn nepeaavu

JaHHBIX

HnentuduxaTop KaHaa nepeaadu JaHHBIX

EPS (EPS Bearer ID) IPUCYTCTBYET | IPUCYTCTBYET
IITa6non motoka Tpaduka (TFT) IPUCYTCTBYET | IPHUCYTCTBYET
IP appec ucnonssyemoro P-GW (mns

IUIOCKOCTH Iosib3oBarens) (Tonbko gt GTP na

$5/S8) IIPUCYTCTBYET | IPUCYTCTBYET
(P-GW Address in Use (user plane))

WnenTndukxaTop KOHEYHOH TOYKK TyHHENA P-

GW nns unrepdeiica S5/S8 (s miockocTH IPHUCYTCTBYET | IPUCYTCTBYET

nosib3oBatens) (Tonbko st GTP Ha S5/S8)
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(P-GW TEID for S5/S8 (user plane))

IP anpec S-GW nnis mnTepdetica S5/S8 (ms
IUIOCKOCTH TIOJIb30BATENS)

(S-GW IP address for S5/S8 ((user plane))

IIPUCYTCTBYET

MPUCYTCTBYET

WnentuduxaTop KOHEUHO# TOYKH TYHHENS S-
GW nns unrepdeticoB S5/S8 (ans miockocTu
nonbs3oBatestst) (Tonbko ans GTP Ha S5/S8)
(S-GW TEID for S5/S8 (user plane))

IPUCYTCTBYET

IPUCYTCTBYET

IP agpec S-GW qs untepodeiicos S1-u, S12 u
S4 (14 IUIOCKOCTH II0JIB30BATENA)
(S-GW IP address for S1-u, S12 and S4 (user

plane))

IIPUCYTCTBYET

IPUCYTCTBYET

NpenTuduxaTop KOHEUHOH TOUKH TYHHENIS S- -

GW nns unrepdeiico S1-u, S12 u S4 (mns
IUIOCKOCTH ITOJIb30BATEJIs)
(S-GW TEID for S1-u, S12 and S4 (user

plane))

IPUCYTCTBYET

IPUCYTCTBYET

IP agpec y3na paguogoctyna eNodeB mis
uHTepdeiica S1-u
(eNodeB Address for S1-u)

IPUCYTCTBYET

VnenTrdukaTop KOHEYHOU TOUKH TYHHEIS
y3na paguogoctymna eNodeB mis uatepdeiica
S1-u (eNodeB TEID for S1-u)

IIPUCYTCTBYET

IP agpec xkoHTpoIEpa CETH PAaANOIOCTYIIA
UMTS nnsa unrepdeiica S12
(RNC IP address for SI12)

IPUCYTCTBYET

WneHTndukaTop KOHEYHOH TOUKU TYHHEISN
KOHTpoitepa cetd paguonoctyna UMTS nns
unreppeiica S12 (RNC TEID for S12)

IIPUCYTCTBY€ET

IP appec SGSN s untepdeiica S4 (s
IJIOCKOCTH IT0JIH30BAaTEJIs)
(SGSN IP address for S4(user plane))

IIPUCYTCTBYET

W neHTnukaTtop KOHEYHOMN TOUKU TYHHEISA
SGSN s naTepdeiica S4 (s MIIOCKOCTH

I0JIB30BATEA)
(SGSN TEID for S4 (user plane))

IPUCYTCTBYET

KauecTBO 00cmy>XHBaHUS B KaHaJIe ITepeJaqn

IPUCYTCTBYET

IPUCYTCTBYET
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nanHelx EPS (ARP, GBR, MBR, QIC)
(EPS Bearer QoS)

WnentudrkaTop JaHHBIX ydeTa CTOMMOCTH,
regepupyeMsix S-GW u P-GW
(Charging Id)

IIPUCYTCTBYET

IIPUCYTCTBYET
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ITpunoxenue Ne 11

K IlpaBunam npuMeHeHHs 00OPYIOBaHHA
KOMMYyTallu ceren MOJBMIKHOM
panuotenedonHoit cms3u. Yacte VII
IlpaBuna npumeHeHus 0OOOpYyIOBaHHA
KOMMYTaLUA CTaHAapTa LTE,
YTBEPXKACHHBIM IIpHKa3oM MuHHCTEpCTBA
(GpPOBOTro pa3BHUTHA, CBSI3M M MaCCOBBIX
KoMMyHHKanui Poccuiickoit @eneparym

or J5.06.70/P No3/G

Tpeﬁoaamm K CHCTEME YUe€Ta JaHHBIX 1 HAYHCJICHHUSA I1J1aThl

1. Cucrema ydvera HaHHBIX [UI1 HauucieHus miathl (manee - CVY]I)
AOJDKHA BBIIOJHATH COOp M XpaHEHHE YYETHBIX IOAHHBIX I IOCIEAYIOLIEro
OIIPEJIENIEHUs] CTOMMOCTH U1 BCeX BUAOB YUETHOTO Tpaduka.

2. CYVJ nmomxHa ofecrieunBaTh IHepegadyy  y4YeTHBIX  JaHHBIX
B aBTOMAaTU3HPOBaHHYIO CHUCTeMYy pacueToB (manee - ACP).

3. ®QopMHpOBaHHE YYETHBIX JAaHHBIX [O/DKHO HAYMHATECA C MOMEHTA
MHAWKalWH OTBETA BBI3BIBAEMOro aboHEHTa (CITy>ObI) M IpeKpalaThes IpH 0T00e
mo6oro u3 abOHEHTOB (CITyXKObI).

4. CY]] nomxHa co3maBaTh 3allUCh Ui oOecmedeHHs (YHKIMH ydeTa,
PETHCTPHUPYIOLLYIO CIEAYIOMNEe JaHHbIE:

1) xaTeropmio M HOMEp BBISBIBAIOIIETO aOOHEHTAa MM aJPECHYIO
MH(OPMAITUIO BBI3BIBAIOIIEH CTOPOHBI;

2) Homep BbI3bIBaeMOro  aboHeHTa  (CIyxOBI) WM  aJPECHYIO
MH(QOPMAIIUIO BEI3BIBAEMO CTOPOHBI;

3) nmary (meHb, Mecsl, TOX) U BpeMs Havaja COeOMHEHMs (4ac, MHHYTA,
CeKyHJIa);

4) NPOROIKUTENBHOCTh COENUHEHHSA WIH BPEMs OKOHYAHHS COEIUHEHMS
(dac, MUHYTa, CEKYHJIa);

5) wucnonb3lyeMbie B COSAMHEHUH YCIYTH;

6) ofseM mnepemaBaeMOI/IpUHAMAaEeMONl HHPOPMALUKA C yKa3aHHEM
KayecTBa IIPEJOCTAaBICHHUS YCIYrH, B Cllydyae YCTAHOBJICHHS COEIWHEHHUId
IJIA TIepeJaqyl JaHHBIX;

7) HUHOUKATOPHI 3aIIKCH;

8) wuneHTH(UKATOPHI ONIEPATOPOB,;

9) wupentudukaropsr obopynosanuss EPC, o6ecneunBaromero c6op
IOaHHBIX JJI y9eTa CTOUMOCTH.

5. CVY] momxHa o0ecnieduBaTh XpaHEHHUE YUETHBIX TAaHHBIX.

6. Ilepemaua undpopmamuu B ACP gomxHa  OCYHIECTBIATHCS
C HCIIOJIb30BaHNEM CTaHJAPTHBIX CETEBHIX IIPOTOKOJIOB M OTKPBITHIX HHTEP(EiiCOB.

7. Jna Oecnepeboitnoit paboret CVY]l 1ommkHbl o0ecrieuyrBaThCA
oyOnupoBaHue U pe3epBHpoBaHHE  ycTpodcTB. CucTeMe  ynpaBlIeHHA
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U TEXHHYECKOTO OOCITyXUBaHUA, NOIDKHBI IOCHLIATHCSI COOOMIEHHs 06 OTKase
WM HeucnpaBHOCTH obopynoBanus CVY][ npu BO3HMKHOBEHHH OTKA30B
WIH HeucnpaBHOCTH obopynoBanus CVYJl, a Takke B IIpolecce Iepenadu
nHpopmMamun B ACP, M OIHOBPEMEHHO OCYIIECTBIATHCA 3alUCh CBEICHUI
O HEHUCMPaBHOCTSIX.

8. B CVYJ nomxkHa OBITH TNPEeIyCMOTPEHA CHCTEMa  3alUTHI
OT HECAaHKIIHOHUPOBAHHOIO JOCTYIAa K HH)OPMAIIHH.

9. B CVYJ of6ecneueHa BO3MOXHOCTb YCTAHOBKM OOCIyXHBaeMbIM
NIEPCOHAJIOM IMapaMEeTPOB, PETUCTPUPYEMBIX B 3aIACSAX O COEIMHEHMAX, M THUIIOB
3aIucei.

10. B CV]] nomxHa obecreuynBaTsCs (GYHKIMSA HEMEIJICHHOTO BBHIBOIA
Ha YCTPOHCTBO TEXHMYECKOro OOCTyXHBaHHS YYEeTHOH WHpOpMALUu s
OIepaTuBHOM 00pabOTKH TaHHBIX.
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ITpunoxenue Ne 12

K IlpaBunam npumeHeHus 0GOpymOBaHHA
KOMMYTaLu1 cerel ITIOJBUXKHOM
paauotenedonHod cBsa3u. Yacte VI
IlpaBuna mnpumeHeHHs 06OpyHOBaHMsA
KOMMYTaLI! cTaHaapra LTE,
YTBEP)KICHHBIM IIpUKa3oM MuHHCTEPCTBA
U(GPOBOro pa3BUTHS, CBA3HM M MACCOBBIX

KoMMyHuKaumii Poccuiickoit ®enepamum
or 5.0 207/P NS/

Ilepedenn naHHBIX 00 06cay)KkHBaeMbix B P-GW aGoHeHTCKHX
paanoCTaHUHAX, Noaaep;kuBaomux crangaptsl LTE, GSM 900/1800, UMTS

Tabmuma.
JlaHHEIe LTE w/mm | GSM 900/1800,
LTE- UMTS
Advanced
Mexnynaponustii Homep AC (IMSI) IIPHUCYTCTBYET | MPHUCYTCTBYET
Huavkatop HEMOATBEPKIEHHUS ITOMIMHHOCTH OHCYICTBYET | MDHCVICTBYET
IMSI (IMSI unauthenticated-indicator) PHCYTCTBY PHCYTCTBY
MexnyHapoaHslii uneHTH()UKATOP
obopynoBanus AC u Bepcus IPOrpaMMHOTO
obecneuenus (IMEI/IMEISV) HIPHCYTCTBYCT | NPHCYTCTBYeT
(ME Identity)
Mexnynaponssiii Homep AC B cetu ISDN HpHCYTCTBYeT | MpucyTCTBYyeT
(MSISDN)
Hpentudukatop BEIOpaHHOTO OIEpaTopa CeTH
(Selecte(cil) CN ol.i)erato:r3 id) PR HPHCYTCTBYET | IPHCYTCTBYeT
Tum TexHOIOrMM PagHoOAOCTYIIA DHCYICTBYET | [DHCVICTBYET
(RAT (Radio Access Technology) type) PHCYTCTBY PHCYTCTBY
IlogpoOHoe ommcaHue Tpeiica
(Trace reference) IPUCYTCTBYET | IPHUCYTCTBYET
2:3 l;:f?ﬁ;;ae) npucytcTByer | IIpucyrcTByer
MnenTudukarop Tpurrepa IPUCYTCTBYET | HMPHUCYTCTBYET

(Trigger id)
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VineHTndukaTop LeHTpa yIIpaBIeHUI U
o0ciry>)xuBaHus, Kyaa OyoyT IepeaaBaThCs
otueTsl 1o Tpeiicam (OMC Identity)

IPUCYTCTBYET

IPUCYTCTBYET

IlaHHBIe JJIA Ka)KIIOﬁ HCHOJ’IBS}’CMOﬁ TOYKH JOCTYIIa

I/ICHOHB3yeMaSI TOYKa A0CTyIIa

(APN in Use) IPUCYTCTBYET | MPHUCYTCTBYET
Touka nocryna - O6m1as MakcHMabHas
CKOPOCTH Iepeaauu IIPUCYTCTBYET | IIPUCYTCTBYET

(APN-AMBR)

I[aHHBIe O COCAUHCHHHU CCTH IICpeaadn JaHHBIX IJIA KaXXJ0M TOYKH A0CTYyIa

IP-anpec(a)
(IP Address(es))

IIPUCYTCTBYET

IPUCYTCTBYET

Tum cetu nepegaun JaHHBIX
(PDN type)

IIPUCYTCTBYET

INPUCYTCTBYET

IP-anpec ucnons3yemoro S-GW (i1 ypoBHS
yIIpaBJIeHUS )
(S-GW Address in Use (control plane))

IPUCYTCTBYET

IPUCYTCTBYET

W nentudukaTop KOHEYHOM TOUKH TYHHENS S-
GW miis unrepdeiicoB S5/S8 (s ypoBHs
ynpasnenus) (Tonpko misa GTP Ha S5/S8)
(S-GW TEID for S5/S8 (control plane))

IPUCYTCTBYET

IPUCYTCTBYET

IP anpec ucnonszyemoro S-GW (s ypoBHS
nonb3oBatelis) (Tosbko a1 PMIP Ha S5/S8)
(S-GW Address in Use (user plane))

MIPUCYTCTBYET

IPHUCYTCTBYET

Kimrou GRE, Beinenennsiit S-GW 115 nepegaun
I0JIb30BATENIbCKUX JAHHBIX "BHU3" (TOJBKO IS
PMIP na S5/S8)

(S-GW GRE Key for downlink traffic (user

plane))

HIPUCYTCTBYET

IPUCYTCTBYET

IP anpec P-GW nns untepdetica S5/S8 (mns
YPOBHSI yIIpaBJIeHH )
(P-GW IP address for S5/S8 (control plane))

IIPUCYTCTBYET

IPUCYTCTBYET

WnentudukaTop KOHEUHOM TOUKH TyHHeNs P-
GW misa unrepdeiicoB S5/S8 (s ypoBHS
ynpasienus) (tonbko mis GTP Ha S5/S8)
(P-GW TEID for S5/S8 (control plane))

MIPUCYTCTBYET

IPHUCYTCTBYET
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IP agpec ucnonszyemoro P-GW (i ypoBHS
nojis3oBatess) (Tonsko ans PMIP Ha S5/S8)
(P-GW Address in Use (user plane)

IPUCYTCTBYET

HIPUCYTCTBYET

Kimou GRE, Beigenennsiii P-GW s nepegaun
I10JIB30BATENIbCKUX JaHHBIX "BBepX" (TOJIBKO
g PMIP na S5/S8)

(P-GW GRE Key for uplink traffic (user plane))

IPUCYTCTBYET

NPUCYTCTBYET

Bo3MoxHOCTE nlepesiauu coolleHnit 06
u3MeHeHuH nHpopmaruu 06 AC
(MS Info Change Reporting support indication)

IIPUCYTCTBYET

Heob6xoaumocts nepenadn cooOumeHni 00
u3MeHeHun uHbopmanmu o6 AC
(MS Info Change Reporting Action)

HPUCYTCTBYET

IPUCYTCTBYET

Heo6xoauMocTh mepeaaun coobIeHuit 06
U3MEHEHNH HHPOPMAIIUK O 3aKpPBITOH IpyIine
MOJIb30BaTelIei

(CSG Information Reporting Action)

IPUCYTCTBYET

HPHUCYTCTBYET

CornacoBaHHBIH peXUM YIIpaBJIeHHs KaHAIOM
(BCM)

IPUCYTCTBYET

VneHTudukaTop KaHaia nepeiayu JaHHBIX 110
ymomuanuto (Default bearer)

HPUCYTCTBYET

IIPUCYTCTBYET

XapaKkTepUCTHUKH y4eTa CTOUMOCTH
abOHEHTCKO} CTaHLIMHU B CETH Nepeavn
nauHeIX EPS

(EPS PDN Charging Characteristics)

IPUCYTCTBYET

HIPUCYTCTBYET

JlaHHBIE O KaXKIOM KaHaJle lepelavyi JaHHBIX B COSIUHEHUH CETH Tepeaadn
naHHbIX (Tonbko st GTP Ha S5/S8)

Wnentndukatop kaHana nepeaadu JaHHBIX

EPS [IPUCYTCTBYET | IPUCYTCTBYET
(EPS Bearer ID)

I[Ta6non nmotoka tpaduka (TFT) IIPUCYTCTBYET | MPUCYTCTBYET
IP appec ucnonezyemoro S-GW (111 ypoBHs

none3oBarestsi) (S-GW Address in Use (user IPUCYTCTBYET | IPUCYTCTBYET
plane))

UnentuduxaTop KOHEUHOH TOUKH TyHHEISA S- HpHCYTCTBYET | MPUCYTCTBYeT

GW nns uaTepdeiicoB S5/S8 (st ypoBHS
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I10JIb30BaTENIA)
(S-GW TEID for S5/S8 (user plane))

IP agpec ucnonszyemoro P-GW (mis yposHs
II0JIB30BATEJIA)
(P-GW Address in Use (user plane))

IIPUCYTCTBYET

IPUCYTCTBYET

HnenTrdukaTop KOHEYHON TOUKH TYHHENS P-
GW muis uaTepdetica S5/S8 (st yposHs
I10JIb30BAaTEJIA)

(P-GW TEID for S5/S8 (user plane))

IPUCYTCTBYET

IPUCYTCTBYET

KauecTBo 06ciTykMBaHUS B KaHaJle Tiepeadn
nanusix EPS (ARP, GBR, MBR, QCI)
(EPS Bearer QoS)

IPUCYTCTBYET

IPUCYTCTBYET

VneHTHQUKATOP TaHHBIX yYeTa CTOMMOCTH,
renepupyemsix S-GW u P-GW
(Charging Id)

IIPUCYTCTBYET

IIPUCYTCTBYET
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[Ipunoxenue Ne 13

Kk [IpaBunam npumeHeHus: 06OpyAOBaHHS
KOMMYyTalllu ceTen IIOJIBU)KHOM
paguorenedonHoit cBa3u. Yacte VIL
IIpaBuia mnpuMeHeHUs 00OpyOBaHUSA
KOMMYTalul CTaHJIapTa LTE,
YTBEPXKICHHBIM ITpHKa3oM MuUHHCTEPCTBA
IUGPOBOTrO Pa3BUTHA, CBSI3U M MacCOBBIX
KoMMyHuKanuil Poccuiickoit ®enepanuu

or 25 0.0/ N /G

Iepeuennb xpansimuxcsa B HSS nannpix 06 a60oHeTCKHX pagHOCTAHUHSAX,
noagepxuBawmux crangapt LTE

TaGnuna.

JaHHbIE KomMmmenTapuu
Mexnayuaponnsiii Homep AC (IMSI)
Mexnaynaponusiii Homep AC B cetu ISDN (MSISDN) OTILIOHAJIBHBIA

MexayHapoaHbli uaeHTudukarop obopynoBanus AC
¥ BepPCHs POTPaMMHOT0 00eCcTIedeHHs
(IMEI/IMEISV)

[TapamMeTps! ayTeHTH(PUKALMN: IPOH3BOIBHBIA HOMEP
(RAND), oxxunaemsrii otBeT (XRES), ximrou
(KASME), cumBoi ayrentudukanuu (AUTN)
(Authentication Vector)

Hnentudpukarop MME, o6cmyxusaromero AC B
nannbiii Moment (MME Identity)

Bosmoxuoctu gausoro MME (MME Capabilities)

EMM u ESM xonrekct ans AC ynanens! u3 MME
(MS PS Purged from EPS)

OrpanuyeHust 06CITy>KMBarOLLErO olIepaTopa
(ODB parameters)

OrpaHnveHus JOCTYTa B COOTBETCTBHM C MOAIMCKOM
(Access Restriction)

Xapaktepuctuka s ydera croumoctd AC B
COOTBETCTBHH C ITOIIUCKON B CETH
(EPS Subscribed Charging Characteristic)
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IMogpo6Hoe onmcanue Tpetica (Trace Reference)

Tun Tpetica (Trace Type)

VneHTH)UKATOP LIEHTpa YIIpaBIeHHUs U
o0CITy)KuBaHus, KyJa OyIyT IepeaaBaThcsi OTHETHI 110
tpeiicam (OMC Identity)

IToamucka AC - O0mas MakCUMaIbHasE CKOPOCTh
nepenauu (Subscribed-UE-AMBR)

3amena Toukn goctyna (APN-OI replacement)

WHaeKkc MpHOPUTETHOCTH BBEIOOpa TEXHONIOTHH
panuonoctymna/Yactotsl (RFSP Index)

[TapameTp 3ampoca goctynHoctd AC yKa3pIBaroLuii,
yro noaTBepkaeHue aktusHocTH AC oTr MME
sapeructpupoano B HSS (URRP-MME)

JlaHHBIE TIOIIMCKH 3aKPBITOM IPYIIIBI II0JIb30BaTeNeH
(CSG Subscription Data)

Paspeinenue ucnons3oBanus B VPLMN nokansroro IP
noctyna (VPLMN LIPA Allowed) <*>

ITommucka Ha mepuoaIUIeckoe OOHOBIIEHUE 30HBI
MapIIpy TU3aLUK/CIIeKEHNS 110 TaliMepy
(Subscribed Periodic RAU/TAU Timer) <*>

TToricKa Ha IPUOPUTETHOE OOCITY)KMBaHUE B JOMEHE
CS (MPS CS priority) <*>

BosmoxxHocTs nonepxku it AC HEPephIBHOCTH

roJIOCOBOTO BBEI30Ba Ha paguouHTepderice
(UE-SRVCC-Capability)

[Moanucka Ha npuoputeTHOe obciyxuBanue B EPS
(MPS EPS priority) <*>

OI[I/IH HJIX HECKOJIBKO KOHTEKCTOB CETH IICpeaavun OJaHHbIX

Wnentudukarop xourexcra (Context Identifier)

Anpec cetu nepenauu qaHHbIX (PDN Address)

Tun cetn nepenayn gauex (IPv4, IPv6, IPv4ve6)
(PDN Type)

3amemenue Touku gocryna (APN-OI Replacement)

ONYUOHANLHBIU
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HanMeHOBaHMe TOYKH JOCTyIa
(Access Point Name (APN))

Paspemnenus BO3MOXKHOCTH pacupesieeHus Tpaduka
IP nns APN (SIPTO permissions) <*>

Pazpemenus LIPA
(LIPA permissions) <*>

LIPA-pa3penieHo, TOIBKO
LIPA, LIPA-npu ycnosuu

IIpoduns kauecTBa 0OCITYy)KUBaHUS B COOTBETCTBUU C
nonmnuckoii B EPS (QCI u ARP)
(EPS subscribed QoS profile)

INonmucka Touka moctyna - O0uas MakCHMalbHast
ckopocTh nepenaun (Subscribed-APN-AMBR)

XapakTepucTuku yueta crouMoct AC B
COOTBETCTBHH C ITOANKCKON B CETH NEPEIauy JaHHBIX
EPS(EPS PDN Subscribed Charging Characteristics)

Bos3moxnaocTh ucnons3oBars ;i1 APN AC P-GW

JOMAIITHEH WITH BU3UTHOH CeTH
(VPLMN Address Allowed)

Unentuduxarop P-GW (P-GW identity)

Tun Ber6opa P-GW (cratuueckuit, TuHaMHYeCKU )
(P-GW Allocation Type)

CeTp panuoTenepOHHON CBA3U, B KOTOPOH HAXOIUTCS
muHamuyecku BeIOpanHbIid P-GW (PLMN of P-GW)

OnpHopoaHas Mmoaep)kKa rojiocoBoro BeizoBa IMS

B 30HaX ClIexeHus oocmyxuBaroriero MME
(Homogenous Support of IMS Over PS Sessions for
MME)

ITepeuens cooTHowmeHnit: HanmeHoBaHme To4ky poctyna - Unentuduxatop P-GW

Howmep cootnomenus APN - P-GW
(APN - P-GW relation #n)

[Ipumevanne: <*> - «jaHHbBIe» 00s13aTeNbHBIEC TONBKO 11 cTanaapra LTE-

Advanced.
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Ilpunoxenue Ne 14

K IIpaBunam npumeHeHUs 0GOPYIOBaHHS
KOMMYTaLlU1 cereit ITOJBHXKHOM
panuorenepoHHoit cBa3u. Yacts VII.
IIpaBuna npuMeHeHHs 00OpyIOBaHHSA
KOMMYTalll| CTaHJapTa LTE,
YTBEPXKIECHHBIM IIpMKa3oM MuHucTepcTBa
LH(QPOBOro pa3BUTHS, CBA3M M MACCOBEIX
KoMMyHHMKauui Poccuiickoit ®eneparum

or 75. 08 .22/P N3/

TpeOGoBanus
K JaHHBIM 00 a00oHeHTCcKOH paguocTaHuuHd, Xpausmumces B EIR

1. B EIR [0omKxHEl XpaHHTBCA  MEXIYHapOXHBIA  HAEHTUPHUKATOP
o6opynosanus AC (IMEI) mnm MeXHyHapOIHBIH HUIEHTUPUKATOp 0GOPYIOBaHHI U
BepCHs IPorpaMMHoro obecneuenus odbopynosanus AC (IMEISV).

2. ®opmar IMEI:

xox tuna (TAC) momxeH comepxarh 8 IeCATUYHBIX 3HAKOB;

cepuiiHpli HoMep (SNR) nmomkeH comepxarh 6 JeCATHYHBIX 3HAKOB
(MHOVBH Ty aTBHBI CEepUMHBIN HOMED, OJHO3HAYHO UACHTUDULPYIOLIIHA
obopynosanme AC B npenenax TAC);

pe3epB JOJDKEH COAepkKaTh | AEeCATUYHBIA 3HAK, NPUHAMAIOIIMI 3HAYEHHE
pasHoe "0" mpu nepenave IMEI ot AC.

Yucno pecatruunsix 3HakoB B IMEI nomkxo GBITH paBHO 15.

3. ®opmar IMEISV:

xox tTina (TAC) nomxkeH comepxarts 8 IeCATHYHBIX 3HAKOB;

cepuiiHbii  HoMep (SNR) nomkeH comepxarh 6 JECATHYHBIX 3HAKOB
(MHOMBUIYaNBHBIA ~ CepUHHBI ~ HOMep,  OOHO3HAYHO  HACHTU(DUIMPYIOIIUI
obopynosanue AC B npenenax TAC);

HOMEp BepcHH mporpamMmHoro obecneuenus obGopynoBanus AC (SVN),
UASHTUOUUUPYIOIUHA HOMEp BEPCHH IIPOTPAMMHOIO OOECIE€YeHHs] MOOHIBHOTO
obopynoBanus. [IJTMHA OJIA JOJDKHA COCTABIATH 2 IeCATHYHBIX 3HAKA.

Yucno necstuunpix 3HakoB B IMEISV nomkHo ObITE paBHO 16.

4.  MexnyHaponusle uneHTH(UKaTOpH 06opynoBanus AC, comepkaiqyecs B
EIR, n0mKHBI pa3aensaThCs Ha TPU CIIHUCKA:

Oenpiii cnucok, copepxamuii IMEI pmomymensoro s paboTel B ceTH
obopynoBaHus;

YepHBIA CIucoK, coiepxamumii IMEI He momymieHHoro mjisi paGoTel B CETH
o0opyI0BaHMuS;

ceprlil cnucok, conepxanuii IMEI He 3anpemiensoro g1 paboThl B TaHHOM CETH
obopyznoBanus kpoMe ciydaeB, koraa IMEI oGopymoBaHHS COHEpPXKHTCS B UYEPHOM

- CITUCKC HJIH HC COACPIKUTCA B 0eJIoM CITHCKE.
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5. OGopynosanne kommyrtanumu craHgapra LTE JOIDKHO —OCYIIECTBIISATE
nposepky IMEI npu xaxzoii nomsitke nocryna AC B EPC u ocraHaBnmBaTh mo6yio
IONBITKY NOCTyIa NpH Noidy4eHud u3 peructpa EIR omHoro us ciemyrommx oTBeTOB:

«000opynoBaHNe HAXOOUTCH B YEPHOM CIIMCKE» W «00OpyIOBaHHE HE COIEPIKUTCH
B 0€JIOM CITUCKEY.
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IIpunoxenne Ne 15

K IIpaBunam npumeHeHust o0opyIOBaHUS
KOMMYTalll ceren IIOABUKHOM
pamuorenedonHoit cBs3u. Yactes VIL
IIpaBuiia npuMeHeHUs OOOpYyIOBaHUS
KOMMYTallu CTaHzapTa LTE,
YTBEPKIEHHBIM IIpUKa3oM MUHUCTEpCTBA
1M (POBOro pa3sBUTHSA, CBS3H M MACCOBBIX
KoMMyHuKauui Poccuiickoit @enepauuu

or 2506 20/ N JS/F

Tpebosanus k llenTpy Ynpasaenust n Texunueckoro O6ciyxusanus (IIY u TO)

1. B Lentp Ynpasnenus u Texauueckoro O6cmyxusanus (LY u TO) momxna
HanpaBJIAThCs MHGOPMAILMA O COCTOSHIU 000pyRoBaHus KoMMyTaluu crangapra LTE.
Jlns  ynpaBneHHsT M TEXHMYECKOro OOCIy)XHBaHHS OOOPYAOBaHHS KOMMYTal[dH
cranaapTa LTE nomkeH ucronp30BaThes IEHTPATU30BAHHBIM METOJ.

2. IV n TO pomkeH HCHONB30BAaThCA NS YIpPaBIeHHS OOOPYAOBaHHEM
kommyTauud crangapra LTE, xonTtpons paboTtocmocoOHOCTH —060pymoBaHHS
kommyTanuu crannapra LTE, c6opa u BeIBoma mHMOpManuu 0 (QYyHKIHOHHPOBAHHH
obopyoBanusa komMyTauuu craigapra LTE oGcnyxuBaromeMy mepcoHaiy.

3. DyHKUUH yIOpaBleHHs, OKCIUIyaTallid W TEXHUYECKOro OOCIyXHBaHUA
JOJDKHBI ~ BBINIOJIHATBCS ~ @BTOMATMYECKH B COOTBETCTBUH C  I[IPOrPaMMHBIM
obecriedeHMEM MM II0 KOMaHIaM OOCITy)XHBAIOIIEro IIE€PCOHANA, BBOIAMMEIM C
TEPMHHAJIa TEXHUYECKOro OOCIy)XHBaHHSI, C HCIONB30BaHMEM «MEHIO» WIH
rpadudeckoro uHTepdeiica.

4. 11Y u TO nomxeH BBIIIOIHATH CIeLyIONIHe QyHKIHH:

aIMUHUCTPATUBHOE yIPaBJICHUE;

KOHTPOJIb GYHKIIUOHHUPOBAHUA 000pyJOBaHMs KOMMYTaluu ctanaapta LTE;

yIpaBJIEHHE BOCCTAaHOBIIEHHEM paboTOCIIOCOOHOCTH 000pYXOBaHUS KOMMYTALlHH
craggapra LTE;

YIpaBJICHHE TECTUPOBAHUEM U JUArHOCTUKOM.

5. OyHKUUA aIMHHHMCTPAaTUBHOIO YIpaBJIeHUS OOOpyIOBaHHEM KOMMYTAI[HK
cragaapta LTE nomxHa BKITIIOYATE:

1) ynpaeneHue xoHpurypamueir obopynoBaHus KommyTaiuu cTaHmapta LTE,
obecnieurBarolee:

BBO/JI, U3MEHEHHE U yJaJIeHHEe JAHHBIX KOHGOUTYpaIUy;

aKTUBaLMIO WIM JICaKTUBAIMIO 3arpy3kd MPOrpaMMHOr0  0oOecredeHHus
(manee - ITO) B 060pynoBaHHe y3Jia CBI3U U €ro paboTOCIOCOOHOCTS;

2) ynpasieHHe KOMaHAaMHU CUCTEMEBI, o0ecrieunBaloniee cienyomre OyHKIHU:

BEIBOJ| BCEX KOJIOB KOMaH]], peaJIn30BaHHBIX B CUCTEME;

BO3MOXXHOCTH U3MEHEHHUS CYILIECTBYIOINX U BBEJECHUE HOBBIX KOMAaH]I;

3) aIMUHHCTpaTUBHOE yIpaBiieHHe a0OHEHTCKUMH JaHHBIMH, 00eCIeYHBarolee
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cnenyomue QyHKIUH:

CO3JIaHNe, U3MEHEHHE, YIalleHUe, CYUThIBaHNE a00HEHTCKUX JaHHEBIX;

OJIOKMpOBKa WK Pa30IOKMPOBKA AGOHEHTOB;

IIPOCMOTP, U3MEHEHHE U BBIBOJ, IaHHBIX y4eTa CTOHMMOCTH;

4) ymnpaBneHHe MapUIPyTU3AIUEH;

5) ynpaBneHHe 3amuUTON HMHQOpMauuH, ofecreunBaNOllee  CleAyIOIHe
GYHKIUHU:

3amuTa gocryna k 1Y u TO nocpencrsom nmaposneii,

HaMuMe He MeHee [BYX KaTeropui Ioyb30BaTeNiell (agMHHUCTPATOp W
IOJIb30BATE)b), UMEIOIHMX Pa3IMYHble ITAPONM U pasivdvHble npaBa goctyna K LY u
TO;

6) ympaBleHHE CHCTEMHBIMH 4YacaMy DPEeaJbHOrO BPEMEHH, 00ecIIedMBaIoIIee
KOHTPOJIb U BO3MOXHOCTh YCTAHOBKH CUCTEMHBIX 4aCOB PEAJIbHOTO BPEMEHH.

6. KonTtpons QyHKIHOHUPOBaHUS 000pyI0BaHUS KOMMyTaluu cranaapta LTE
JOOJDKEH  BKJIIOYATh  OOHapy)keHHMe M (QUKCAlUI0  aBapUiHBIX  CHTHAJIOB
¢  OGyHKUMOHANBHBIX  GJIOKOB, MOIyNeH, CHCTEM II€pefayd, HCTOYHHUKOB
SJIEKTPOMUTAHUA ¥ UX 00paboTKy C IOCIEeIYIOIMM BHIBOZOM aBapHMHBIX COOOLIEHUI
Ha JUCIUIEd W NPUHTEP TEPMUHATa TEXHHYECKOTO OOCIY)KHMBaHHS WM CHCTEMHYIO
I[1aHEb aBapUMHBIX CUTHAJIOB.

7. KoHTponb QyHKLHOHHPOBaHUSA 000pyAOBaHUA KoMMyTaluu ctangapta LTE
AOJDKEH OCYIIECTBIISETCA IOCTOSHHO MM I€pUOAMYEcKHd (IO pPaCHHCAHHMIO HIIH II0
KOMaHJIe TEXHUYECKOI0 IIEPCOHANa ¢ TEPMHUHANIA TEXHUYECKOT0 00CTyKUBaHHUA).

8. ABTOMaTH4YeCKMH KOHTpPOJb JOJDKEH OCYIIECTBIATHCS pAaCIpPeNeICHHO
(MOmyJ M CaMOCTOSATENBHO AOJKHBI OOHAPY KHUBATH MTOBPEXKIECHNS M OIIUOKH).

9. AsapuiiHple COOOINEHHA MOJDKHBI OBITH pa3lielleHbl Ha KAaTeropuH II0
CPOYHOCTH BOCCTAHOBIICHHS HEUCTIPABHOCTEIH:

1) KkpuTudeckue aBapuM (HEHCIPABHOCTb, BBI3HIBAIONIAS 3HAYMTEIBHOE
yXyJLIeHHe 06CTy)XKUBaHUA U TpeOyromas HeMeAJIeHHOIO BMEIIATENLCTBA);

2) raBHBIe aBapuu (cepbe3Hble HEHCIIPAaBHOCTH, TPEOYIOMIHE BMENIATENLCTBA
B T€YEHHUE JHA);

3) He3Ha4YWTENbHBIE aBapHM (HEHCIPABHOCTH, He TPeOYyIOIIHe HeMeIICHHOrO
BMEIIATEIbCTBA U MOAJIEKAIINE YCTPAHEHUIO B IEPUOJ HaMEHbIIelH Harpy3KH).

10. VYmpasineHue BoccTaHOBICHHEM pabOTOCIOCOGHOCTH JODKHO OCYILECTBIATh
KOHTPOJIb COCTOSIHHSA (DYHKIIMOHAJIBHBIX OJIOKOB U YIIPaBJIATH IE€Pe3alryCKaMH GJIOKOB
C BO3MOXXHOCTBIO Iepe3alrycKa Il NpeAOTBpALeHNUs BIUSIHUS HEUCIIPABHOCTH.

11. OGecneuenue HaJIeXKHOCTH JOJKHO peanu30BBIBATECS IIyTeM
pe3epBUPOBAHM OCHOBHBIX I'PYIIIOBEIX U YIPABIAIOMINX OJIOKOB.

12. TIlepesamnyck I1O gomkeH npou3BOOUTECA C COXpaHEHHEM CTAaTUCTHYECKUX U
TapU(UKAIUOHHBIX JAHHBIX M, B OCHOBHOM, C COXPaHEHHEM YCTAHOBIIEHHEIX
COeJIMHEHHH.

13. Tlepeszarpyska IIO oGopynmoBanus kommytanuu cranmapra LTE momkHa
IPOU3BONUTECS C  COXpaHEHHWEM JaHHBIX Yy4deTa CTOMMOCTH  COEIWHEHHi
U CTaTUCTUYECKUX JTAHHBIX.

14. VYmpaBneHue TEeCTUPOBAaHUEM M JUAarHOCTUKOM JIOHKHO OCYIIECTBIISTH
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oOHapyXeHHe U JIOKAIHU3aLUMI0 HEHCIPaBHOrO OOOpyJOBaHHS C  IOMOIIBIO
JUArHOCTUYECKUX IIPOrpaMM.

15. IY u TO npomxeH oOecrieynBaTh aBTOMATHYECKUH e€XeMECSUHBIN
CTaTUCTMYECKUH y4eT CcHUTyanudi B oOopynoBaHuMM KoMmMMmyTanuu craspapra LTE
U IPOrpaMMHOM O0ecIIeueHHH.

16. 1Y u TO pomxen oOecreduBaTh BO3MOXXHOCTH cOOpa M OTOOpa)KeHMs
CTATHCTHYECKUX JIAHHBIX.
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IIpunoxenue Ne 16

K IlpaBmiaM npumeHeHuss 060pyIOBaHUS
KOMMYTallu{ cetel ITOJIBHXKHOHN
panuotenedonrorr cBsa3u. Yacte VIL
[IpaBuna mnpuMeHeHHs OOOpYJOBaHUA
KOMMYTAalllH CTaHZapTa LTE,
YTBEpXACHHBIM NpuKa3oM MuHHUCTEpCTBA
OU(POBOro pPa3sBUTHUSA, CBSI3U M MacCOBBIX
KOMMYyHHKauuil Poccutickoit ®enepaunuu

ot JE.06. 20/ N 37/G

TpeGoBanus k o6opynoBannio kommyranuu ctangapra LTE B pe:knme oxazanus
YCJIYT CBSI3H € HCIOJIb30BaHHEeM 00opyAoBaHHA KoMMmyTaunn IMS

1. Jns mogxmoueHus k o6opyaoanuto IMS UE nomkHO MHAIMAPOBATH:

npouenypy moakmodenus UE k cetu paguonocrymna (nanee - EPS);

IIpoleaypy aKTHBallUM KaHaja nepenadyu JaHHbIX B EPS;

Beigenenue [P-agpeca P-CSCEF;

npouenypy perucrpanuu B IMS.

2. Tlpu okazaHuM yCIyT Iepefaddl JaHHBIX U Tele()OHHOTO COCIUHEHHUS Yepes
obopymoBanne xomMmyTauuu IMS BpemeHHo (Ha Bpems B3aumogeictsuss UE
¢ obopynoBanreM komMmytanmu IMS) B pamkax npouenyp noaxmodeHuss UE k EPS
U COSAMHEHHS C CeThio Iepefaun MaHHBIX EPS nomkHo obecreumBaThesl Ha3zHauEHUE
UE IP-agpeca B ¢opmare, ornpeaesieHHOM IpoTokonamu [P derBeprod wnm 1mecroi
Bepcuii  (manee - IPv4, IPv6), mnpunamiexameMm oxHod u3 ceredl IMS,
B3anMojeicTBytowei ¢ P-GW:

IP-agpeca cetu IMS nomainero oneparopa;

IP-appeca cetu IMS BU3HTHOTO omeparopa;

[P-anpeca cetu B3aumojeiicTByromei ¢ IMS nomaiizero oneparopa.

Brigenenne UE IP-agpeca P-CSCF pomxHO OCYIIECTBIATECS OIHHM U3
CIIEAYIOIIUX CIIOCOOO0B!

C MOMOWIBIO IIPOTOKOJIA JuHaMudeckod koHowurypamuu (nanee - DHCP) u
cepBepa MMeH AoMeHoB (nanee - DNS);

C IIOMOIIIBIO IIPOLIEAyPHl aKTUBALMH KaHAJIA [Tepeflayl JaHHBIX B EPS;

UE nomxHo Bei6upath P-CSCF u3 crucka, XpaHsImerocs B HICHTHQHUKAIHOHHOM
Moyjie aboHeHTa i pabotsl B IMS (manee - ISIM);

UE pomxuo Beioupats P-CSCF u3 criucka 06bekToB ynpasineHus IMS.

IlepBoHayYalpHO AaxKTHBAlMsA KaHala Iepefaud JaHHeIX B EPS  momkHa
OCYILECTBIIATECA B paMkax npouenyps! nogiiodenus UE k EPS, unanimupyemoit UE
c momompio coobmenus nporokona NAS «3ampoc mnoaxmoueHus». B «3amnpoce
MOAKITIOUEHUs)» B TapaMeTpe HACTPOUWKH IOJB30BATEIbCKOro 00OpyIOBaHHS,
OnpefieNAEM 000pyAOBaHHEe KOMMYTALMH, Yepe3 KOTOpoe OyIeT OCyIIeCTBIATHCS
Tene)OHHOE COEJIMHEHNE, B TPETHEM OKTeTe BTOPOH M TPeTHH OHMTHI JOJKHEI UMETh
OJIHO U3 TPEX 3HAYEHUM:
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«01» - ronoc Toneko yepes IMS;

«10» - B mepByro ouepenp ronoc ciefyeT NepenaBaTh depe3 nomeH CS,
BO BTOpYIO - uepe3 IMS;

«l1» - B mepByIo OYepens ToJoC ClefyeT nepenasath yepe3 IMS, Bo BTopyro -
yepes gomeH CS.

Tperuit GuT Npu yCTaHOBIEHNH COSAUHEHHS 11 TIepeNady TON0Ca JOJDKEH GBITH
paBeH «0», 11s nepefayy JaHHEIX — «1».

AkTHBausA KaHaa nepenady AaHHsx EPS momkHa oCyIEeCTBIATECS ¢ IIOMOIIIBIO
cooOuieHni «3ampoc COeNMHEHHs C CETHIO Iepeflayd JaHHBIX» MpoToKoia NAS m
«3anpoc aKTHBalMK KaHajla Hepeavd JaHHBIX» mporokona GTPv2-C. B I1apameTpe
«3anpoca COeNMHEHHS C CeThbI0 Iepefaud [aHHBIX», OIpee/AIONMEM OIMIUK
KOH(GHIypalluy IPOTOKOJA, XOJDKHbI OEITh yCTaHABIIUBIICHBL:

3anpoc anpeca P-CSCF (eciu ucnonesyercs BTopoii criocoG BBIIeIEHHS aapeca
P-CSCF);

¢buar curnanusanuu IMS.

B mapamerpe coolmenus mpotokona NAS «IloAKIIOYeHHE NIPHHSTOY,
ONpENEINAIOIEM IIONACPKUBAEMEBIE CETBIO (DYHKIMM, NMEPBBIA OUT TPETHEro OKTETa
IOJDKeH OBITh paBeH «1», YTO yKa3bIBaeT Ha noaaepxky IMS rosnoca yepes momen
KOMMYTAIIMHU NaKeTOB Ha uHTepdeiice S1.

Hepenava UE IP-anpeca (B mapamerpe «Anpec ceTd mepenadd OaHHBIX») U IP-
agpeca P-CSCF (B mapamerpe «IIpoToKon mapameTpoB KOH(MUIYpalHH») IOJDKHA
OCYyWIECTBIIATECS B OTBETe Ha «3alpoCc aKTUBALMK KaHala Mepefayd JaHHBIX»
npotokosia GTPv2-C u B orHoM U3 coobienwnii «3anpoc akTHBaIMy koHTekcra EPS 1o
YMOTYaHHIO», «3apoc aKTUBAllMK KOHTEKCTa BEIOpanHo#i EPS» nmpotokona NAS.

UE nomkeH mpucsauBaThcsi HOBBIH IP-agpec mpu nepememenuss UE B 30HY
obcmy>xxuBanus apyroro P-GW.

UE nOmKHO OCYWIECTBIATH NPOLENypY PErMCTpalyi WM IepeperucTpaliu
B IMS nocse Hasnauenus wim m3merenus [P-anpeca UE wm IP-agpeca P-CSCF.

OcBoGoxnenne mguHampdeckoro IP-anpeca UE  JOMKHO —OCYIIECTBISATHCS
IpH pa3pbiBe COeAMHEHHs ¢ obopygoBaHHeM KommyTamud IMS ¢ moMousio
coobLIeHHs «3anpoc PasbeJMHEHUS C CeThIO Mepefav JaHHBIX» MpoTokona NAS miu
IIpY OKOHYaHUH BPEMEHH PETUCTPALIHH.
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IIpunoxenue Ne 17

k IlpaBunam nmpumeHeHHs 00OpyaOBaHMA
KOMMYTalU1 ceren IIOIBU)KHOM
paguorenedonHoil cBi3u. UYacte VI
IlpaBuna npuMeHeHHs 00OPYZOBaHMSA
KOMMYTall! CTaHJapTa LTE,
YTBEPXKICHHBIM IIpUKa3oM MuHHCTEpCTBa
HU(PPOBOrO Pa3BUTHS, CBA3M M MACCOBBIX
KoMMmyHHKauui Poccuiickoit @enepanuun

or 506 .28/ Ne 572

TpeboBannsa k nporokony MIPv4

1. TpeGoBaHuS K JONOIHEHUSIM M PACIIMPEHUSAM IPOTOKOIIOB, HEOOXOMXUMBIX
AJIst IOJNEPXKKKM MOOHMIIBHOCTH TI0JIb30BAaTelIs B CETH, HCIOB3yomeil IPv4:

1.1. TpeGoBaHusi K HONONHMTENBHBIM COOGLIEHUSM «3alPOC pPErUCTPAIUH»
(Registration ~ Request),  «Pesynbrar  peructpaumu»  (Registration  Reply),
MOJ/ICPKUBAIOIINE YIPAaBI€HHEe MOOMIBHOCTBIO MOJNB30BATENsI M  OTIPABISEMbIE
¢ nopta UDP/TCP 434

a) dopmar coobimenus «3anpoc perucTpaluny» IpUBeAeH Ha PUCYHKe 1.

JmutensHOCTD
perucTpalyu

Tun S (B | DM |G|r |T |X

Homammnuii agpec

AJpec TOMaIIIHETo areHTa
CoA

Wnentudukarus

Pacumpenns

Pucynok 1

IIpumeuanmue:

noje «Tum» (1 6aiiT) KoMKHO OBITH paBHO «1»;

roste «S» (1 OuT) TOMKHO OBITH PaBHO «1», €CITH MOOHIIBHEIM y3€i 3alpaluBacT
COXPaHEHHE HECKOJIbKUX MPEABIAYIIHX aJpecoB MPUBSI3KY;

nosie «B» (1 6MT) HOMKHO OBITE PaBHO «1», eCIM MOOWIIBHBII y3€i 3arpalliiBaeT
y JIOMAIIHEro areHTa JOCTaBKy IIHMPOKOBEIIATENbHEIX AeHTarpamMm;

none «D» (16uT) OOMKHO OBITE paBHO «1», eciM MOGHWIBHEIM y3el
JEKaIcCyIupyeT AedTarpaMMsl, HallpaBiIeHHEIE 10 agpecy CoA;

nosne «M» (1 6uT) DOMXKHO OBITH paBHO «1», €CIT MOOUIIBHBIH y3€IT 3alpalliBaeT
y JOMAIlHETO areHTa peXXuM MUHUMAJIFHON MHKAIICYJISIUH JaHHBIX;

none «G» (1 6uT) KOHKHO OBITH paBHO «1», eci MOOMIIBHBIHN Y3€ll 3alpallliBaeT
y JIOMaIllHero areHTa pexxuM uHKancyssaun GRE;
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nont «r» U «X» (mo 16uty) momkHO OBITH paBHBI «0» H IOJDKHEI
UTHOPHMPOBATHCS MPU IIPHEME;

noje «T» (1 6uT ) FOMKHO yKa3bIBaTh Ha 3aIpOC 0OPaTHOTO TYHHEIUPOBAHMS;

noJie «JlnurensHOCTh peructpauuu» (2 6aiTa) TOJKHO yKa3bIBaTh AJIUTEIBHOCTD
perucTpany B ceKyHAax (mpu 3HadeHUH «0» - 3ampoc OTMEHBI pErucTpainuu, Mpu
3HayeHnn «0xfffH» - 6eckoHedHOCTD);

none «Jlomammuii ampec» (4 Oaiita) HoJDKHO ykasbiBath IP aapec MoOuibHOrO
y37a B JIOMaIlIHEN CeTH;

noine «Anpec nomainHero areHta» (4 Oaiita) JO/DKHO ykaseiBaTh IP agpec
JIOMalIlIHETrO areHTa;

nosie «CoA» (4 Gaiita) MOJDKHO yKa3bplBaTh BpeMeHHEBIH [P agpec moGunbHOrO
y37ia B BUBUTHOM CeTH;

none «VneHTuduUKaus» JOODKHO COAEPXXaTh CreHEepUpPOBaHHOE MOOMIBHBIM
y310M 64-O0UTOBOE YHMCIIO, HCIONB3yEMOE AJsi COMOCTABIECHMS 3alpoca PEerucTpalnyu
U OTBETA;

06) dopmat coobmenns «Pe3ynbTaT perucTpalum IPUBEIEeH Ha pUCYHKE 2.

Tun Kon JATENBHOCTD perucTpauu

JlomMamnnii anpec

Az{pec AOMaNIHCTO arCcHTa

Wnentuduxarop

Pacmiypenus

Pucynok 2

IIpumeuanue:

note «Tumy (1 6aiiT) JOMKHO OBITH PaBHO «3»;

noje «Kom» (1 6aiiT) JOKHO YKa3bIBaTh pe3ynbTaT PETUCTPALIVH;

noite «J{nmurensHOCTh peructpanun» (2 6aiiTa) TOMKHO yKa3bIBaTh AJIUTEIBHOCTD
perucTpaiuu B ceKyHAax (mpu 3HaueHHU «0» - OTMEHa perucTpalud, NpH 3HAYEHUH
«0xfffH» - 6ecKOHEUHOCTE);

none «JomamHuii agpec» (4 Gaiita) TOoKHO ykaspiBath IP agpec MoOGHIBHOIO
y3ja B JOMAallHEN CEeTH,

noje «Anxpec noMarmHero areHTa» (4 Oaiita) nommKHO yKaseiBaTh IP ampec
JOMAIIHETro areHTa;

none «WpeHTruKaTop» MOJDKHO COIep)KaTh CreHepHPOBAaHHOE MOOGHIIBHBIM
y3II0M 64-GMTOBOE YHCIIO, HCIONIB3yeMOe JUIS COMOCTABICHHUS 3alpOCa PErUCTPalluy U
OTBeTa;

B) B COOOIIEHUAX «3ampoc perucTpanun», «Pe3yapTaT perucTpandn» HOJDKHO
IPHCYTCTBOBATH OJHO U3 CIIEAYIOLIUX paclIUpeHHid: «AyTCeHTU(QHMKaU¥s B JOMAalIHEH
cetu (Mobile-Home Authentication), tun pacmmpenus — 32», «AyTeHTHOUKALMS B
Bu3uTHOM cetn (Mobile-Foreign Authentication), Tun pacmmpenus — 33»,
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«AyTeHTHOMKAIUSI MeXAy JOMamHeli M BUBHTHOM  CeTAMH (Foreign-Home
Authentication), Tun pacmupenus — 34».

®opmar pacmmpenui ans cooGleHuit «3ampoc peructpamum», «Pesymbrar
perucTpanym» MpUBEACH Ha PUCYHKeE 3.

Tun pacmmpenus Hinuna SPI
SPI AyTtenTuduxatop
Pucynox 3.
ITpumeuanmue:

none «JiiuHay JOJDKHO yKa3bIBaTh MINHY ayTeHTU(UKaTOpa Imoc 4 GaiiTa.

none «SPD» (Security Parameter Index) momxHo ykaseiBaTh HIeHTH(MHKATOD
[IapaMeTPOB 3alIUTEI, UCIONB3YeMBIH Ul BEIYMCIEHUS ayTeHTH(HUKATOpa. AIropuT™M
ayTeHTH(QUKALMH, HCTIOIb3YEMBbIi 110 YMOIYaHHIO, HoibkeH 661t HMAC-MDS.

none «AyTeHTH(QUKATOp» NOMKHA GBITH IIEPEMEHHOM JUIMHBL AyTeHTH()HKATOP
AOJDKEH BBIYUCIATHCS [UIS KaXJOrO0 COOOILICHHS PpErucTpalli, a TaKXKe JOJDKHBI
HCITOB30BATECA MOJIA NOCTYNUBIIKX ¢ 1opTa 434 UDP coolienwnii peructpanuy, Bce
NPUCYTCTBYIOIIHE B COOOIIEHUAX PETHCTPaliK pacmupenus, nois «Tumy, «[muuay u
«SPI» pacmmpenus.

1.2. TpeGoBanms K coobmeHussM mpotokona ICMPv4  «O6bsBieHue
mapmpyTusaropa» (Router Advertisement), «3anpoc ZOCTYIIHOCTH MapHIpyTH3aTOPa»
(Router Solicitation), mogaepXUBarOIIMM YIIpaBIeHHe MOGHIEHOCTBIO OIB30BATEINS:

a)  3HAYeHMs pPaCUIPEHWH, MCIOIB3yeMBIX i COOOIIEHHH POTOKONA
ICMPv4 «OO6BsaBICHHUE MapuipyTH3aTopa» (Router Advertisement),
«3anpoc gocTynmHOCTH MapipyTtusaropa» (Router Solicitation):

«0» — omuH OalT 3amONHEHMs, MOCIeIHEe pacmupenue coobmenns ICMP
AOJDKHO HCIIOJIB30BaThCA I AOIONHEHUS JUIMHBI COOOIIEHH N0 YETHOTO KOJIMYECTBA
OaliiT;

«16» — «O6BsiBneHne MmobunbHOrO arenta» (Mobility Agent Advertisement);

«19» — nnuna npedukca;

6) ¢opmar pacmmpenns «OGbsBIeHHe MOGWILHOTO areHTa» IPHBELEH

Ha pUCYHKe 4.

Tun pacimpenns | inuna | ITopsimkoBeiii HOMep

Harensrocts peructpaiuu |[R |B |H|F | M | G |r| T | Peseps
Anpec (a) CoA

Pucynok 4.

IIpumeuanue:

noste «Tun pacmmpenus» (1 6aiT) ZOIKHO OBITH paBHO «16»;

none «llopsnkosbiii HoMep» (2 6GaiiTa) HODKHO COLEpKAaTh HOMEP COOGIEHHS
¢ pacmupenreM Agent Advertisement;
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noiie «JmuTensHOCTS perucTparmm» (2 6aifta) JOMDKHO ComepKaTh HHPOPMALIHIO
0 [UIMTEIBHOCTM DErHCTpallid B CeKyHAax (mpu 3HayeHHH «0» - 3aIpoc OTMEHEI
peructpauuy, npu 3HadeHnn «Oxffff» - 6eckoHevHOCTR);

mone «<R» (1 OuT) nDOMKHO comepkaTh HMHOGOpPMALHWIO, YTO TpedyeTcs
peructpanus B BU3UTHOM areHte (FA) npu Hanuuuu y MoOuisHOTO y371a anpeca CoA;

none «B» (1 6ut) momxHO comepxath MHpopMalio, uTo FA He ocyIecTBiIseT
perucTpannio MoOUNbHEIX Y3JI0B,;

none «H» (1 6ut) (nomamnuuit arent, HA) nomkHo comepxars HHGOPMAIHIO, YTO
areHT NpeJJiaraeT ycJIyry JOManiHero areHTa;

none «F» (1 Our) (BUBHMTHBIA areHT) JOIDKHO COAEPXKaTh MHGOPMAIHIO, YTO
areHT MpeJyiaraeT yCIIyry BUSUTHOTO arcHTa;

nonre «M» (1 Our) (MHUHHMAaJbHAs WHKAICYNSALHUS) JODKHO COIEPKATh
MHOOpMAIMIO, YTO areHT pealusyeT IpueM AeHATarpamM, HCIOJIb3YIOLIMX
MUHHUMAJIbHYIO UHKAIICYJISALIHIO,

none «G» (1 6ut) (GRE nHKancynsaus) JODKHO CoAepKaTh HH()OPMALUIO, YTO
areHT peajiu3yeT NpUeM JeldTarpaMM, KoTopsle Heronib3yroT GRE HHKanCyIIsnuio;

nosue «r» (1 6UT) JOMKHO OBITH pe3ePBHEIM U PaBHO «0»;

none «T»(1 6uT) mOMKHO comepxkarth uMH(popManuio, yto FA mnommepxuBaer
00paTHYIO HHKAICYIISALHIO;

nosie «Peseps» (8 6uT) HOMKHO OBITE paBHO «0»;

none «Azapec(a) CoA» NOmKHO colepxaTth ofuH win Gosee agpecoB CoA mpu
yCTaHOBJIEHHMH OHMTa F (KOMM4YecTBO ajpecoB, MPHUCYTCTBYIOIIUX B IOJIE, JOJDKHO
OTIpeAIeNATHCS YKa3aTelleM JJIUHBI);

B) dopmar pacumpenus «/nuna npedukcay (19) npuseneH Ha pUCyHKe 5.

Tun pacmmupenus Hnnna JnuHa npedukca

Pucynok 5.

[Ipumeuanue:

nosne «Tun pacmmpenus» (1 6aiT) DOKHO OBITH paBHO «19»;

nosie «/JlnuHa npeduxcay (8 OUT) JOIKHO ONMpPEAENATh YHCIIO HaYaIbHBEIX OHTOB,
OINpeAeNAIONMX HOMEp CEeTH B aJpece MapUIpyTH3aTopa, YKA3aHHOTO B COOOILIECHHH
ICMP Router Advertisement (11 kaxzoro agpeca JOJKHA YKa3bIBaThCS CBOS JJIHHA
npeduxca).

Pacompenne «/lnmmHa npedukca» MOXeT CleOBaTh 3a PacCHIMpEHHEM
«O06psBIeHHEe MOOUIBHOTO areHTa» ¥ JOJKHO yKa3bIBaTh KOJIMUYECTBO OWT mpedukca
CeTH, IPUMEHAEMOro K KaXIOMy ajpecy MaplIpyTHU3aTopa, YKa3aHHOMY
B coobuiernu ICMP Router Advertisement.
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IIpunoxenue Ne 18

K IlpaBunam mpruMeHeHus o6opyn0BaHHA
KOMMYTalH ceren MOBIDKHON
paguorenedonHoii cBa3u. Yacte VII
IlpaBuna mnpuMmeHeHHs O0GOPYAOBaHUS
KOMMYTalu{ CTaHZapTa LTE,
YTBEPXKACHHBIM NpHKa3oM MuHucTepcTBa
1M(pPOBOro Pa3sBUTHUSA, CBA3M M MAacCCOBBIX
KoMMyHHKaimii Poccuiickoit @enepanuu

ot 25.06.20/8 Ne 379

TpeboBanns k nporokoaam MIPv6, DSMIPv6

1. Tpe6GoBaHMsA K IONIONHHTENLHOMY 3arONIOBKY IIPOTOKOJa MOGUIBHOCTH
IPv6 Mobility Header (MH), oGecrieurBaroneMy MOGHIBHOCTE MOJIb30BATEN:

1.1. saromoBok «Mobility Header» momxeH o6o3Hauatbcss B mome «Next
Header» (Cnenyrommii 3aronoBok) 3HaueHHeM «135» U BKIIOYATh I10J151, IpUBEAECHHBIE
B Tabnume Ne 1.

TaGmuma Ne 1.

Iosis 3aronoBka
Ne mons Hassanue JiirHa nons (6ut)

| Payload Proto 8

2 Header Len 8

3 MH Type 8

4 Pe3epB 3

5 Checksum 16

6 Message Data 0-n
IIpumeuanue:

noine «Payload Proto» 1omkHO MAEHTHOULMPOBATH THI 3ar00BKA, CIIEAYIOLIEro
cpasy 3a Mobility Header, ucrosns30BaTh 3HAaYeHHS, COOTBETCTBYIONIHE 3aTOJIOBKY
«Crenyromuii 3aroJioBoK» mportokona IPvé.

none «Header Len» mOMKHO yKa3bIBaTh [UIMHY 3arojioBKa (33 HMCKIIOYEHHEM
IIEPBBIX 8 OKTETOB) B €IMHMIAX, PaBHEIX 8 okTeTaM. 3HaueHme Header Len momxHO
YCTaHaBJIUBAThCS PaBHBIM «0», €CIIM COOOIIEHNe He UMEET IapaMeTpOB.

noste «MH Type» nomkHO yKka3bIBaTh THII IIEPEAABAEMOT0 COOOIEHHS.

nosie «Pe3epB» JODKHO yCTaHABIMBATLCS PABHBIM «0».

nore «Checksum» JOMKHO comepKaTh KOHTPOJBHYIO CYMMY 3arollOBKa
«Mobility Header», naunnas ¢ mons «Payload Protoy.

noje «Message Data» mommkHO OBITH MoJleM IIepEMEHHON IJIUHBI U JOJDKHO
colepXxath HaHHBIE cooOmeHMsa. TN COOOINeHHS MOJDKEH YKas3bIBaThCA B IIOJIE
«MH Type».
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nojie «JlomoJsHEeHHWe IO TpaHHIBl 3arojioBKa» JOJDKHO HCIIONB30BaThCS [UId
BBIDABHMBAaHHS T'PAaHUIBI 3aroJioBKa Mo AiauHe, kpaTHod 8 okreram. CBoGOnHBIE
MIO3UIIMH JAOJDKHBI 3aII0JTHATHCS HYJISIMHU.

1.2. coollneHus, mepeaaBaeMble IpH MCIIONB30BaHMM 3aroiioBka «Mobility
Header»:

a) «3ampoc ob6HoBnenus npuss3ku UE» (coobmenne BRR (Binding Refresh
Request) momxHO BKIOYaTh ciemyromue mois (rmoie « MH Type» ans coobmenns BRR
JTIOJDKHO OBITH paBHO «0»):

«PezepB» (16 6uT) (mOMWKHO OBITH pe3epBHBIM, paBHO «0» U JOIKHO

UTHOPHUPOBATHCS MOTydaTeIIEM);

«Onnuu Mo6mipHOCTH» (Mobility Options) (Z0mKHO OBITE ITEPEMEHHON JIIMHBI
(mMHA MTOJTHOTO 3arojIOBKa MOOWIIBHOCTH JOJKHA OBITH KpaTHa 8 OKTeTaM) U JOJDKHO
CO/lepXKaTh OOHY WJIM HECKOJBKO OMNIMH MOOWJIBHOCTH, 3aKOIHUPOBAHHBEIX B ¢opMaTe
TLV, w1 He JOKHO CoepKaTh TAaKUX OILUN,a NOIy4YaTellb JOKEH UTHOPUPOBATh H
IIPOIYCKATh JIOOBIC OIILIVH);

0) «MHunuupoBaHue MPoBepKH aomamrHero aapeca» (coobuienue HoTl (Home
Test Init ) momkHo BKIOYath ciexyromue mons (mone «MH Type» mis coobmeHus

HoTI nomxHo OBITH paBHO «1»):

«Pezepp» (16 6ut) (momKHO OBITH pe3epBHBIM, paBHO «0» M JOIDKHO
HUIHOPYPOBATHCSA MTOJTydaTeNeM);

«nentndunupyromas memnodka gomamHero ajapeca» (Home Init Cookie)
(1Oo/KHO OBITH 64-CHTOBBIM IOJIEM, COAEPIKAIM 3Ha4YeHNe BHOBb CT€HEPHPOBAHHOIO
ClIy4aitHoro yucia, kotropoe Bo3Bpamaercs B UE B coobmennu Home Test);

«Omun MoGmibHOCTH» (Mobility Options) (DomxHO OBITH HOJEM IEPEMEHHOM

IJIMHBI (JJIMHA TIOJHOTO 3arojioBKa MOOWJIBHOCTH JOJDKHA OBITH KpaTHa 8 OKTeTaMm),
COZlEpXKaTh OJHY WA HECKOJBbKO OMLKH MOOWIBHOCTH, 3aKOAMPOBAHHEIX B (dopMmare
TLV, unu He JOJDKHO COAEPkKATh TAKMX OILMM, a MOy4daTeNlb JOKEH UTHOPUPOBATh U
IPOITYCKaTh JFOOBIE OIIHH).

MoOGUIBHEIA y3ed Jo/DKeH ucmoib3oBaTh coobmenne «Home Test Init»
Ul MHULHAAIU3aldd Mpolelypbl OOpaTHOM MapIIpyTH3allMM M 3alpoca MapKepa
«Home keygen token» OT y3ma-KOppeCIOHIEHTA, TYHHEIHPYEMOE Yepe3 IOMAIIHETO
areHTa, Koraa MOOMJIbHBIN y3€e HaXOQUTCs B BUBUTHOM CETH,

B) «/HHIMHpOBaHKeE IPOBEPKH BpeMeHHOro aapecay (coobmenue Care-of Test
Init) momkHO BKOYaTh cieayonme nos (mone « MH Type» mist coobmenus «Care-of
Test Init» 10JKHO OBITH PaBHO «2»):

«neatudunupyromas uenodka BpemeHHoro azapeca» (Care-of Init Cookie)
(1omKHO GBITH 64-GMTOBBIM ITOJIEM, COAEPKAIUM 3HAUE€HUE BHOBb Cr€HEPHPOBAHHOTO
ciTy4aiiHoro yucia, kotopoe Bo3pammaercs B UE B coobmennn «Care-of Test»);

«Onnuu MobmisHocTH» (Mobility Options) (moyKHO OBITH MOJIEM IEPEMEHHOM
JUTHHBI ([UIMHA TIOJHOTO 3arojioBKa MOGHJIBHOCTH IOJDKHA ObITH KpaTHa 8 OKTETaMm),
cofiepaTh ONHY WM HECKOJBKO ONIMii MOGHIBPHOCTH, 3aKOJMPOBAHHBIX B (opmare
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TLV, wiu He NODKHO COAEPXKaTh TaKUX OMLMH, a MOIydaTessb A0JDKEH HTHOPUPOBATh
U TIPOITYCKaTh JIFOObIE OMLINN).

MoOGuIBHEI y3en AoKeH ucronb3oBath coodmwenne «Care-of Test Inity (CoTI)
JUIA MHUIWAIN3AUA TIPOIeaypsl OOpaTHOM MapHIpyTH3alli U 3ampoca MapKepa
«Care-of Keygen Token» ot y3y1a-KOoppecoHIeHTa;

r) «lIIpoBepka momammuero anpeca» (coobmenue Home Test), ucronezyemoe
s ocymectBiieHUs Bo3Bparta UE uaeHTHQHIUpYIOEed HEeNOYKH, IOChIIaeMOn y3IIy-
KoppecnonenTy B coobmenun «Home Test Init» goMKHO BKIIOYATh CIELYIOMIKE IO
(mone «MH Type» s coobienus «Home Test» nomkHO ObITE paBHO «3»):

«OnmHopa3oBelif HHAeKC HoMamuero Homepa» (Home Nonce Index) (momxHO
OBITH 16-OMTOBBEIM II0JIEM M BO3BPAILATHCS Y3JIy-KOPPECIIOHACHTY MOOUIIBHBIM Y3JIOM B
coobmennn «Binding Update»);

«Mnentuduuupyromias Lemnodka pomamHbero aapeca» (Home Init Cookie)
(momKHO ObITH 64-GHTOBBIM IOJIEM U pUHUMAThC B coobuieHnn «Home Test Init»);

«Mapkep Home Keygen Token» (momxHO copmepxars 64 OuTa Mapkepa,
HCIIOJIB3yEMOT0 B MPOLeAype 00paTHOM MapIIpyTH3aLUH);

«Onmmn MoGminsHOCcTH» (Mobility Options) (IoJKHO OBITH MOJIEM NEPEMEHHOM
IIMHBl (JUIMHA TIOJHOIO 3arojioBKa MOOHJIBHOCTH JOJDKHA OBITH KpaTHa 8 OKTeTaM),
colepaTh OJHY MM HECKOJBKO OIMIMII MOOMJIBHOCTH, 3aKOJHPOBAHHEIX B (popMare
TLV, uiu He DOJKHO COIEPKaTh TaKUX OMUMHN, a MOMydaTelb NOJDKEH HIHOPHPOBATh
¥ TIPOITyCKATh JIIOOBIE OILINN);

n) «Care-of Test», ucmonb3yemoe mns Bozpara UE uaeHTHQUUIUMpPYIOLIEH
IEIIOYKH, MOCBUIAEMOM y3iny-KoppecmoHaeHty B coobmenun «Care-of Test Init»
IOJDKHO BKIOYATh chexnyiomue mois (mone «MH Type» s cooGiueHus
«Care-of Test» JOJIKHO OBITH paBHO «4»):

«Onnopa3oBeiil uHIEKC BpeMeHHoro Homepa» (Care-of Nonce Index) (momkHO
6BITH 16-6MTOBEIM II0JIEM, BO3BPALAEMEIM 00PaTHO Y3Iy-KOPPECTIOHAEHTY MOOUIIEHEIM
y3ioM B coobiuennu «Binding Update»);

«neatudunupyromas nenouka BpemeHHoro azpeca» (Care-of Init Cookie)
(10KHO OBITE 64-6MTOBBIM IOJIEM, COAEPXKALIAM IpUHATOE B coobmenun «Care-of
Test Inity3HaueHue);

«Mapkep Care-of Keygen Token» (momxHOo copmepxaTb 64 Oura Mapkepa,
HCIIONIB3YEMOr0 B POLeLype 0OpaTHOH MapIupyTU3alun);

«Onuuu MobunsHocTi» (Mobility Options) (1omkHO OBITH MOJIEM NEPEMEHHOM
IIMHB (IJIMHA TIOJHOTO 3arojioBKa MOOMIBHOCTHA JODKHAa OBITH KpaTHa 8 OKTeTam),
COIepXaTh OHY WM HECKOJIBKO ONIMi MOOHIBHOCTH, 3aKOJHPOBAaHHEIX B (opmare
TLV, uiy He JO/DKHO COAEPXKaTh TaKUX OMIMMN, a MOJydYaTelb JOJDKEH HIHOPHPOBAThH
1 MPOITYCKaTh JIFOOBIE OIIUN );

e) «Mupopmuposanue 06 oOHOBIeHHH mpuBs3Ku» (coobumienue BU (Binding
Update) 1O/DKHO UCIIONB30BATHCA MOOUIIBHEIM y3JIOM JUIsl YBEJOMIICHHUS APYTHX Y3JIOB
0 CBOEM HOBOM BpPEMEHHOM aJipece U BKIOYaTh cienyrouue mons (moiae «MH Type»
s coobmienns «Binding Update» momkHO OBITE paHO «5»):
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«ITopsnkoBeli  HOMep» (Sequence) (HOMKHO OBITH 16-GUTOBBIM HONEM,
UCTIONB3YEMBIM Ui HyMepaumuu coobmenuii «Binding Update» mis comocraBneHus
coobmenus «Binding Acknowledgement» ¢ coo6mennem «Binding Update»);

our «IlogTeepxnenue» (A) (Acknowledge) (momkeH ycTaHABIHBATHCA
MOCBUTAIOIMM MOOMJIBHBIM Y3IOM M COIEpXaTh HHGOPMAaLMI0 00 OXHIAHUH
coobmenus «[loaTBepKICHIE IPUBIIKI»);

our «Peructpanus B gomamHem arente» (H) (Home Registration) (momxen
YCTaHaBIMBATECS IOCHUIAIOIMM MOOHIBHBIM Y3JIOM, YTOOBI NPHHUMAIOIIMN y3el
JOMAIIHER CETH CIy>KUJ €My JOMAIIIHUM areHTOM);

6ur «CooTBercTBHEe JMHKa M JokaneHOro ampeca» (L) (Link-Local Address
Compatibility) (momkeH ycTaHaBIMBAaTECS MNpPH OAMHAKOBOM HIEHTHU(HKATOpE
uHTepdelica ToMalIHero ajipeca, IepeIaHHOT0 MOGHIIBHBIM y3JI0M, ¥ JIMHKA);

Our «Bo3MOXHOCTE MOOMIBHOTO YympaBineHus Kimodamw» (Key Management
Mobility Capability) (K) (momxeH Obitb paBeH «0», KOrja HCIONB3YyeMBIH I
YCTQHOBJICHUsI ~ KOHTEKCTOB  0€30IIaCHOCTH  MeXAYy  MOGHIBHBIM  Y3JIOM
1 JIOMAlTHUM areHTOM NpoTokosa IPsec He mepeHOCHT MHQOPMALUIO O MEepPEeMELICHHH,
JOJDKEH HCIONB30BaThCA TONBKO B coobmeHmsx «Binding Update», mocelnaeMsIx
AOMallHEMy areHTy, W JOJDKeH OBIThb paBeH «0» B Apyrux coobuieHusax «Binding
Updatey, a y3npI-KOppeCIIOHASHTHI JOJKHEl KTHOPUPOBATh YKA3aHHBIH GHT);

«3apesepBrupoBaHo» (Reserved) (12 6ur) (moymkHO GBITH paBHO «0» M JOIDKHO
HUIHOPHPOBATHCA IOJIydaTesIeM);

«Bpems xu3am» (Lifetime) (16 6uT) (I0/MKHO YKa3kIBaTh HA KOJMYECTBO €AUHUI
BPEMEHH, OCTaBIUIMXCA JO TOro MOMeHTa, Korga mnpuBsska UE cuuTaercs
NpOCpOYeHHOH (mpm 3HadeHMHM «0» yKas3blBaeT Ha HEOOXOOMOMCThL YAAJE€HHS
MH(OPMalKMK O MPUBA3KE MOOHIBHOTO y3Jia IIPH 3TOM yKa3aHHbIA BPEMEHHBIN afipec
JOJDKCH YCTaHaBIMBAaeThCs DABHBIM JIOMAallHEMY aJpecy). 3a €IWHUIy BpPEMEHH
JOJDKHBI OBITH TIPUHATHI 4 CEKYHIBI);

«Omnuyu MobuneHOcTH» (Mobility Options) (ZOKHO OBITE MOJIEM IEPEMEHHOM
JJIMHEI (JJIMHA TIOJIHOTO 3arojloBKa MOGWIIBHOCTH JOJDKHA OBITH KpaTHa 8 OKTETaMm),
coliepXKaTh OAHY WJHM HECKOJBbKO OINIUN MOOWUIBHOCTH, 3aKOJHPOBAHHBIX B (opMaTe
TLV, unu He TOJDKHO colepaTh TaKUX OIIUM, MOyvarelb AOJDKEH HTHOPUPOBATH U
IPOITYCKaTh JIIOOBIE OIIINH).

B coobmennu «Binding Update» nomxHBI GBITH JOIMYyCTHMBI CIIEAYIOIINE OMIHN
MOOUJIBHOCTH:

onuus «JlaHHble aBTOpH3auuu npuBa3ku» (Binding Authorization Data) (momkHa
ObiTe OOs3aTensHOM B coobmenusx «Binding Update», moceutaeMbIx — y3imy-
KOPPECIIOHJCHTY);

onuusa «MHIekcs ogHOpa3zoBeix HoMepoB» (Nonce Indices);

onuusi «AJBTEpHAaTUBHBIM (3amacHol) BpeMeHHBIM aapec» (Alternate Care-of
Address).

ITone 3aromoBka «Mobility Header Header Len» momxHO OBITH paBHO «1»
IpU OTCYTCTBHM OIIUN B COOOIIEHHH, a TaK e CIeAyeT HCIONb30BaTh 4 OKTeTa
3aIl0JIHEHUS.
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%) «llomTBepxmeHme nprHemMa cooOIieHHss 06 OOGHOBICHHH IIPHBS3KI)
(coobmenue BA (Binding Acknowledgement) (mone «MH Type» nns coobuienus BA
JOJDKHO OBITH PaBHO «6%);

3) «CoobmeHre o6 ommoOke, CBSI3aHHOM ¢ MOGHUIBHOCTEIO» (coobmeHre BE
(Binding Error ) (mone « MH Type» mns coobuernst BE 10o/mkHO GBITE paBHO «7»);

1.3. momonHMTeNBHEIA 3aronoBok npotokona IPv6 «Type 2 Routing Header»,
o0ecnevrBaroni JOHONHHUTEbHEIE JaHHbIE IS MaPUIPy TH3AIHH:

a) moJjs 3aronoBka «Type 2 Routing Header» npusenens! B Tabiune Ne 2.

Tab6muia Ne 2.

I'losnis 3aromoBka
Ne mons HazBanue Jnwuna nonus (6ut)
1 Next Header 8
2 Hdr Ext Len 8
3 Routing Type 8
4 Segments Left 8
5 Pezeps 32
6 Home Address 16
IIpumeuanmue:

none «Next Header» nomkHO MASHTHOUIMPOBATH THII 3ar0JI0BKa, CIIEAYIOLIETO
3a 3aronoBkoM «Type 2 Routing Header» m ucmonp3oBaTh I HACHTHQHKALHH
3aroJIOBKOB T€ )K€ 3HAYEHHs, YTO U B 3arojoBke «Cieayromuil 3arojloBOK» IIPOTOKOJIA
IPv6;

none «Hdr Ext Len» momkHO coiepkaTh MH(MDOpMAalMIO O [UIMHE 3arojoBKa
(32 HCKIIOYEHHEM TIIepBBIX 8 OKTETOB) B €IAMHHMIEAX, pPABHBIX 8 OKTEeTaM
¥ OBITH PaBHO «2»;

none «Routing Type» I0DKHO cofepkaTh MHGOPMALIHIO O THIIE MAPIIPYTH3aLUH
1 OBITH paBHO «2»;

nosne «Segments Left» nomkHO ObITh paBHO «1»;

nosie «Pe3epB» JOMKHO OBITE paBHO «0»;

noje «Home Address» nomxHO OBITH moeM IUITMHOM 16 OKTETOB U COMEPKATh
JOMAILHUH afpec y3ia Ha3HauYeHHs.

1.4. nononuutensHble coobmenus ICMP IPv6:

IIporoxonom Mobile IPv6 BBomuTCS deThbipe HOBBIX THIIA COOOINEHHI A
npotokona ICMP.

Jns ompenenieHus anpeca AOMalIHETO areHTa JOJKHBI HCIIOJIB30BAaTHCS HOBBIE
coobmenus ICMP:

«3ampoc ormpeneneHus angpeca aoMmaiiHero arenra» (Home Agent Address
Discovery Request) (IOMKHO MCIONB30BaThbcsi MOOWJIBHBIM —TEPMHHAIOM IS
WMHUIMAIUY MeXaHu3Ma JUHaMUYeCKOT0 ONpeelIeHNs aipeca JOMAIIHEro areHTa);

«OtBeT ompepeneHus aapeca AoMairHero areHta» (Home Agent Address
Discovery Reply) (mo/DKHO HCIIONB30BaThCsl OOMAIIHHM areHTOM Ui OTBETa
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MOOMJIBHOMY y3Jy, MCIOJNB3YIOLIEMYy MEXaHU3M JHHAMHYECKOTO OIpelesIeHUs ajpeca
JIOMAIIIHETO areHTa).

Jns mepeHyMepoBaHUs ceTelf U KOHOUIypHpOBaHHSA aapecoB Ha MOOHMIBHOM
y3JIe JOJDKHBI UCTIONIb30BaThCs HOBEIE coodmenus ICMP:

«3ampoc MobunsHoro npeduxca» (Mobile Prefix Solicitation);

«O6psaBneHue MoOmIbHOTO Npedukca» (Mobile Prefix Advertisement).

a) ¢opmar coobiieHus «3alpoc ompeleieHus aapeca JOMAIIHETO areHTa»
(Home Agent Address Discovery Request) npuBeneH Ha pucyHke 1.

Tun Kon KoHTponbpHasg cymma
Unentuduxatop Pezeps
Pucynok 1
Ilpumeuanus:

nosie «Tum» (1 Gaiit) HOMKHO OBITH paBHO « 144y,

none «Kom» (1 6aift) nomxHO OBITH paBHO «0»;

none «Mnentuduxarop» (2 OaifTa) JOMKHO COmEpKaTh CreHEPUPOBAHHOE
MOOMJIBHBIM Y3JI0M 64-0HTOBOE YHCIIO, HCHOJB3YyeMOE i COIMOCTAaBIIEHHS 3ampoca
U OTBETa;

none «PesepB» HOMKHO OBITH paBHO «0» W HOIKHO WIHOPHPOBATHCA
nojydJaresem;

6) dopmar coobmenuss «OTBET OmpeXeNeHHs aipeca IOMAIIHETO areHTay»
(Home Agent Address Discovery Reply) npuBenen Ha pucyHke 2.

Tun Kon KoHnTponpHas cymma

Unentudukarop Peseps

Anpec AOMAIIHET o0 arcHra

Pucynok 2

[Ipumeuanue:

nose «Tum» (1 GaiiT) 1OmKHO OBITH paBHO «145;

noiie «Kom» (1 6aiit) nomxHO OBITH paBHO «0»;

none «Mnentuduxatopy» (2 Gaiita) HOMKHO COAEpP)KATh YUCIO U3 COOOIIEHHS
«Home Agent Address Discovery Requesty;

none «Pe3epB» HOWKHO OBITH paBHO «0» W JOMMKHO HWTHOPHPOBATHCS
noJydJaresem;

noje «AIpeca IOMalIHEr0 areHTa» JOJDKHO COJEP)XaTh CIHCOK aJpecoB
IOOMAIIHUX areHTOB MOOWJIBHOTO y3Ja B JOMallHel CeTH;

B) ¢dopmar COO0IIeHUS «3arpoc MOOHIIBHOTO npedukxca»
(Mobile Prefix Solicitation) mpuBeaeH Ha puCyHKe 3.
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Tun Kog KoHTponsHas cymma
Wnentuduxatop Pezeps
Pucynok 3
IIpumeuanue:

none «Tum» (1 6aiiT) JOMMKHO OBITH paBHO «146y;

nione «Kom» (1 Gaiit) momkHO GBITH paBHO «0»;

none «Mpentuduxarop» (2 OaiiTa) HOIKHO COAEPKATh CreHEPHPOBAHHOE
MOOMJIBHBIM y3JI0M 64-GHTOBO€ YHCIIO, HCIONB3YeMOe AJIS COMOCTABIEHHS 3aIpoca U
OTBeETa;

noje «Pe3epB» NOMKHO AOMKHO OBITh paBHO «0» M JOMKHO HUTHOPHUPOBATHCS
TOJTyJaTeIeM.

ITona naxera mporokona IPv6 NOMKHBI 3alONMHATHECSA CIAEAYIOUIMM 00OpasoM:
B nojie «Azpec uctogHuKa» (Source Address) IODKEH yKa3bIBaThCsA BPEMEHHBIH apec
MOOHMJIBHOTO Y3713, a-B Mojie «Anpec MecTa HasHaueHHs» (Destination Address) - aapec
JOMAIIIHET0 areHTa MOOHJIBHOTO Y3J1a;

r) dopmar coobmenns «O0bsBIeHne MOGHIBEHOTO npedukca» (Mobile Prefix
Advertisement) npuBeieH Ha pUCYHKe 4.

Tun Koz KonTponsHasg cymma
Unentuduxarop M | O | Pe3eps
Onuun
Pucynox 4
[Ipumeuanue:

nosnie « Tum» (1 6aiiT) [oMmxKHO OBITH paBHO «147»;

none «Kom» (1 6aiiT) 1omKkHO OBITH paBHO «0»;

none «Mnpentuduxarop» (2 Oaiita) OOKHO COAEPXKATh CreHEPHPOBAHHOE
MOOMIIBHBIM y3710M 64-0MTOBOE 4MCIIO, HCHONB3YeMOe IS COMOCTABIICHHS 3alpoca U
OTBETA;

none «M» (1 6ut) (pnar ynpapiaseMoro KOHGUTypHPOBAaHUA AAPECOB) JAOIDKHO
yKa3bIBaTh Ha AOCTyHnHOCTH aapeca yepes DHCPv6 npu 3HaueHun noins «M» paBHOM
«1»;

noste «O» (1 ©Our) (dbnar npyroit KoHurypauuwu) IODKHO YKa3bBaTh Ha
CyLIeCTBOBaHKE ApPYyroi MHpopManuu o KOH(Urypauuu, poctymnHoit yepes DHCPvO,
IIpH 3Ha4eHHUHU 110515 «O» paBHOM «1»;

none «PesepB» momkHO OBITh paBHO «0» M JODKHO HMTHOPHPOBATHCA
HOJy4aTeneM;

noite «Omuum» (cooOIIeHre NO0DKHO COAEpXaTh OAHY WJIM HECKOJBKO OILHM
«Prefix Information») nomkHO mepenaBaTh NpepHUKC, KOTOPHIA MOOUIBHBIA Yy3en
UCIIOJIB3YET Ik KOH(PUTYPHPOBaHHS CBOETO JOMAIITHEro ajipeca (JOMAIIHUX aJpecoB).
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Ilonst makera mporokona IPv6 MOIDKHBI 3allONHATBECS CIEAYIOIEM 06pPa3oM:
B ronie «Anpec uctounuka» (Source Address) noimkeH yKasbIBaTECA a[pec HOMALIHETO
areHTa, a B mojie «Azpec mMecta HasHaueHUs» (Destination Address) - 3HaueHue mons
«Source Address» u3 coobuieHus «3anpoc MOGUIBHOTO IpeduKcay.

2. TpeboBanus K QopMary COOOLIEHHI NPOTOKOIa OOHAPYKEHMS COCETHHX
y310B (nanee — NDP):

2.1. Qopmar  coobmenus «OObsBIeHHe  Mapmpytuzatopa»  (Router
Advertisement) npuBeJieH Ha PHCYHKeE 5.

Tun Kon KontponbHas cymma

Texyuuii npenen

[14T0B M | O | H | Pe3eps | Bpemst sxu3HH MapuipyTH3aTopa

BpeMﬂ JZOCTHXKHUMOCTH

Bpems noBTopHO# nepenayn

Omuun

PucyHok 5

IIpumeuanue:

noje «Tum» (1 6aiiT) KoKHO OBITH paBHO «134»;

none «Koxa» (1 6aifT) nomxHO GBITE paBHO «0»;

none «Tekymui mpejen maroB» DODKHO COAEPXKATh 3HAYEHHE I10 YMOTYAHHIO
U ero cjieqyeT IIOMECTUTH B IT0JIe YKcia maroB [P-3aronoBka s HCXOAAIIMX 1aKETOB;

nojsie «M» (1 6ur) (dnar ynpaBinseMoro KOH(QUIYPHUPOBAaHKS aJPECOB) TOIKHO
cofepxath HHGOPMaIKIO O JOCTYNHOCTH aapeca yepe3 DHCPv6 mpy 3HaueHHH OIS
«M» paBHOM «1»;

none «O» (1 6wmr) (dmar gmpyroif KoHUrypauwu) [OOIDKHO COAEP)KaTh
MHGOPMALMIO O CYIIECTBOBAHHM APYroif MHpOpMalWd O KOHGHIYpaluH, JOCTYIIHOMN
yepe3 DHCPv6, nmpu 3HaueHHuu nons «O» paBHOM «1»;

mone «H» (1 6ur) (dnmar nomammuero areHTa) comepaTh HHGOPMAIIHIO
0 (GYHKUMOHMPOBAHMM MapIIPyTH3aTOpa B KayeCTBE JOMAINHEro areHTa IIpH
3Ha4eHHUH noiist «H» paBHOM «1»;

nome «PesepB» [MomKHO OBITE paBHO «0» H [JO/DKHO HIrHOPHPOBATHCS
[IOJIy4YaTesem;

noine «Bpems XM3HM MapHIpyTH3aTOpa» NODKHO COAEPXaTh HMHPOPMALHIO O
BpeMeHU (YHKIMOHMPOBAHHS yCTPOICTBA B KaUueCTBE MapIIPyTHU3aTOPa, H3MEPIEMOE B
CEeKyHMaXx;

nose «Bpems mocrmxumocTH» (4 6aiiTa) TODKHO comepxarth HMHGOPMALUIO O
BPEMEHHU AOCTYITHOCTH COCEIHEr0 MapILpyTU3aTOpa MOCe IIONyYeHUs [TOATBEPKACHHS
JOCTYIHOCTH, U3MEPSIEMOE B MIJTUCEKYHAAX;
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mone «Bpems rmoBTOpHOM mepenaum» (4 Gaiita) JOIKHO cCOmepKaTh
MH(QOPMALMIO 0 BpEMEHH MEXy IOBTOPHO NEPEChLIAEMBIMU COOGIIEHHIMH 3alIPOCOB,
HU3MEpsieEMOoe B MUJUTHCEKYHAX.

3. TpeGosanus k nporokony DSMIPv6:

3.1. Ha MOOWJIBHOM TepMHHANe JOJDKHO YCTAHABJIMBATHECA NPOTPAMMHOE
obecneuenne (nanee — [10) xinenta DSMIPv6, na P-GW — 1O momaiunero arenra
DSMIPv6 nis ¢pyHxumonupoBanus nporokona DSMIPv6 Ha unTepdeiice S2c;

3.2. pacmmMpeHus 1ns cooOueHuit mporokona MIPv6:

a) Mg coobmenus «Binding Update», nepenasaemoro ot UE k momarmHeMy
areHTy WIH TOYKe MpUBS3Ku MoOumsHOCTH (Mobility Anchor Point (manee — MAP):

omuus «IPv4 Home Address Option» (ZoipkHa yKas3blBaTh JOMAINHUE aapec
MoOuIbHOTrO y31a opmara IPv4);

onuusi «IPv4 Care-of Address Option» (ZomkHa ykas3blBaTh BPEMEHHBIH aapec
MOOHIIBHOTO y3na ¢opmarta IPv4 mpy HaxoXIEHUH €ro B CETH, MOJep KHBAFOIIeH
TOJIBKO NpOTOKOI IPV4);

¢pmar (F) (momkeH yka3blBaTh IPH €ro YCTaHOBKE Ha HEOOXOXHUMOCTH
HHKAICYJISUH C TOMOIIEI0 rpoTokona UDP);

6) ma  coobmenus  «Binding  Acknowledgement», mepenaBaemoro
oT gomaiiHero areHta i MAP x UE:

ormus «IPv4 Acknowledgement Option» (1o/mkHa yka3biBaTh Ha OCYILECTBICHHE
oOHOBIICHHUs ajpeca IPUBA3KH U1 MOGHIBHOrO y3ia anpecom dopmata IPv4 u anpec
MOOHIBHOTO y31a popmata [Pv4);

omuusa «NAT Detection Option» (momkHa ykaseiBate UE Ha Hamuuue
TpaHCsAMH ceTeBoro anpeca (Network Address Translation, mamee — NAT) mpu
NIOMOIIK AOMAIIHETO areHTa, BKJIIOYaTh CUETYUK IIOBTOPHOM Iepenayn oGHOBIEHUS M
¢nara «F», ykas3pIBaloINEro IPH €ro yCTAaHOBKE Ha HEOOXOAMMOCTH MHKAICYISAIHA C
oMol npotokona UDP.
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IIpunoxxenue Ne 19

K IIpaBunam nmpumeHeHus oOopyAOBaHUSA
KOMMYTaIlU1 cerei MOIBHMKHOM
panuoreneponnoit cBasu. Yacte VIL
[IpaBuna mnpumeHeHHss 00OPYyIOBaHHUS
KOMMYTaLlU1 cTaHJapTa LTE,
YTBEP)KIEHHBIM IIpHKa3oM MuUHUCTEpCTBa
(G pPOBOro pa3BUTHS, CBA3M M MAaCCOBBIX
koMMyHuKanud Poccuiickoit @enepanuu

ofr 24508 70/ No 5725

Tpe6oBanus k nporokoay IKEv2

1. IIporokon obmena kimouamu B MuTepHEeT (Internet Key Exchange) Bepcus 2
(manee - IKEv2) nomkeHn monmps3oBatbes ycermyramu npotokosna UDP depes moptet 500
u 4500. B peiitarpamMe UDP nomxHa OCyIIECTBIATHCA Iepeadya OJHOrO COOOIEHHIO
IKEv2. Anpeca IP u Homepa moproB UDP B 3aronoBkax JOJDKHBI COXPAaHATHCS U
UCIIOJIB30BAaThCS [JIsl Iepefadyd oOTBeTHBIX mnakeroB. Coobmienme IKEv2 pomkHO
HaYMHATHCA HEIloCpeACTBEHHO Iocie 3aronioBka UDP npu nepenade uepes nopt UDP
500, a mpu nepenade uepes nopT UDP 4500 nmepen coobmenuem IKEv2 momxHBI
[IOMEIATECA HYETHIpE OKTETa C HYJIEBBIMH 3HAUEHHAMH. OTH OKTETHl He SBISAIOTCS
qacTeio coobmenus IKEv2 u He JOJDKHBI YYUTBIBATBCSA B pa3Mepax M KOHTPOJIBHBIX
cymmax IKEv2.

2. TpeboBanus k 3aronoBkaM nportokoina IKEv2:

2.1. coobmenne mnporokona IKEv2 pomkHO HayuHAThCS C  3aroJioBKa.
ITocie 3aronoBKa JOJDKEH ClIeIOBAaTh OJUH WM HECKOJIBKO 3JeMeHTOB JaHHBIX IKEv2,
uneHTuGuIUpeMbx 3HaueHWeM 1o «Next Payload» mpensigyiero sieMeHTa
OAHHBIX. OJIEMEHTHI JaHHBIX JOJDKHBI 00pabaThiBaThcs B MOPSAJKE UX CIEJOBaHUS B
coobmennn IKEv2 myTeM BEI30Ba COOTBETCTBYIOIIEH MPOLEAYPH], OINpenesseMoi
3HadeHrueM 1oy «Next Payload» B 3aronoeke IKEv2, 3atem 3HaueHueM mons «Next
Payload» B nepBoM snemente nanueix IKEv2 u nanee, noka B nosne «Next Payload» He
Oyner oOHapyXeHO HyJIeBO€ 3HA4Y€HHe, yKa3blBalolllee Ha OTCYTCTBHE CIELYIOLIETO
dJIeMEHTa JaHHBIX. DJIEMEHT NaHHBIX Tuna Encrypted mpu mnpueme noinkeH OBITHh
nemudpoBaH, a  pe3yNbTaT  paciIdpoBKH  HeoOXoauMmo  pa3dupaTh  Kak
JOTIOJIHUTENIbHBIE 3JIEMEHThI JaHHBIX. JieMeHT Encrypted nomkeH OBITH moOcneIHHUM
3JIEMEHTOM B makere. B 3ammdpoBaHHBIE 3JIEMEHTH HEOMYCTHUMO BKIIIOYATh ApPYTUe
aneMeHTHl THNA Encrypted;

2.2. dopmar 3aronoska IKEv2 npuBeneH Ha pucyHke 1.

Initiator's SPI
Responder's SPI

Next

Payload |MJVer| MnVer | ExchTypel Flags Message ID
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Length

Pucynox 1.

IIpnmeuanue:

none «Initiator's SPI» (8 oxTeToB) MOMKHO comepkaTh 3HA4YEHHE, BHIGPaHHOE
HHHIMAaTOPOM IJIsl yHHKAIbHOW MICHTU(HKAUY IapaMeTpoB Oe3omacHocTd (Security
Parameter Index, manee -SPI) IKEv2 u He J0/DKHO OBITE paBHO «0»;

noie «Responder's SPI» (8 oxTeTOB) HOMKHO comepKaTh 3HAUEHHE, BHIOPaHHOE
OTBETYHUKOM Ul YHHMKAIbHOH HAeHTH(UKauuu 3amminensoi cBs3u IKE u gomkHO
ObITh paBHO «0» B MEpBOM cooOIeHnH HavansHOro o6Mena IKEv2 (BKI0Yas IIOBTOPE
3TOr0 COOOILEHHs, comepKaiue cookie), I BCeX OCTATIBHBIX COOOLIEHUT He TOIDKHO
OBITH paBHO «0»;

none «Next Payload» (1 okrer) HoDKHO comepaTh MHGOPMALMIO O THIIE
3JIEMEHTA JAHHBIX, PAaCIIOI0XKEHHOTO cpa3y MOCIIe 3arojI0BKa.

dopMaT ¥ 3HaYSHHS TUIIA SJIEMEHTA JaHHBIX:

«Mj Ver» (4 6ura) JoKeH 3afaBaTh CTAapIIyI0 YacTh HOMEPa BEPCHM
ucnonszyemoro mporokoina IKE. Peamm3zammum nHa ocHoBe IKEv2  1momkHBI
yCTaHaBIMBaTh 3HauYeHHe Major Version paBHOe «2». OCHOBaHHbBIE Ha 3TOM BepCHH
npotokoia IKE peamusanuu OODKHBI OTBEpraTh WIH HMIHOPUPOBATH IIAKETHI CO
3HAYEHHEM 3TOIO IOJIS, IIPEBBIIAIOIINUM «2);

«Mn Ver» (4 6ura) IOmKeH 3amaBaTh MJIAAIIYIO 4acTh HoMmepa Bepcum IKE.
Peamusanyu Ha ocHoBe IKEv2 mOMKHBEI ycTaHaBIMBAaTh 3HadeHHe Minor Version
paBHOe «0» ¥ UTHOPHPOBATH MJIA/IIIYIO YaCTh HOMEPA B IPHHUMAEMBIX COOOIIECHHUSIX;

«Exchange Type» (1 okTeT) momKeH yKasblBaTh THIl MCIIOJIB3yeMOro oOMeHa,
OrpaHHYHBAIOIMA HA0OP OIEMEHTOB NAaHHBIX B KaXIOM COOOLICHHM U MOPSAOK
cooO1eHmi B oOMeHe.

Tunel oOmeHa npuBeneHs B Tadauie Ne 1.

Tabmamma Ne 1.

Tun obmena 3Ha4eHue
IKE_SA _INIT 34
IKE _AUTH 35
CREATE CHILD SA 36
INFORMATIONAL 37
Peseps JANA 38-239
PesepB 111 4aCTHOTO UCIIOIB30BaHHUs 240 - 255

[Ipumeuanne:

«Flags» (1 okxrer) mOMKEH yKa3blBaTh Ha HaIMYME CIELU(PUISCKHX ONIMH B
COOOIEHNH NIPH YCTaHOBJICHHH COOTBETCTBYIOIETO OuTa ¢ara B «1»;
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«Message ID» (4 oktera) IOIDKEH COAEpXaTh HISHTU(UKATOp COOOIIECHHS
U WCIOJIB30BaThCSA JUIS yIpaBlieHUS IOBTOPHON Ilepeladeil IMOTEpSHHBIX IIaKETOB
¥ CBS3BIBAHMSI 3aIIPOCOB C OTKJIUKAMU;

«Length» (4 oxTeTa) HOMKEH coAep)KaTh pa3Mep BCEro CooOIIeH s (3ar0JI0BOK U
3JIEMEHTHI JAaHHEIX) B OKTETaX;

2.3. cTpykrypa 0a3oBOoro 3arojloBka sjemeHTa MAaHHBIX (payload) IKEv2
IIpUBE/ICHA HAa PUCYHKE 2.

Nnentuduxarop
CIIELYIOLLETO C Peseps Pa3mep Texyiero snemMeHTa
3JIEMEHTa
DJeMeHTBI JaHHBIX
Pucynox 2
[IpuMeuanue:

none «Mnentudukarop ciepyromero siemeHtay (Next Payload) (1 oxrer)
JIOJDKHO YKa3bIBaTh THII CJEIYIOLIETO 3JIeMeHTa JaHHBIX B COOOIIEHUH, JOIKHO OBITH
paBHO «0», ecnM TeKyIIuH OSlIeMEHT sBISEeTCA IOCIEAHHM, U HE OJDKHO
UCIIONB30BaThCa JIA djieMeHTa Tuma Encrypted (Bcerma nomikeH OBITH MOCIEAHUM B
cooOmenun). YKa3aHHBIH 3JIEMEHT A0JDKEH COJepKaTh CTPYKTYphl JaHHBIX B (hopmare
JIOTIONIHUTENIBHBIX 2JIeMeHTOB. B 3aronoske snemenTa Encrypted mosne «Next Payload»
JOJIKHO YCTaHABIIMBATBCS B COOTBETCTBUU C THUIIOM IIEPBOIO BJIOXKEHHOIO JJIEMEHTa
(BmecTo «0»).

3HaueHus HACHTH(GUKATOPOB CIEIYIOMMUX 3JIEMEHTOB COOOIIECHHUs NPHBEICHBI B
tabmuue Ne 2.

Tabnuua Ne 2.

Wnentudukarop cliegyromero 31eMeHTa Ob6o3HaueHus 3HauyeHue
OTCyTCTBYET ClHEAYIOLIUN SIIEMEHT 0
Peseps 1-32
KoHnTtekct 6e30macHOCTH SA 33
OO0MeH KTro9aMHU KE 34
W neHTnhuKaTOp HHUIMATOPA IDi 35
HneHTudukaTop 0TBEYArOIIETO IDr 36
CepTtuduxar CERT 37
3amnpoc cepTudukara CERTREQ 38
Wpentuduxanus AUTH 39
Ciry4aitHoe 4HClIO Ni, Nr 40
VBenomiieHUe N 41
Y nanenue D 42
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Hnentudukarop peanusanun \Y% 43
Cenexrop Tpaduka - UHUIIIATOD TSi 44
Cenexrop Tpaduka - OTBeTIHK TSr 45
Konuposanue E 46
Kondurypanus CP 47
Pacmupsiemast uaeHTHUKAITUSL EAP 48
Peseps JANA 49-127
JI1s 4acTHOro NMpUMEeHEeHus 128-255
[Tpumeuanmue:

none «C» (1 O6ur) momkHO OBITH paBHO «0» mNA oOecreveHHS 3asABJICHHOM
OTIIPAaBUTENIEM BO3MOXKHOCTH IO IPOITYCKY MOJIyvaTeleM dJIeMEHTa MaHHBIX, KOTraa
noJy4arensb He uaeHtuunupyet kox B none «Next Payload» npeapiayiero siaemenra.
Ilomy4atens AOKEH MTHOPHPOBATH 3TOT (Iar Npy WACHTH()HUKALKUU THIIA 3JIEMEHTa.
®nar «C» I0IKEeH OTHOCUTHCS K TEKYIIEMY 3JIEMEHTY AaHHBIX;

noine «Pe3epB» (7 OuroB) momxHO OBITH paBHO «0» mpH Mepegade M
UTHOPUPOBATHCA Ha IIPHEME;

none «Pa3smep Tekymero snementa» (Payload Length) (2 okreta) momkHO
COZlepXKaTh pa3Mep TEKYIIEero JJIeMEeHTa [aHHBIX B OKTETaX C YYeToM 0a30BOro
3arojI0BKa,;

2.4. ctpyktypa »5neMeHTa pgaHHBIX «[Ipemnoxenus» (SA) mnpuBegeHa
Ha pUCYHKe 3.

0 num 2 Peseps JUivHa npeioxKeHus
Howme eHTU(UKATO Yucno
P e (b P 3Hauenue SPI .
peJIOKEHHUS IIPOTOKOJIa npeoOpa3oBaHuit

SPI nepenatoieit CTOPOHBI

CrpyxTypa npeobpa3oBaHus

Pucynoxk 3

Hannsie koHTekcTa Oe3omacHOCTH (Security Association Payload, mamnee — SA)
JOJDKHBI UCIIONIB30BaThCs JUIS COTIacCOBaHUS aTpuOyTOB 3aILMIIEHHON CBSI3U. DIIEMEHT
SA MoOXeT BKIIOYaTh HECKOJBKO IPEJIOKEHUH, YIOPAIOUYEHbIX B NOPSAIKE CHIDKCHUS
npuopurera. Kaxaoe mpeanoxeHue MOXET BKIIOYATh HECKOJIBKO IMPOTOKOOB IPsec
(IKEv2, ESP, AH), ka)xJplif IIpOTOKOJI MOXET BKIIOYaTh MHOXKECTBO IIpeoOpa3zoBaHuil,
a Kaxxoe npeodpa3oBaHUe MOXKET BKJIIOYaTh HECKOJIBKO aTpuOyTOB.

IIpumeyanue:

IEPBBIA OKTET J[OJDKEH COIepXKaTh HHPOpMAalMI0 O TOM, SBIAETCA JIH
[IpeIOXKEHNE TIOCIEIHIM B CYOCTPYKTYpe IpeIoXKeHHH 3eMenTa SA (TIpeuIosKeHue
JOJDKHO OBITH MOCJIEAHHUM IIPH 3HAUYE€HUH IIEpBOro OKTeTa paBHOM «0» M HE JOJDKHO
SIBJIATHCS MOCJIETHUM IIPU 3HAUYEHUH PAaBHOM «2»);
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nore «JltMHa mpennoxeHHs» (2 OKTeTa) MJOJDKHO YKasblBaTh pasMep
NPEIJIOKEHNUS, BKIIIOYAs BCE BXOSIINE B HETO NIPeoOpa3oBaHus U aTpUOYTEL;

nore «Homep mnpemnoxenus» (1 OKTeT) MOKHO YKa3bBaTh HOMEP
npemnoxenus. [lepsoe mpennoxenne B aneMeHTe SA [NOIDKHO UMETh HOMep «1»,
a HOMepa IMOCNIeNYIOIIMX MPEMIOKEHHH JOKHBI COBIAAaThb C HOMEPOM
npenwecTBeHHuKa (M — mepecedeHre IByX IpeioxkeHuii) win GbITh Ha 1 Goublie
(WIA — o6benunHeHne IBYX NpeAnoxeHuit). Bce HoMepa nmpesoxeHuii B ameMenTe SA
AOJDKHBl COBNAgaTh IPpU IIPMEME M COOTBETCTBOBATH HOMEPY IEPEAaHHOrO
IpeIJIoKeH s, KOTOpoe OBLIO MPHUHATO;

nose «Mnentupukarop mporokona» (1 OKTeT) JOIDKHO 3a1aBaTh UAEHTHOUKATOP
npotokona IPsec 11 TekyIero coriacoBaHus;

none «3HadyeHne SPI» (1 OKTeT) MOKHO HCIIONB30BATBHCA IS HAYAJIBLHOTO
cornacoBanys IKE_SA u momxno 6pITE paBHO «0». 3Hauenue SPI ciexyer momydars
U3 BHELIHEr0 3arojioOBKa M IIPU MOCIHEAYIOIIHUX COIIaCOBAaHMAX IoNe «3HAa4YeHUe
SPI»omkHO mokaseiBathk pasMep SPI (B okTeTax) Iyis COOTBETCTBYIOIIErO IMPOTOKONIA
(8 msa IKEv2, 4 nna ESP u AH);

none «Yucno npeobpasosaHuii» (1 OKTET) HOKHO COAEp aTh MH(MOPMALHIO O
qucie npeoOpa3oBaHuii B MPEAIOKEHNY;

nojie «SPI nepenarommeii cTOpoHBI» HOIDKHO OBITH IEPEMEHHOTO pa3Mepa;

nosie «CTpyKTypa npeo6pa3oBaHUs» JOJDKHO GBITh IIEPEMEHHOrO pa3Mepa.

®opmart nonsa «CTpykTypa npeoOpazoBaHusm» MPUBEIEH Ha PUCYHKe 4.

0 3 Peseps JnrHa npeobpazoBaHus
Tun
IpeoBpasoBanus Peseps Hnentudukarop npeobpazoBaHus
ATpubyTHI Ipeobpa3oBaHus

Pucynok 4

Ilpumevanmue:

IIEPBEI OKTET MOJDKEH HOJDKEH coAepXaThb HMH(OpPMalHMIO O TOM, SBIAETCH
. npeoOpazoBaHHME MOCIEAHMM B IpeanoxeHuu. [IpeoOpa3oBaHue IOIKHO OBITh
IOCTIEIHUM IIpM 3HAYEHUH IIEpBOrO OKTeTa paBHOM «0» M He JOIKHO SBJIATHCS
IIOCJICIHUM IIpY 3HAYEHUH PaBHOM «3»;

none «PesepB» (1 okrter) momxHO OBITH paBHO «0» mpu mepemade
U UHTHOPUPOBAThHCS Ha MpUEME;

none «JlnnHa npeobpasoBaHuA» (2 OKTeTa) JOIDKHO COAEpPXaTh HHGMOPMALIHIO
o pasmepe mona «CTpykTypa npeoOpa3oBaHHs» (B OKTeTaX) C YYE€TOM 3aroJIOBKa
1 aTpubyTOB;

none «Tmm rmpeoGpasoBanus» (1  OKTeT) JOMKHO COHEPXKATh  THII
npeoOpa3oBaHus, 33JaBaeMOr0 STHM DJJIEMEHTOM. IlpeoOpasoBaHue HEe JOIKHO
BKIIIOYATbCA B IPEJIOKECHHE, €CIH OHO SBISIETCS HeOOsA3aTeNbHBIM M HHHUIHATOP
nOpeajaraeT €ro MNpomyCTHTh. VIHWUIMATOp JOIDKEH BKIIOYATh CYOCTPYKTYpYy
npeobpazoBanus ¢ uaeHtuduxaropom Transform ID paBHOM «0» B KadecTBe OIHOI
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npeoOpa3oBaHuUs OTBETUHKY.

BOIIpOCa
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00

HCIIOJIB30OBAaHHUHU

HE00A3aTeJIbHOTO

Tunel npeobpa3zoBanuii mpuBeeHB! B Tabmuie Ne 3.

TaGmuia Ne 3.
Tun o
Hazpanmne npeoGpazoBanus Hcmonb3yeMblii IPOTOKOI
npeoOpa3oBaHUs
Peseps 0
Encryption Algorithm (ENCR) - 1 IKE u ESP
ITOPUTM IKUGPOBAHUS
Pseudo-random Function (PRF) —
. 2 IKE

nceBRoCIyqaiHas QyHKIus
Integrity Algorithm (INTEG) - 3 IKE, AH, onuuoHalbHO B
AJITOPUTM 3aLUTHI LEJTOCTHOCTH ESP
Diffie-Hellman Group (D-H) — 4 IKE, onmmonansHo B AH
rpynna Diffie-Hellman u ESP
Extended Sequence Numbers
(ESN) — pacmmpeHHEIe 5 AH u ESP
NOPSAAKOBBIE HOMepa
Pezeps JANA 6-240
YacTtHOE NpUMeHEHNE 241-255

Ilpumeuanmne:

none «Mnentudpukatop mnpeoOpazoBaHus» (2 OKTeTa) JOJDKHO COHAEpXKaTh
UAEHTH(PUKATOP KOHKPETHOTO Npeobpa3oBaHus YKa3aHHOI'O THIIA.
Yucno u tun npeodpa3oBaHUN B 3JIEMEHTaX NAaHHBIX SA JIOIDKHBI 3aBHCETH OT

THUIIa IPOTOKOJIa B caMoi SA.

OOs3aTenpHbIe U ONIMOHAIBHEIE THUITEI NpeoOpa3oBaHUil NMpUBeAeHB B TabuIle

Ne 4.
Tabmuma Ne 4.
Obs13aTenbHbIE
ITporokon OnuuoHanbHbIE TUIBI
THIIBI
IKE ENCR, PRF,
INTEG, D-H
ESP ENCR, ESN INTEG, D-H
AH INTEG, ESN D-H
IIpumeuanue:
noie «ATpuOyTel mpeoOpa3oBaHMA»  JODKHO  COAEpXKaTb  aTpUOYTHI,

IOPECTaBIAIOIINE COOOM Tapbl «THI-3HAYEHHE» JUII KaXIoro mnpeodpa3zoBaHUs
aJIEeMEHTa JaHHBIX SA, npuBeieHHbIe B Tabauie Ne 5.
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Tabnuma Ne 5.
Tun atpudyta 3HaveHue aTpubyTa ®opwmar arpubyra

Pesepn 0-13
Pasmep ximroua mudposanus 14 THUII/3HaYCHHE
nepeMeHHoro pasmepa (Key
Length) (B 6urax)
PezepB 15-17
Pezeps IANA 18 - 16383
151 4acTHOTO MpHMeEHEHHUs 16384 - 32767

ITpumeuanue:

3HadeHne  aTpubyTa [ODKHO HMeTh  (PHKCHPOBAHHYIO (2 oxrtera)
WK IEPEMEHHYIO JUIUHY. [l npeICcTaBlIeHUs aTpuOyTa IMepeMEeHHOM IJIMHBI JODKEH
HCIIONIB30BaTECS (hOpPMAT «THI-pa3zMep-3HadeHHE.

Dopmar nonst «ATpubyTa peoGpasoBaHus [IPUBEAEH HA PHCYHKE 5.

Tun atpuGyra Hiuna atpubyTa (3HaYeHue)

3HadeHue aTpubyTa

Pucynok.5

ITpumeuanue:

none «Tum atpubyTa» (2 oKTeTa) MOMKHO COAEPXKaTh HICHTHYHUKATOP aTPHUOYTA.
Jngt  atpubyta  JMOMKEH  WCIONB30BAaTBCS — MONHBIH  hopmar aTpudyTa
(TUn/pasMep/3HadeHUe) IIPH YCTAHOBJIEHHM CTapIIero Oura mojs «Tum aTpubyrta» -
trara popmara arpubyra (AF), paBHOro «0» HIM COKpaILeHHBIH ¢opmar arpubyrta
(Tun/3HaueHue) npu AF pasaoM «1»;

mone «JlivHa artpubyra (3HayeHwe)» (2 OKTeTa) MOMKHO COIEPHKATh
uHbOpMAIUIO O pasMepe aTpubyTa, coiepKaliuiics B mone «3HaueHHe aTpHGYTa»
(mepemennas anuna), npu AF paBHOM «0» WM ColepKaTh 3HAYCHHE aTpubyta npu AF
paBHOM «1»;

2.5. dopmar snemenTa nanueix O6Men kmouyamu (Key Exchange, nanee — KE)
IIPUBE/ICH Ha PUCYHKE 6.

Homep rpynner DH Pezeps

JaHHble 0OMeHa KIII0YaMH

Pucynok 6

Onement nanHbix KE JO/MKeH HCIIONB30BaThess M OOMEHa OTKPBITHIMH
Homepamu nporokona Judpdu-Xénmmana (Diffie-Hellman, nanee — DH) npu o6meHe
Kiroyamu DH.



94

OnemeHT HanHbIX KE gmomkeH co3paBaThCsl IyTeM KONMHPOBAaHHS OTKPHITOTO
3Havyenuss DH B none «/lanHbie oOMeHa kmouamm». Pasmep oTkpeiToro 3Havyenus DH
JOJDKEeH OBITP paBeH pa3Mepy IIE€PBUYHOIO MOXYJS, I KOTOPOTO BBHIMOJIHSAETCS
BO3BE/IEHHE B CTEIICHb, NOMOIHEHHOI0 P HEOOXOMUMOCTH HYJIIMHU B HaJaJle.

ITone «Homep rpynnet DH» (2 6aiita) momxHO uaeHTHUIEpoBaTh rpymny DH,
B KOTOpPO#H OBLIIO paccuuTaHo 3HaueHHe N0 «J]aHHble oOOMeHa KirouaMuy. CooOleHe
JOJDKHO  HMTHOPHPOBAaTBCS € BO3BpPAaTOM  dJIeMeHTa  «YBEHOMIIEHHE  THIIA
INVALID_KE PAYLOAD» mnpu BbIOOpE Ipe[ioKeHHUs, HCIIOJIB3YIOIIEr0 APYrYIO
rpymiry DH;

2.6. dopmar snementoB Vnentuduxarop urunuaropa (IDi) u Upentudukarop
otsevaromiero (IDr) nmpuBeneH Ha puCyHKe 7.

Tun noerTudukanuu Peseps

HanHble naeHTH(UKATOPA

Pucynok 7

IIpumeuanue:

none «Tun unentTudumkanuu» (1 6alT) NOKEH 3alaBaTh THII HCIIOJIB3YEMBIX
UACHTU(UKATOPOB;

none «JlaHHble HIOeHTHHMKATOpay (IepeMEHHON MIJIMHBI) JODKHO COHEPXKaTh
UACHTU(UKATOP, TUI KOTOPOTO YKa3aH B MPEABIAYIIEM TOJIE;

2.7. ¢opmar snemenTa gaHHBIX CepTUdUKAT NIPUBEACH HAa PUCYHKE 8.

Tun ceptudukara Janssle cepTudukara

PucyHok 8

IIpumevanmue:

noinie «Tun ceprudukara» (1 OKTET) JOMKHO conepKaTh HH(PpOpMAIHIO O criocobe
KOAMPOBaHUS CepTHU(UKATA;

noine «/lanHble cepTUdUKaTa» JOMHKHO UMETH IEpEMEHHBIN pa3Mep.

OneMeHT HAaHHBIX CepTudHUKaT OOMKeH oO0ecrmedYnBaTh CIOCO0 Iepemadd
cepTU(UKATOB WIH APYroi, cBA3aHHON ¢ uiaeHTUUKauueit uHpopmanuu depe3 IKE.
OnemeHt pnaHHbIX CepTU(dUKaT cledyeT BKIOYaTh B OOMeH, eciu ceprudukar
JOCTyNEH OTIpPaBUTENIO JO YKa3aHHUA MapTHEPOM BO3MOXKHOCTHA IOJIYYCHHS
UACHTUGUKAUUOHHOW WHGOPMAUM UWHBIM IIyTEM C HKCIOIb30BAaHHEM 3JIEMEHTa
VBenomnenue Tuna HITP_CERT _LOOKUP_SUPPORTED. Tpe6oBanus k

3uaueHus nois «Tun ceptudukara» npuseneHsl B Tabnuwe Ne 6.

Tabmuma Ne 6.

3HaueHmne

KarT
Crioco6 xoaupoBaHus cepTuduKara ®opmar atpubyTa

PesepB 0




95

Ceprudukar X.509 ¢ PKCS
(Public Key CryptographyStandard — kpunrrorpadguueckuii 1
CTaHJApT OTKPHITOro Kioua)) Ne7

Ceptuduxar PGP (Pretty Good Privacy)

Iomnucanneni kmoy DNS (Domain Name System)

Ceptuduxar X.509— nmogmuce

Mapkep Kerberos

Cnucok oTto3BaHHBIX cepTHdrkaTtoB CRL
(Certificate Revocation List)

ARL

Ceprrdukat npocToit HHYPACTPYKTYPBI OTKPHITHIX
xmoueit SPKI (Simple Public Key Infrastructure)l

Ceptuduxat X.509 — atpubyT 10

O N RN R WD

\O

Hepa3o6paHHblii K04 KpHIITOrpapuyeckoro airopurma ¢
OTKPBITHIM KJII04oM RSA

Xem u URL ceptudukara X.509 12
Xew 1 URL cBsasku (bundle) X.509 13
Pezeps IANA 14-200

i yacTHOro NpUMeHeHHUs 201-255

11

2.8. (¢opmMart sneMeHTa JaHHBIX 3alpoc cepTH(HKATa IPHUBEASH Ha PUCYHKE 9.

Tun ceptudukara Y nocroBepsromuii HeHTp

Pucynok 9

[Ipumeqanue:

noisie «Tun ceprudukara» (1 okTeT) JOMKHO comepKaTh HH(PpOpMaLHIo O criocobe
KOAUPOBaHUS CePTH(UKATA;

1oJie «Y JOCTOBEPSIOIINN LHEHTP» TOMKHO UMETh IIepEeMEHHBII pa3Mmep.

2.9. osneMeHT [JaHHBIX MpaeHTuuKkauus [OODKEH COAEP)KaTh OaHHEIE,
UCIOJIB3yeMble I UACHTHU(PUKAIIH.

®opwmar snemeHTa JaHHBIX MneHTudukanys npuseaeH Ha pucyske 10.

MeTton uaeHTH)UKAIIH Peseps

UnentudukannoHHbIe JaHHBIE

Pucynok 10
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Ilpumeyanue:

none «Meton unenTudukanum» (1 oKTeT) HOIKHO colepxkaTh MHGOPMALMIO O
HCIIOIB3yeMOM METO/I€ MACHTU(GUKALUY U IPUHIMATh 3HAUEHUS

RSA mudpoBas noxmuce (1) (HOKHO pacCUYUTHIBATBECA C MCIIOIB30BaHHUEM
npuBatHoro Kimoya RSA u xam-3nadenuss PKCSNel ¢ 3anonneHuem);

Shared Key Message Integrity Code (2) (ZOMKHO pacCUMUTBIBATBCA C
HCITOJIb30BAHUEM DPa3[elIIeMOro KIII04a, CBA3aHHOTO C OOBEKTOM H3 3ieMeHTa Tun
HIeHTH(GUKALIMK U coryiacoBaHHOM ¢QyHKImu pri);

DSS (Digital Signature Standard) wmudposas moxamuce (3) (ZOMKHO
pacCUUTHIBATECA C HCIIONB30BaHUEM 3akpeiToro kmoda DSS wu  xom-3HaueHws
anroputMa Kpunrorpaduyeckoro xemmposanus SHA-1 (Secure Hash Algorithm);

3uauenue 0 u 4 - 200 gowKHEI OBITH 3ape3epBupoBaHbl IANA, 201-255 nomKHEI
OBITBH BBIIENIEHBI VIS YaCTHBIX IPUJIOKEHHM;

nojie «MneHTuGUKaIuOHHEBIE JaHHbBIe» TOJKHO UMETh IIEPEMEHHBIN pasMep;

2.10. snement paHHbIX ChydailHoe 4YHCIO JOJDKHO HMETh OAHO IIOJIE
IIEpEMEHHOr0 pa3Mepa, CoaepiKallee CO3JaHHOE Iepelarolleld CTOPOHOM CilydaiHoe
3HAUEHKEe, pa3Mep dJIEMEHTa JODKeH HaXOOUThcs B AuanaszoHe (16 - 256) oxreTos
BKJIIOYUTENBHO, TOBTOPHOE  HCIONb30BaHWE 3HadeHus CiydyaHOoro  4ucia
HE JIOIyCKaeTcs;

3. DJIEeMEHT [JaHHBIX YBEIOMIIEHHE IO/DKEH MCIIONb30BaThCS AJIS Iepeladyu
ciryxe0HOM HH(OPMALIHH.

dopMaT 37eMeHTa JaHHBIX Y BeJIOMJIIEHHE IPUBE/ICH Ha pUCYHKe 11.

Wnentuduxarop Pa3mep SPI Tun yBegoMieHHs
IIPOTOKOJIA
SPI
J{aHHBIEC YBEJOMIICHUS
Pucynok 11
IIpumeuanwue:

none «AnenTudukarop mpotokonay (1 OKTeT) HOKHO IOKa3kIBaTh THI SA, eClu
yBEIOMIIEHHE OTHOCHTCA K cymecTByromedl SA, 1omkHO OBITE paBHO «l1»
nns ysenomiennii IKE _SA, «2» ans nporokona AH unu «3» ansa nporokona ESP mist
yBeoMJIeHHi, Kacatomuxcs IPsec, 1 «0» mpu nepeaave U HTHOPUPOBATHCS Ha IIpUEMeE
I7Is YBEIOMIIEHH#M, He OTHOCSILIUXCS K CyliecTBYOIMM SA. Bee ocranbHble 3HAYEHUSA
JOJKHEI OBITH 3ape3epBrupoBaHbl IANA U1 HCIIONB30BaHUs B Oy IyIIEM.

none «Pasmep SPI» (Security Parameter Index) (1 okTeT) HOMKHO yKa3bIBaTh
pasmep SPI B okrerax;

noje «Tun yBegomiieHIsD (2 OKTeTa) AOJDKEH 33aBaTh THUII YBEAOMIICHUS,;

nosnie «SPI» MOIDKHO MMETh MEPEMEHHBIN pa3Mep U COAepXaTh UICHTU(HKATOP
apaMeTpoB 3allUTHI;

riosie «JlaHHBIE YBEIOMIIEHUD JODKHO MMETh IIEPEMEHHBIN pa3Mep U COAepXaTh
JONOTHUTEIBbHYI0 HHPOPMALIMIO K TUILY YBEIOMIICHHUS,

3.1. ¢dopmar 3JeMeHTa JaHHBIX Y lalleHHe IPUBEIEH Ha PUCYHKe 12.
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OneMeHT HaHHBIX YHalleHHe IOJDKEH COAEpXKaTh ONpeesAeMBbIl NMPOTOKOJIOM
HUICHTU(UKATOP 3AILUIIEHHON CBA3H.

Hnentuguxarop Pasmep SPI KomuyectBo SPI
IIPOTOKOJIa
Nupexc mapameTpoB G6e3omacHocTH (SPI)
Pucynok 12
IIpumeuanue:

none «Hnentudukarop mporokona» (1 okreT) HOMKHO OBITE paBHO «1»
i IKE SA, 3«2» - mia AH, «3» - nns ESP;

none «Pasmep SPI» (1 oxTeT) moimkHO conepxkaTtb pasmep SPI ykasaHHoro
IIPOTOKOJIA (B OKTETaX);

none «KommuectBo SPI» (2 okxTera) HOMKHO comepxatb konuuectBo SPI B
3JIEeMEHTe JaHHBIX Y JajJIeHue;

none «HHpaekc nmapamerpoB GesomacHocT» (SPI) JOMKHO MMETH NEPEMEHHBIH
pa3Mep ¥ HICHTH(PUIPOBATH yAAIAEMOE 3alIUIIEHHOE COSINHEHHE;

3.2. 3JeMeHT JaHHBIX MaeHTHduKaTop peanu3aliy JODKEH UMEETh OJHO IT0JIe
TIEpeEMEHHOTO pa3Mepa, cojepiKallee YHUKaIbHbIA HACHTHOUKATOP MPOU3BOIUTEIIS;

3.3. D3neMeHTHI JIaHHBIX Cenexrop TpaduKa - Hunnumarop,
Cenexrop Tpaduka — OTBETUHUK.

®opmar snemenra Cesnekrop Tpaduka NpuBeeHbl Ha PUCYHKe 13.

KonmyecTBo cenexkTopos
Pezeps
TpaduKa
Cenexrop(sl) Tpaduka
Pucynok 13
[Ipumevanue:

rioste «KoIM4ecTBO CeNeKTOPOB Tpadrka» AOIKHO UMETh pasMep 1 OKTeT;

none «PesepB» (3 oxrera) nmomxHO OBITH paBHO «0» mnpu mepenave
1 HTHOPHPOBATECS Ha IPHEME,

none «CenexTop Tpaduka» AOIDKHO MMETh INEPEMEHHBIN pasMep U COJACpXKaTb
OJIVH WJIY HECKOJIBKO OT/EBHEIX yKa3ateneil Tina Tpaduka;

3.4. omement naHHeIX Koguposanme (Encrypted - mamee E), momkeH
cojlepXaTh JpyTHe dIeMeHTHl B 3amudpoBaHHOM Bupe. IIpy Hanuuuu B COOOIICHUH
snemenTa KomupoBanue oH JODKEH OBITH IOCTEIHIM B COOGLIEHHI.

dopMaTy dIeMeHTa NaHHbX KonupoBaHue IpHBeieH Ha PUCyHKe 14.

Initialization Vector
Jlannsie IKE
Padding (0 — 255) oxTeToB Pad Length
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Integrity Checksum Data

Pucynok 14

IIpumeuanmue:

noine «Initialization Vecto» momkHO comepxaTe cioydaiiHOe 3HaYeHHe,
COBMajaloIiee C pasMepoM OJI0OKa HCIONB3YyeMOr0 aIrOpuTMa IIH(pPOBAHUI.
Iomy4arenu NOKHBI BOCHIPHHUMATH JHOOBIE 3HAYEHHs ITOTO MOJSA, a OTHPABHTEISIM
ClIEAyeT TEeHEPHUPOBaTh IICEBAOCTy4YalfHOe 3HAYeHHE HE3aBHUCHUMO JUIS KaXXIOTro
COOOILUEHHS MJIM HCIIONB30BAaTh [UIf BbIGOpa 3HAYEHMH IMHMQPOBAHHEIA GIOK
IpEeAbIAYILETO COOOIICHHUS;

none «/lannple IKE» gomkHO OBITH IEpEeMEHHOM [UIMHBEI, COAEPXKATh
mrdposanHbie d1eMeHTs! IKE v mmpoBaThcs ¢ HCIONB30BAHHEM COMIACOBAHHOTO
ITOPUTMA;

none «Padding» MoxeT comepxats r060e 3HaUeHre, BEIGPAHHOE OTHPaBUTENEM,
JOJDKHO HMETh pa3Mep, KOTODPBIH [enaeT CyMMapHBIM pasmep IIH(POBAHHEIX
aneMeHToB, nois «Padding» u mons «Pad Length» xpatHeiM pasmepy 6noka
mu¢pposarns  «Initialization Vecto» u mmdpoBaTbCI ¢  HCHONB30BAHHEM
COINIaCOBaHHOTO aJITOPUTMA;

nonte «Pad Length» (1 oxTeT) NomKHO cofepxaTh UHGOPMALHIO O pasMepe MO
Padding ¥ mmppoBaTeCs ¢  HCIONB30BAHMEM  COTNIACOBAHHOIO  AJITOPUTMA.
Otnpasutenmo cienyeT ycTaHaBnuBath B mojie «Pad Lengthy MHHEManbHOE 3HAYEHHE,
KOTOpOE JieNaeT pasMep mojei mupposaHHeIX sneMeHToB «Paddingy u «Pad Length»
KpaTHBIMU pa3Mmepy Oioka mm¢ppoBaHus. Ilomydarens HO/DKEH NPUHHMATH JIHOOBIE
3Ha4YeHUs, olecreunBaromue TpebyeMoe BBIpaBHHBaHHE. JT0 mojie mudpyercs
C HCTI0JIb30BaHHMEM COTTIACOBAHHOTO aJITOPUTMA,;

none «Integrity Checksum Data» HomKHO comepaTh KpHNTOrpadUYEcKyro
KOHTPOJIBHYIO CYMMY BCET0O COOOILEeHH s, HauMHas ¢ PUKCHPOBaHHOro 3arojoska IKE u
3akan4yuBas noneM «Pad Length». KoHTpoibHas cyMMa J0/DKHA pacCYMTHIBATHCS A
3alIM(pOBaHHOro CcooOLIeHNs. Pa3Mep mosiss HOMDKEH ONMpenenaThcs COTIIACOBaHHBIM
aJIFOPATMOM 3aIIUTHI LEJOCTHOCTH;

3.5. onemeHT naHHbIX Kondwurypaums (CP) HOMKEH HCIONB30BAThCA A
oOMeHa KOH(UTypallMOHHBIME NTapaMeTpamMu Mex 1y maptaepamu IKE.

TpeboBanmss k dopmary onemMeHTa paHHbix KoHdurypamus mnpuBeneHb]
Ha pUCyHKe 15.

Tun o6MeHa Pezeps

ATpubyThl KOHPHUTYpALIUH

Pucynoxk 15

OnemeHT naHHBIX KoHdurypanmus moxen BKIOYaTh 0a30BbIM 3arojoBok IKE
Y CIIENYIOIIHE MOJIA:

none «Tun o6mena» (1 okTeT) JOMKHO comepkaTh HHGHOPMAIIHMIO O THIIE 0OMeHa
nauabiMu Kondurypanuun (REQUEST-1, REPLY-2, SET-3, ACK-4);
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none «Pesep» (3 okrera) JnomkHO OBITH paBHO «0» mpu mepenaye
Y UITHOPUPOBATHCS Ha MIpUEME;

noine «ATpuOyTHl KOH(Urypauuw» MAOMKHO HMETh IepeMeHHBIH pasMmep U
coZiepKaTh aTpUOyTHl KOHQUTypauuy B popMarte «TUII-pa3Mep-3HadeHue.

OnemeHT AaHHBIX KoHpurypauus MoxeT cofepxath HECKOJIBKO aTpHOyTOB WX
HE COIEPXXUT aTPpUOYTEHI,

3.6. oanemeHnT naHHbIX Pacmupsemas wunentupukauus (EAP) nmomxen
M03BOJIATH BRIMONHATE uAaeHTU(uKanuwo IKE SA c ucrones3oBanuem mporokona EAP.
®opmMart 3neMeHTa JaHHbIX EAP npuBenen Ha pucyske 16.

Kon Unentuduxartop JnuHa
Tun JlaHHbIE
Pucynok 16
ITpumeuanue:

nojte «Kom» (1 OKTeT) HOMKHO IMOKa3bIBaTh THII COOOIEHHWE W MOJDKHO OBITH
paHo «1» mpu 3ampoce (Request), «2» npu otknuke (Response), «3» mpu yCIeUIHOM
3aBepiueHueM (Success) wiu «4» npu otkaze (Failure),

nosne «Unentuduxarop» (1 OKTET) JOIDKHO HCHONB30BaThcs B MpoTokoie PPP,
YTOOBl OTJIMYUTH IIOBTOPHOE HCIIOIB30BaHHE COOOIICHHUI OT IOBTOPHOH Iepemayu.
B ortknukax nosne «/aentudukarop» JOHKHO OBITH paBHO 3HAUYEHUIO UJIEHTHUPHUKATOpA
B COOTBETCTBYIOILIEM 3alpoce, a B OCTAIHHBIX COOOUIEHUIX MOXXET IPUHUMATH JI060e
3HaYeHHe;

none «JlnuHay (2 OKTeTa) MOJDKHO COAEpXKaTh HHPOpPMALMIO O pa3sMepe
coobuienuss EAP u ObITh B 4 pa3za MeHblIe 3Ha4eHUs N0 «PazMep Tekylero aieMeHTa
(Payload Length) 6azoBoro 3aronoskay;

noje «Tum» (1 okrer) HOMKHO OBITH TOJBKO B cOOOIIeHMIX ¢ KogoM Request (1)
win Response (2). Ilna apyrux xonxoB pasmep coobmenuss EAP nomkHO cocTaBisiTh
YyeThlpe OKTera, a rnoya «Tum» u «JlaHHBIe» AOMKHBI OTCYTCTBOBaTh. B 3arpocax (1)
nojie «TWm» HOMKHO yKa3blBaTh 3alpallliBaeMble JaHHBIE, a B OTKIMKax (2) moie
«Tum» JOMKHO OBITH MYCTHIM WM COOTBETCTBOBATH TUITY 3aIIPOIIEHHBIX JaHHBIX.

3nayeHus nois « Tumy:

1 — TOXXIECTBEHHOCTD,

2 — yBeAOMIICHHE,;

3 — TONBKO OTKJIMKH;

4-MD5 — BBI3OB,;

S — OAHOKpaTHBIH MapOJb;

6 — MapKepHast KapTa 6a30BOro THUIMA.

[Tone «[laHHBIE» HODKHO OBITH NMEPEMEHHOrO pa3Mepa U 3aBHCETh OT THIA
3arpoca U CBSI3aHHOT'O C HUM OTKJIHKA.
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IIpunoxxenue Ne 20
K IlpaBuiam npumMeHeHus 060pyIOBaHUs
KOMMYTAaLlUU ceTer TMIOIBHKHOM

paguoteneponnor cBa3u. Yacte VIL
[lpaBuna npuMeHeHUss 0OOOpPYyIOBaHUS
KOMMYTalUH CTaHJapTa LTE,
YTIBEpXACHHBIM NpUKa3oM MUHHCTEPCTBA
U¢POBOro pa3BUTHUS, CBSI3U U MacCOBBIX
koMMyHuKauui Poccuiickoit ®enepanuu

or L5 06 20/8 Ne 375

TpeboBanns k nporokoay IPSec

1. TpeboBaHus k HACHTHDHUKAMOHHOMY 3arojoBKy AH:

1.1. ugeHTHGUKALMOHHBINA 3aronoBok mnpoTtokona IPSec (AH) gpomxeH
HCIONB30BaThCd IS O0ecreueHus LeJoCTHOCTH AeirarpamMM IP u muentudukanuu
HUCTOYHHKa JAHHBIX 0€3 OpraHM3allld CHEIUAIBHBIX COSAWHEHUN M 3aILUTHl IIPOTUB
MIOBTOPHOTO HKCIIONB30BaHus nakeToB. AH Moxer Hcnonb3oBaTbcs B KOMOMHAILMH C
ESP wmu myteM BIIOXXKEHHs. YCIYTH IO 3aIIUTE MOTYT 00€CIIeYMBaThCs MEXIY Iapoi
B3aMMOJAEHCTBYIOMMX dJIEMEHTOB ceTH IP.

1.2. dopmar 3arosnoBka uaentudukanuu AH npuseneHs! Ha pucyHke 1.

Crnenyromuii

JnuHa 3aronoska Peseps
3aroJI0BOK

Wnentuduxarop napametpos 3amuTsl (SPI)

IMopsaxoBeIli HOMEP

AyTeHTH()UKAIMOHHbIE JaHHBIE (3HaYeHHe KOHTpoabHOH cyMMEI (ICV))
(nepemMeH.)

Pucynok 1

[Tpumeuanue:

none «Crnenyromwii 3aromoBok» (1l OKTeT) MHOIDKHO IOKa3hIBaTh THI
MH(QOPMALIMHK, PACTIONIOKEHHOH Mociie HASHTUPUKalMOHHOro 3arojgoska AH. 3nadenus
3TOrO IOJIA JOKHBI BEIOMPAThCS M3 CIINICKAa HOMEPOB IIPOTOKOJIOB, NPEAOCTaBICHHOTO
AnmunucTpanueii agpecHoro npoctpanctBa MiHTepHeT IANA;

nofe «JlnuHa 3aroioBka» (1 OKTeT) JOJDKHO COAEPKaTh HHPOPMALUIO O pasMepe
3aronoBka AH B 32-6MTOBEIX ciioBax (4-0aifToBBIX O6J10Kax) MUHYC 2;

nojie «Pe3epB» (2 oKTeTa) JOJDKHO OBITH Pe3epBHBIM, PaBHO «0»H MTHOPUPYETCS
TnoJTy9aTeNeM. 3HaY€HHE 3TOTO IMONA NOKHO YYHTHIBAThCs NMpH BhramcieHuu ICV, Ho
HIHOPHPOBATHCA MOIy4aTeNeM;

none «Mnentudukarop napamerpoB 3ammth» (SPI) nmomkHO  OBITH
NPOM3BOJNBHEIM  32-OMTOBBIM  3HA4YEHHEM, HCIOJNB3YyEeMBIM  MOJIy4areneM Ui
uneHtudukanua SA, ¢ KOTOpOH CBS3aH BXOAAIIMM makeT. [y WHAMBHAYanbHBIX SA
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3HaueHue SPI moxer umaeHTHOUIHPOBaTH SA HIM HCIOJIB30BaThCI B KOMOWHAITUU
¢ tumoMm 1porokona IPsec (B mamHoMm ciiywae AH). ITone SPI momxkHO OBITH
00s3aTeNIPHBIM M MEXaHU3M OTOOpakKeHUS BXOIALIEro Tpaduka Ha HHIMBHIYaTbHEBIE
SA nomkeH noaaepXuBaThcs BceMU peanu3auusmu AH;

noine «IlopsnkoBeiii HoOMep» (4 OKTeTa) HOMKHO COAEpPXaTh 3HAUEHUE CUETYHKA
IIaKETOB, YBEJIM4YHMBaeMoe Ha «1» Ui Kaxaoro nepefaHHOro rnakera (CYeTUYHK IaKeToB
s SA). Oto none JOMKHO OBITh 00s3aTeNbHBIM M HPUCYTCTBOBATh JaXe B CiIydae,
KOrjJa IofMy4daTeib He TIIOJB3YeTCA YCIyraMu II0 MPeJOTBPAIEHHUIO ITOBTOPHOTO
UCIIONb30BaHUs IIAKeTOB Ui KOHKpeTHoOW SA. OtmnpaBuTenb HOJDKEH IepenaBaTh
yKa3aHHOE I10JIe, HO IOJy4aTelb He 0053aH IPUHUMATh ero Bo BHUMaHue. CueTYnKy Ha
CTOPOHE OTIIpaBUTENA K MOJydaTeNs NOJDKHBI MHHUIUATM3HPOBATHCA IIPH 3HAYSHUH
nons «llopsankoBelii HOMep» paBHOM «0» mnpu co3maHuu SA (TEpBBId Maker,
NepeaHHbIi ¢ UCIOIb30BaHueM JaHHOU SA, OyneT UMeTh NOPSAIKOBBIA HOMEp — «1»).
Ecnu npenorBpallieHre NOBTOPHOTO UCIONB30BaHUS ITAaKETOB BKIIOYEHO (MCIOJB3YyEeTCS
IO YMONYaHHIO), I[IepefaBaeMble IIOPSAKOBBIE HOMEpa HHKOrAa HE JOJDKHEI
IIOBTOPATHCA. PacIipeHHBIH MOpPSIKOBBI HOMEpP AODKEH IMO3BOJIATH HCIOIB30BATh
st SA 64-6utoBble opsaKoBele HOMepa. B 3aronoBke AH kaxaoro makera JOJKHBI
nepefaBaThCsl TOJIBKO Miafgmue 32 OuTa pacUIMpeHHOTro IIOPSAKOBOTO HOMeEpa, a
crapue 32 OuTa JOJMDKHBI YYMTHIBAThCS KaK dacTh IOPSAKOBOTO HOMepa
OTNpaBUTEIIEM M IOJlydyaTeleM M BKIOYarbess B pacuer ICV, HO He HODKHEI
nepenaBaThCs;

noige «AyTeHTH(HKAlMOHHBIE MHaHHBIE» JOJDKHO COAepXaTh 3HA4YeHUE
KoHTponbHOU cyMMbl ICV nns manHoro makera. Pazmep mons momkeH OBITH KpaTHBIM
32 6utam kak ais IPv4, tak u ming IPv6. YkazanHoe mojie MOXKeT BKIIIOUYATh 3al0JIHEHHE
U1 obecriedeHus1 KpaTHOCTH pa3Mepa 3arosioBka AH B uesom 32 (IPv4) umm 64 (IPv6)
OutaM. 3aroJiHeHWEe NOJDKHBI MOANEPKUBAThH BCE peallU3allud U pa3Mep 3alloTHEHUs
JOKeH OBITh MHHHUMAJIBHO JOCTaTOYHBIM JUISL BHIPaBHHBAHHS  3arojiOBKOB
B COOTBETCTBHHU ¢ TpeboBaHusMu 1Pv4/IPv6;

1.3. MecToHaxoXxaeHue 3arojioska AH:

AH pomxHO o0ecneunBarh paboTy B JByX peXuUMax: TPaHCIOPTHOM H
TYHHEJIbHOM:

a) B TpaHCHOpPTHOM pexnMme AH nomkeH momematbCs MEXAY 3aroioBKOM
npoTokosia IP ¥ 3aroJloBKoM MpOTOKOJNIAa TPAaHCIOPTHOI'O YPOBHSI WIH Nepel APYTruMH
3arojioBkamMu IPsec mpu Hamumuun. TpeOoBaHHS K MeCTOHaxoXAeHHUIo 3aronoBka AH
B TPAHCIIOPTHOM PeXXHUMe MPUBEJIESHbI Ha PUCYHKE 2.

3aroy0BOK 3arO/IOBOK
ucxonHoro IP 3aronoBok AH TCP (UDP) JlanHble
raKeTa
Pucynox 2

I[Tpu ucnons3zoanuu IPv4 AH nomkeH pa3Memarbes nocie 3aroinoska IP ( mocrne
Bcex omumii 3arojioBka IP), HO mepen 3arojoBKOM IIPOTOKOJIA CIEAYIOLIEr0 YPOBHS.
Ipu ucnons3osaumnu IPv6 3aronoBok AH momkeH pasMeIaThes 1ocje 3arojoBkoB IP
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U pacIIMpeHus. BpacuimpeHHOM 3arojioBke HEOOXOOMMO O0ECHEUHTh PaCIOIOKECHHUE
omnuuil nmomyyatens nepex 3aroaoBkoM AH, nmocie Hero uinu 1mo o6e CTOPOHE!;

6) B TyHHEIbHOM pexuMe 3aroioBok AH nomxen 3ammmare ucxomHsid IP
MakeT HEeJMKOM (BKJII0Yas ero 3arojioBOK).

TpeboBaHMs K MeCTOHaXOXJeHHIO 3arojoBka AH B TyHHeNBHOM pexume
IIpUBEJCHBI HA PUCYHKE 3;

3aroyoBok 3aroyioBoK | 3arojioBok
BHemHero [P 3arosmosox AH HCXOIHOTO TCP JlanHBIE
naKerTa IP nakera (UDP)

Pucynok 3

2. Tpebopanus k npotokoiry ESP:

2.1. mporokon ESP (IP Encapsulating Security Payload) npomxeH
UCIONB30BaThC AJIA OOecredeHusl LENOCTHOCTH M KOHOUICHIMAIFHOCTH HAHHBIX
IyTeM HX MmU$poBaHUsi. B 3aBUCUMOCTH OT IIOJIB30BAaTENhCKUX TpeOOBaHMM K
0e30MacHOCTH STOT MEXaHU3M ClleflyeT MpPUMEHATb I IIHU(PPOBaHUSA IaKETOB
TpaHcnopTHoro ypoBHs (Hanmpumep, TCP, UDP, ICMP, IGMP) unu neiitarpamm IP
nonHocThio. B mpotokone ESP pomxHO OBITH OOecneueHO OAHOBPEMEHHOE WIIH
pasfenpHOe HCMOJb30BaHHe GYHKIMI ayTeHTHHUKAMH H KpuITorpaduyeckoit
3allUTHl BMECTE;

2.2. JlomxHa obOecrieunBaTECI BO3MOXHOCTH cojepkanus ESP B mobom mecte
Mexay 3arosioBkoM IP B KOHEYHBIM NPOTOKOJIOM TPAHCIOPTHOro YypoBHA. Jns
npotokona ESP pomkxen wucnonb3oBatbes uaeHtugukarop IANA 50. 3aronoBok,
PacmoJIoKeHHBIN HENOCpeICTBEHHO nepe] 3aronoBkoM ESP,; nomxkeH Becerna coaepxarh
3HaueHue paBHoe «50» B mone «Cnexyromuii 3aronoBok» i IPv6 unu «lIpoTokom»
s [Pv4. ESP nomkeH coCTOsATh U3 HEMM(PPOBaHHOTO 3arojI0BKa, 3a KOTOPBIM JOJDKHBI
cllefioBaTh 3allu¢poBanHble naHHBIE. llludpyemble faHHbIE JOJDKHBI BKIIOYATh B ceOs
3allMIIEeHHBle TMOJsA 3arosioBka ESP W 3amumiaeMple NOIB30BAaTElbCKHE JaHHBIE:
Jertarpammy [P miy mmakeT nIpoTOKOJIa BEILIENEXKAIIETO YPOBHSL.

®opwmar 3aronoska ESP mpusesneH Ha pucyHke 4.

Wnentudukatop mapamerpos 3amutsl (SPI)

IlopsnxoBsili HOMEP

HanHele (IepeMeH.)

HanHsbie (TIepeMeH. ) 3anoIHUTENb

3anoJHUATEID JlmuHa 3amonHUTENs Crnenyromuii 3arojJ0BOK

AyTeHTH(pUKAIIMOHHEIE TaHHbIE (TTEpEeMEH. )

PucyHok 4

2.3. MmecToHaxoXxaeHue 3arojoBka ESP:
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HomkHa obecreneynBaThCd BO3MOXHOCTh paboTrel ESP B TpaHCIIOpTHOM H
TYHHEJIbHOM PEXUMax.

a) B  TPaHCIHOPTHOM  pexuMme  3alIMGpoBaHHBIE  JaHHblE  JOJDKHEI
TPaHCIIOPTUPOBATHCA MEXIY XOCTaMH, 3arojioBoK HcxogHoro IP-makera goimkeH
0CTaBaThHCS BHEIIHMM, a 3arojioBok ESP nomkeH nmomeliaTecs B IepeaBacMblil MaKeT
MEXIY 3aroJIOBKaMHU IIPOTOKOJIOB TPETHErO U YETBEPTOr0 YPOBHEM.

HIudpoBatscs JOJKHBI TOJIBKO JaHHbIE HCXOJHOTO IP-nakera
Y 3aKIII0YMTeNbHAsA yacTh ESP 3aromoska. B aTom pexxnme ESP He nomkeH mudposarth
3arojioBok [P-nakera, mons «SPI» u «IlopsaakoBeiil HOMEpY.

0) OyHKUMH TYHHEIBHOTO DEXHMAa IOJDKHBI DPEalM30BBIBATBCA B IILIIO3aX
6e30MmacHOCTH.

B TyHHeNBHOM peXuMe B KadeCTBE BHELIHETO 3arojloBKa JOJDKEH CO3J1aBaThCs
HOBBIII 3arojioBok IP, ESP 3arosioBok IOJDKEH IIOMEINAThCA IIEpel, 3arojiOBKOM
ucxoxaHoro IP-makeTa, a Bech MCXOAHbIN |P-makeT U 3aK0YUTENbHAS YacTh 3arojIOBKa
ESP momxHbl mmdpoBaTbesa. 3arooBok BHemHero [P-nakera He NOJDKEH 3alMINATBCS
npoTtokonoM ESP.
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Ipunoxenue Ne 21

K IlpaBuinam npumeHeHusi oGopyaoBaHHs
KOMMYTAallu cere ITOABUYKHOMN
pamuortenedoHHoit cBa3u. Yacts VI
IIpaBuna npuMeHeHUs 00OpYIOBaHHS
KOMMYTaLl1 CTaHJapTa LTE,
YTBEPXIECHHBIM IIpUKa3oM MunucrepcTsa
1U(POBOro pa3BUTHSA, CBI3M M MAaCCOBBIX
KoMMYyHHKauui Poccuiickoit @eneparun

or 2506 20/ Neo 374

ITepeyens cooGmennii nporoxona Diameter npu peannsauun unrepdeiicos S6b,
SWx, SWm, STa, SWd, SWa

Tabmua Ne 1. Coobmenust npotokona Diameter ma untepdeiice S6b, onpeneneHsie
uIeHTHQHKaTopoM mpuioxeHus (manee — Auth-Application-Id),

paBHBIM «16777272»

Coobmmenue

Kon coobiienus

HanpagneHnue nepenayn

Diameter-EAP-Request
(DER)

268, out R B nose
KoMaHbI «Dnar»
YCTAHOBJIEH B «1»

oT P-GW k 3GPP AAA cepsepy

Diameter-EAP-Answer
(DEA)

268, 6ut R B nose
koMaHIp! «Dmary
OYHIIIEH

ot 3GPP AAA cepsepa k P-GW

Nudopmarus o ceccumu.
3anpoc (AA-Request
(AAR))

265, out R B nosne
KOMaHIE!l «Pary
YCTaHOBJIEH B «1»

ot P-GW k 3GPP AAA cepBepy

Hudopmanus o ceccuu.
OtBet (AA-Answer
(AAA))

265, out R B mosie
KoManas! «Dar»
OYHIIEH

ot 3GPP AAA cepsepa k P-GW

OxoHuaHKe cecCUu.
3amnpoc (Session-
Termination-Request
(STR))

275, 6ut R B nosne
KoMaHIBI «Djar»
YCTaHOBJIEH B «1»

ot P-GW k 3GPP AAA cepsepy
WIN
ot 3GPP AAA cepBepa k P-GW

Oxonuanue ceccuu. OTBET
(Session-Termination-

Answer (STA))

275, 6ut R B noie
KkoMaHabe! «Piary»
OYMIIIEH

ot 3GPP AAA cepsepa k P-GW
WK
ot P-GW k 3GPP AAA cepsepy

ABapuiiHoe npeKpalieHue
ceccud. 3ampoc (Abort-
Session-Request (ASR))

274, out R B nosne
KoMauzas! «Pmar»
YCTAHOBJIEH B «1»

ot 3GPP AAA cepsepa k P-GW

ABapuiiHoe NpeKpalleHue

274, out R B nose

ot P-GW x 3GPP AAA cepsepy
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CooO1enue

Kon coobimenus

Hanpasnenue nepenaun

ceccun. OtBet (Abort-
Session-Answer (ASA))

koMaHae!l «Dmary
OYHILIEH

OOHOBJIEHUE NAaHHBIX
aBTOpH3anuu. 3anpoc (Re-
Auth-Request (RAR))

258, 6ur R B mose
KOMaHAbI «Dnary
YCTaHOBJIEH B «1»

ot 3GPP AAA cepBepa/mpoxcu
k P-GW

OGHOBIIeHHE TAHHBIX
aBropu3anuu. Otset (Re-

258, 6ur R B noite
KkoMaHb! «Dnary

ot P-GW x 3GPP AAA
cepBepy/IpoKCH

Auth-Answer (RAA))

OYHIIIEH

Tabmuna Ne 2. Coobmenns nporokona Diameter Ha unTepdeiice SWXx, olnpezeneHble

Auth-Application-Id, paBuriM «16777265»

CooO1enune Kon cooOuienus Hamnpasnenue nepenaun
AyTeHTH(UKaUUS pH 303, 6ur R Bnonne | ot 3GPP AAA cepaepa k
MYJIBTUMEIUMHON CECCHU. KoMaHAs! «Dary HSS
3ampoc. (Multimedia- YCTaHOBIEH B «1»

Authentication-Request

(MAR))

AyTeHTHUKANUA NPH 303, 6ur R Bmone | ot HSS k 3GPP AAA

MYJIbTUMEIUAHON CECCHH. KoMaHael «®Par» | cepBepy

Ortser (Multimedia- OYHILEH

Authentication-Answer

(MAA))

O6HoBIeHUE TPOdHUIIEH. 305,6ut R Bmone | ot HSS k 3GPP AAA

3anpoc.( Push-Profile-Request komaHasl «Dnar» | cepBepy

PPR)) YCTaHOBIJIEH B «1»

O6HoBenue npodueii. 305, 6ur R B mone | or 3GPP AAA cepsepa

Ortser.( Push-Profile-Answer KoMaHael «Dmar» HSS

(PPA)) OYHIIEH

Peructpanus cepeepa cepsepa. | 301, 6ut R Bone | ot 3GPP AAA cepBepa K

3ampoc.(Server-Assignment- komanasl «®mar» | HSS

Request (SAR)) YCTaHOBJIEH B «1»

Peructpanus cepsepa. OtBer. 301,6ut R Bmone | or HSS k 3GPP AAA

(Server-Assignment-Answer KomaHzs! «Pyar» | cepBepy

(SAA)) OUHIIEH

OkoH4aHue perucTpanuy. 304, 6ut R B none ot HSS x 3GPP AAA

3ampoc. (Registration- KoMmaHzsl «Pyar» | cepBepy WIH

Termination-Request (RTR) yctaHoBleH B «1» | or 3GPP AAA cepsepa
HSS

OxoHYaHKe perucTpanuy. 304, 6ut R Bone | or 3GPP AAA cepsepa Kk

Orset (Registration- KoMaHxbl «Pmar» | HSS mimu ot HSS x 3GPP

Termination-Answer (RTA)) OYUIIICH AAA cepsepy
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Auth-Application-Id, paBHbIM «16777264»

Coobmenne

Koz coobmenns

HanpaBJIeHne nepeaain

Diameter-EAP-Request
(DER)

268, out R B moise
koMaHab! «DPaary
YCTaHOBJEH B «1»

ot ePDG k 3GPP AAA
cepBepy/IPOKCH

Diameter-EAP-Answer
(DEA)

268, 6ut R B mone
koMaHObl «Dnary
OYHIIEH

ot 3GPP AAA cepBepa/npokcu
k ePDG

HNudopmanms o ceccun. 265, our R Bmonne | ot ePDG k 3GPP AAA
3anpoc (AA-Request KoMaHabl «Diar» cepBepy/IpoKCH
(AAR)) yCTaHOBJIEH B «1»

Hudopmaims o ceccuu.
Otset (AA-Answer
(AAA))

265, out R B moite
KoMaHas! «Dmar»
OUMINIEH

oT 3GPP AAA cepBepa/mipokcu
k ePDG

OKOHYaHHE CECCHH. 275, 6ut R B mone or ePDG x 3GPP AAA

3ampoc (Session- xoMaHael «®iar» | cepBepy/IpoKcH
Termination-Request YCTaHOBJIEH B «1»

(STR))

OKoHYaHUE CECCUU. 275, 6ur R Bmone | ot 3GPP AAA cepBepa/mpokcu
Otser (Session- xoMaHael «®nar» | k ePDG

ceccuu. 3ampoc (Abort-
Session-Request (ASR))

koMaHabsl «Diar»
YCTaHOBJIEH B «1»

Termination-Answer OYHILICH
(STA))
Apapuiinoe npekpamienue | 274, 6ur R Bnone | or 3GPP AAA cepsepa/mpokcu

k ePDG

Auth-Answer (RAA))

OYHNIIICH

ABapuiiHoe npekpamenue | 274, 6utr R Bnone | ot ePDG x 3GPP AAA

ceccun. OtBeT (Abort- KoMaHel «Dyar» | cepBepy/MpPOKCH
Session-Answer (ASA)) OYHIIEH

OO6HOBIIEHHE JaHHBIX 258, 6ur R B mone | ot 3GPP AAA cepBepa/nipokcu
aBTOpU3ALMH. 3alpoc KoMaHAbl «Dnar» k ePDG

(Re-Auth-Request YCTaHOBIIEH B «1»

(RAR))

OO0HOBIIEHHE JAHHBIX 258, out R B none ot ePDG k 3GPP AAA
aBTopusauuu. OtseT (Re- KoMauabl «@ar» | cepBepy/IpOKCH

Ta6numa Ne 4. Coobmenus nporokona Diameter Ha unTepdeiice STa, onpeneneHble

Auth-Application-Id, paBHBIM «16777250»

Coo0Or1ieHue

Kox cooOmenus

Hanpasnenue nepegayu

Diameter-EAP-Request

268, out R B mose

ot TWAN k 3GPP AAA
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Coo01uenne

Kon coobiienus

Hanpasnenne nepenaun

(DER)

KoMaHae! «Diar»
YCTaHOBIJIEH B «1»

cepBepy

Diameter-EAP-Answer
(DEA)

268, 6ut R B nose
KoMaHasl «Pnar»
OYHMILEH

ot 3GPP AAA cepsepa k
TWAN

ABapuiiHoe mpeKpaleHe
ceccud. 3ampoc (Abort-
Session-Request (ASR))

274, 6ut R B mone
KOMaHOb! «Dirarm
YCTaHOBJIEH B «1»

ot 3GPP AAA cepBepa/mpokcu
kK TWAN

Termination-Answer
(STA))

OYHILIEH

ABapwuiiHoe mpekpamenve | 274, 6uT R Brone | or TWAN k 3GPP AAA
ceccuu. OtBet (Abort- KoMaHAabl «®Pnar» | cepBepy/poKcH
Session-Answer (ASA)) OYHIIIEH

OKOHYaHHE CECCHH. 275,6utr R Bmonte | or TWAN kx 3GPP AAA
3amnpoc (Session- komauzabel «®Pmar» | cepBepy/mpokcu
Termination-Request YCTaHOBIIEH B «1»

(STR))

OxoHuaHue ceccuu. 275,6ur R Bone | or 3GPP AAA cepBepa/npokcu
Ortger (Session- KoMaHIbe!l «Paary kK TWAN

OGHOBNEHHE TAaHHBIX
aBTOPH3ALIMH. 3arpoc
(Re-Auth-Request
(RAR))

258, 6ut R B nose
KOMaH eI «Dmary
YCTaHOBIJIEH B «1»

ot 3GPP AAA cepBepa/mpoxcu
Kk TWAN

(AAR))

YCTaHOBJIEH B «1»

OOHOBIIEHHE NAHHBIX 258,6utr R Bmmote | or TWAN k 3GPP AAA
aBTopu3anuu. OtBeT (Re- KoMaHAbl «®Pyar» | cepBepy/PoOKCH
Auth-Answer (RAA)) OYMIIICH

Hudopmanus o ceccuu. 265, 6ur R Bmone | or TWAN k 3GPP AAA
3anpoc (AA-Request KoMaHAbl «®yar» | cepBepy/npoKcU

HNHudopmarus o ceccuu.
Otser (AA-Answer
(AAA))

265, 6ut R B noste
koMaHAbl «Diar»
OYHIIICH

ot 3GPP AAA cepBepa/mpokcu
K TWAN

Tabauua Ne 5. CooGmenus mporokona Diameter Ha unTepdeiice SWa, olpefieNieHbIe

Auth-Application-Id, paBasiM «16777250%»

Coobienne Koz coobmenus Harmpasnenue nepenaun
Diameter-EAP-Request 268, 6ut R Bmone | or UTWAN k 3GPP AAA
(DER) KoMmaHabl «Dmar» cepBepy

YCTaHOBJIEH B «1»
Diameter-EAP-Answer 268, but R Bonie | or 3GPP AAA cepsepa Kk
(DEA) komaHnel «@mar» | UTWAN
OYHIIEH
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CooOmienne Kon cooOmenus Hanpasnenue nepenaun
ABapuiiHoe npekpanieHne 274, 6ur R Bmone | ot 3GPP AAA
ceccun. 3anpoc (Abort- xomaHzsl «®nar» | cepBepa/mpokcd Kk UTWAN
Session-Request (ASR)) YCTaHOBJIEH B «1»
ABapuiiHoe npekpaileHne 274,6ut R Bote | or UTWAN k 3GPP AAA
ceccun. OtBet (Abort- koMaHAasl «Dmar» | cepBepy/IIpoKcH
Session-Answer (ASA)) OYHILEH
OxoHyaHue ceccuu. 3amnpoc 275,6utr RBmome | or UTWAN k 3GPP AAA
(Session-Termination- KoMaHzbl «®nar» | cepBepy/mpoKCH
Request (STR)) YCTAHOBJIEH B «1»
Oxonuanne ceccun. OTBET 275, out R B mote ot 3GPP AAA
(Session-Termination- KoMaHasl «@nar» | cepBepa/mpokcu K UTWAN
Answer (STA)) OYHIIECH
OOHOBIIEHHE JaHHBIX 258, 6ut R B mone ot 3GPP AAA
aBTopu3anuu. 3anpoc (Re- koMaHze! «Pnar» | cepBepa/nmpokcu k UTWAN
Auth-Request (RAR)) YCTaHOBJIEH B «1»
OOHOBIIEHHE NAHHBIX 258, 6ut R Bmone | or UTWAN x 3GPP AAA
apropusanuu. OteeT (Re- KomaHbl «Diar» cepBepy/IpoKCH
Auth-Answer (RAA)) OUHIIEH
Hudopmanus o ceccum. 265, 6ur R Bmone | or UTWAN k 3GPP AAA
3anpoc (AA-Request (AAR)) KoMaHb! «Dnar» cepBepy/IIpoKCcH
YCTAHOBJIEH B «1»
Nudopmanms o ceccum. 265, 6ut R B none ot 3GPP AAA
OtBet (AA-Answer (AAA)) KoMaHabl «Dnar» cepBepa/npokcu Kk UTWAN
OYHIIECH
OOHOBJIeHHE JaHHBIX 258, 6utr RBmone | or UTWAN k 3GPP AAA
apropu3anuu. OteeT (Re- KoMaHAbl «Diar» | cepBepy/mpoKCH
Auth-Answer (RAA)) OYHIIEH

Ha wuntepdeiice SWd nOMKHBI TpaHCIHUPOBAaTECS COOOIIEHHMS IPOTOKOJIA
Diameter ¢ unrepdeiicor S6b, SWm, STa, npusenenssie B Tabmumax NeNe 1, 3, 4
COOTBETCTBEHHO.
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Ipunoxxenue Ne 22

K [IpaBunaM mpuMeHeHUs 060pyIOBaHHS
KOMMYyTaIuu cereit ITOABHOKHO#
paguotenedonnoit cBasu. Yacte VI
IlpaBuna npuMmeHeHHs 0GOpYyAOBaHHUS
KOMMYTalll: CTaHJapTa LTE,
YTBEPXKACHHBIM TNIpHKa30M MuHHCTEpCTBa
1Ku(pPOBOrO Pa3BHUTHS, CBI3H M MacCOBBIX
KOMMYyHuKanuii Poccuiickoit ®enepaiyn

ot 15,08 20/P Ne /G

Ilepeyennb JaHHBIX, Xpanamuxcsa B HSS, MME, S-GW, P-GW,
ePDG, 3GPP AAA cepsepe, 3GPP AAA npokcn cepsepe,
npu peanuzanuu non-3GPP gocryna

Tabmumna.

INapamerp

HSS

MME (S-GW |P-GW | ePDG

3GPP
AAA | AAA
cepBep| MPOK-
cH
cepBep

MexryHapoaHbIi
uneHTurkarop MS
(IMSI)

MexnynaponHsiit Homep
MS B cetu ISDN
(MSISDN)

IlapameTps! s
ayTCeHTU(HUKAILUU B CETH
UMTS (RAND, XRES,
CK, IK, AUTN)

ITapameTphr mms
ayTeHTH()UKALUHN B CETH
LTE (RAND, XRES,
KASME, AUTN)

Pexxum nocryna k ceru
(Network Access Mode)

ITonpo6Hoe onucanne
tpetica 2 (Trace Reference
2)

YpoBeHb rimyOuHBI Tpeiica
(Trace depth)

Crucok
3JIEMEHTOB, B

CETEBBIX
KOTOPBIX

3GPP |Tum nap.
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ITapameTp

HSS

MME

S-GW

P-GW

ePDG

3GPP
AAA
cepBep

3GPP
AAA
IIPOK-
cH
cepBep

Tun nap.

IIPOBOIUTCS cOOp TpeHcoB
(List of NE types to trace)

[TapameTpsl, yKa3bIBaeMBbIE
B Tpeiicax  (Triggering
events)

Ilepeyerr  wmHTepdeiicoB
CeTEBBIX JJIEMEHTOB  [Is
KOTOPBIX  (opMHUpYOTCS
tpeiicel (List of interfaces
to trace)

IP agpeca mAnsd KOTOpBIX
¢dopmupyrotcs Tpeticel (IP
address of Trace Collection
Entity)

IIpopunu uMeH  Toue
JIOCTYyTIa (APN-
Configuration-Profile)

Vka3zaHHass B  IOAINHUCKE
obmas MaKCHMAJIbH
CKOpOCTh Iepeaadu mjj
TOYKH JOCTYTIA
(Subscribed APN-AMBR)

Hcnonezyemas
MaKCHMaJlbHasi  CKOPOCTH
nepegayd I TOYKH
moctyna  (Used  APN-
AMBR)

Azmpec cetm  mepenayd
nanHbIX (PDN Address)

Paspemennsiii agpec
BU3UTHOH CETH
panuoTenepOHHON CBI3U
(VPLMN Address
Allowed)

Unentuduxarop PDN GW
(PDN GW identity)

Hcnonb3zyeMas Touka
noctyna (APN in Use)

Unentudukxarop EPS
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ITapamerp

HSS

S-GW

P-GW

ePDG

3GPP
AAA
cepBep

3GPP
AAA
IPOK-
cu
cepBep

Tun map.

(EPS Bearer ID)

KauecTBo ob6ciyxuBanus
EPS (EPS Bearer QoS)

XapaKTepUCTUKHU ydeTa
CTOMMOCTH COeUHEHHUS
EPS PDN (EPS PDN
Connection Charging
Characteristics)

Tun Texaonoruu
paguonocTyna
(RAT type)

ITocTostHHBII
UACHTU(DUKATOD
none3oBarens (Permanent
user identity)

BozmoxxHoCTH
MOOHIIBHOCTH MPH
nocrtyne He 3GPP
(Mobility Capabilities)

IP appec numo3za MAG
(MAG IP address)

Hnentudukarop
Bu3UTHOM cetH (Visited
Network Identifier)

JlanHbIie nys
ayreHTHuKanun EAP
(EAP payload)

Hannble 00 Hcnons3yeMoM
IIPOTOKOJIE MOOHIIBHOCTH
(MIP Subscriber profile)

Kmou GRE mns
BOCXOJISIIIIETO

HalpaBJIeHUs HHTepdeiica
S5 (Uplink S5 GRE Key)

Kirou GRE s
HHUCXOIAIIErO
HarnpaslieHus uHTepdeiica
S5 (Downlink S5 GRE
Key)
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ITapameTtp HSS | MME |S-GW |P-GW | ePDG | 3GPP | 3GPP [Tun nap.

AAA | AAA

cepBep| MpoK-

CH
cepBep

Koy GRE s vy v Y B
BOCXOZALLETO
HalpaslieHUs HHTepdelica
S8 (Uplink S8 GRE Key)
Kmou GRE s N4 N4 B
HHUCXOMAIIETO

HanpaplieHus uHTEpdeiica
S8 (Downlink S8 GRE
Key)

Kimroun GRE unTepdeiica \% v v B
S2a (S2a GRE Keys)

Kimroun GRE unrepdeiica y y Y B
S2b (S2b GRE Keys)

Hnentudukarop v v B
MobuinsHOro y31a (Mobile
Node Identifier)

AJpec MapiipyTH3aropa v Y B
10 YMONI9aHUIO ¢opMarTa
IPv4 (IPv4 Default Router
Address)

JloxanbHBIH anpec TUHKA Y Y B
(Link-local address)

JlaHHBIE TTONTE30BaTEIS HE v v v B
3GPP (Non 3GPP User
Data)

Wnentuduxarop 3GPP v 4 v B
AAA Cepsepa (3GPP
AAA Server Identity)

Bri6op pexmma Y v v B
HOAJEPK KU MOOHIIBHOCTH
(Selected IP mobility
mode)

HnentndukaTop cepBepa y y B
Diameter myst HSS
(Diameter Server Identity
of HSS)

HeaytentuduiupoBanHbl Y Y B
i IMSI (Unauthenticated
IMSI)
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ITapameTtp

HSS

MME

S-GW

P-GW

ePDG

3GPP
AAA
cepBep

3GPP
AAA
MIPOK-
cH
cepBep

Tun map.

Wnentudukarop
coequnenns PDN (PDN
Connection ID)

Wnentnduxarop

KOHEYHOH TOYKH TYHHEJIS

ePDGF nans

S2b(mockocTth

ynpasnenus) (ePDG F-

TEID for S2b (control
lane))

Hnentuduxarop
KOHEYHOU TOYKH TYHHEJA
ePDG F mnsa
S2b(mockocTh
nosnb3oBarenst) ePDG F-
TEID for S2b (user
plane)

Unentuduxarop
KOHEYHOU TOYKH TyHHEJIs
PGW F nnsa
S2b(mnockocTh
ynpasienus) (PGW F-
TEID for S2b (control

plane))

Wnentuduxarop
KOHEYHOM TOYKH TyHHEJIS
PGW F mnsa
S2b(mockocTh
nons3oBatelnst) (PGW F-
TEID for S2b (user plane))

[TapameTps! TapuduKaIu
nosib3oBarens (Subscribed
Charging Characteristics)

v

MacTep ko4 ceccum)
(Master session Key

Y

Y

v

B

IIpumeuanne: B — BpemeHHble NaHHble, O — 00s3aTenbHBIE NaHHBIE, Y — JaHHEIE
1o ycioBuio, [1 — mocTossHHBIE JaHHEIE.
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IIpunoxxenue Ne 23

K IlpaBuinam nmpumeHeHus 00OpymOBaHHS
KOMMYTallli cereit IOABHXKHOM
pamuorenedoHHoit cBs3u. Yactes VI
IlpaBuna mnpuMeHeHHs 00OpyHOBaHUA
KOMMYTaLlu1 CTaHAapTa LTE,
YTBEPXKICHHEIM IIPUKa3oM MHUHHUCTEpCTBa
M(POBOro pa3sBUTHSA, CBA3M M MAaCCOBBIX
KoMMYHHKanMi Poccuiickoit @eneparyu

or L5 .08 20/8 Ne 372

TpeGosanns k nporokonam EAP-AKA, EAP-AKA'

1. Ilporoxon EAP-AKA gnomkeH OBITE paclIMpSE€MBIM IIPOTOKOJIOM
ayTeHTHQHUKAIUKM JJI1 ayTeHTH(HMKAUMH M COIJIacOBaHMS KIIOYell MoNib30oBareseit
UMTS npu nomoim yHuBEpCantbHOro MoyJIs uaeHTHuKanuu abonenta (USIM).

IIporoxon EAP-AKA' nomkeH NpUMEHSATHCS IS JOCTyNa K 0OOpYIOBAHHUIO
koMMyTanuu ctagaaptoB GSM 900/1800, UMTS, LTE ¢ ucnonszoaaneM TWAN unu
UTWAN noctymna.

Ilporokonsi EAP-AKA u EAP-AKA' [o/mKHBI MHONBE30BAaTHCS  YCIyTaMH
IIPOTOKOJIOB KaHAJILHOT'O YPOBHS.

2. TpeboBanus k nporokoiry EAP-AKA:

2.1. dopmat nakeroB EAP npuBenens! Ha pucyske 1.

Kon Hnentudukarop Jnuna
Hannsre
Pucynok 1
IIpumeuanue:

nosie «Kom» (1 oxteT) momkeH conepxars uH(popMaimio o Turne nakera EAP u
IIPUHUMATh 3HAYSHHUA:

1 —3anpoc (Request);

2 — otBeT (Response),

3 —noarsepxxaeHue (Success);

4 — otkas (Failure).

IMTakets1 EAP ¢ ApyruMu 3HaYeHHSMH KoJa JOJDKHBI OTOPAchIBAThCA OGeHMMH
CTOpoHamu 6e3 yBeJOMJICHUS;

none «Mnentudurkarop» (1 OKTeT) MOMKHO OOECIIEYMBATL COOTBETCTBHUE
3alpOCOB U OTBETOB Ha HHUX;

noje «/lnuna» (2 okrera) HOMKHO colepKaTh pasMep (B okTerax) maketa EAP ¢
yuetom monedi «Kom», «pentudukarop», «JlmmHay u «Janueie». OKTETH,
BRIXOJSINME 3a Ipefielbl yKa3aHHOTO pa3Mepa, CledyeT CYHTaTh 3allOJHEHHEM
KaHaJIbHOTO yPOBHsI, Ha IIpHeMe TaKue JaHHbBIE ClIeAyeT HTHOpHupoBaTh. CoOOIIeHHs CO
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3HAYeHHeM Moy «JlTiMHa», MPeBBIIAIOMEM pa3Mep IOMYyYEHHOIO MAaKeTa, IOJDKHEI
otOpaceIBaThCs 6€3 yBeJOMIICHNS;

none «JlanHbie» m0KHO MMeTh pasMmep 0 miu Gonee okreroB. Popmar moj
JOJDKEH 3aBHCETh OT THUIIA akeTa (3HaueHus mois «Koxay);

2.2. ¢opmar mnaketoB EAP Request u Response, HCIONB3yeMBIX JUId
ayTeHTH(QUKAMK H coriacoBaHus Kimouedl ¢ momompio USIM (manee — AKA),
NpUBENCH Ha pUCYHKeE 2.

Kon HUnentuduxarop Hnnua
Tun (23) [MogTum Pesepsn
Tun arpubyTta JnuHa atpubyTa 3navenue (2 u Gonee 6aiiTOB)
Pucynox 2
ITpumeuanue:

s naketoB Request u Response none «/laHHbIe» TOMKHO HAYMHATHCS C ITOJIS
«Tum» (1 okTeT) M coAepXaTh THI 3anpamuBaeMoii mHpopMmanuu. [lakeTsl Request
JOJDKHBI TIepeaaBaThCs, [oka He OyZeT Moy4yeH KOPPEKTHBIA OTKIMK, HE 3aBEPLIUTCS
OTCUET YHCJIA INONBITOK MM HIDKeNIe)XKallni ypoBeHb He coolmuT o6 oTkase. Ilome
«IneHTUdUKaTOP» HOJDKHO COXPaHATH 3HAU€HHE IS MOBTOPHBIX 3aIlpOCOB, YTOOBI MX
MOXHO OBUIO OTJIMYUTH OT HOBBIX 3amnpocoB. Conxepxumoe mnois «JlaHHBIE» JOJDKHO
3aBuceTh OT «Tumay 3ampoca. IlakeTrsl Response HOMKHEBI IepeAaBaThCsl B OTBET Ha
KOPPEKTHBI 3aI1poc;

noi «Tum» mis maketoB EAP-AKA nomxHO OBITE paBHO «23%;

none «JlaHusle» D0JKHO BKIo4aTh moje «[loatum» (1 okret) u none «Peseps»
(2 oxtera). Ione «[ToaTuin» HOMDKHO yKa3bIBaTh TUI 3anpoca/oTBeta Uit EAP-AKA;

nojie «ATpuOyTel» cienyetr B moiie «/lanHble» 3a monem «PesepB» U IOIDKHO
HCIIOJIB30BaTh JOpMaT: TUII-IJIMHA-3HAYEHUE;

2.3. comepxaHue [IaKeTOB EAP-Request/AKA-Identity (rogTuI-5)
(3anpoc uaeHTHPHUKAIMOHHOW HHPOPMaLUH).

VineHTHGUKAIIMOHHOW HH(QOpPMaIMed 1 IOJb30BaTeNlsd CEeTH CTaHAapTOB
GSM900/1800, UMTS, LTE u uHbOpMalHOHHO-TEICKOMMYHHUKAIIMOHHON CETH
«HrTepreT» nomkHbl 6biTh IMSI (TMSI) 1 NAI (uMs nonp3oBaTens@omneparop).

3anpoc OOMKEH COIepKaTh ONWH U3 TpeX aTpuOyTOB, YKa3hIBAIOIIMX THII
3alpalInBaeMoro UieHTH(UKaTopa:

AT PERMANENT ID_REQ;

AT FULLAUTH_ID_ REQ;

AT ANY_ID REQ;

2.4. comepxanue maketoB EAP-Response/AKA-Identity (oTBeT, comepikaiui
3aIpalldBaeMy0 UASHTUGUKALMOHHYIO HHPOPMALHIO).

Ortset pomxkeH comepxath atpudyt AT _IDENTITY;

2.5. maker EAP-Request/AKA-Challenge (noarum-1) [go/kKeH conepXxartb
JaHHBle U TOJNHOM ayTeHTHM(QMKAIMM [0Jb30BaTeNii U BKIIOYATh arpuOyThI
AT RAND, AT MACu AT_AUTN;
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2.6. gaketr EAP-Response/AKA-Challenge pmomkeH comepxaTh OTKIHK
moyie3oBatesis U Bkimo4ats atpudytet AT MAC u AT RES;

2.7. mnaker EAP-Response/AKA-Authentication-Reject (moarumn-2) momken
IIepelaBaThCsa, €CNIM IOJIb30BaTeNlb HE NPHHUMAET IapaMeTp ayTeHTH()HUKAIWH CETH
AUTN;

2.8. maker EAP-Response/AKA-Synchronization-Failure (moarun-4) momxen
nepefaBaThcss NpH owHOke B mnopsaakoBoM HoMmepe AUTN um BkimoyaeT aTpuOyT
AT _AUTS;

2.9. maker EAP-Request/AKA-Reauthentication (moarum-13)  gomkeH
IepefiaBaTbCs TP 3alpOCe CEPBEPOM IIOBTOPHOR OBICTpOH ayTeHTH(HUKALMH
none3oBatensa Iocne nonydeHus EAP-Response/ldentity mwnmu EAP-Response/AKA-
Identity u Bkmouats arpubyr AT MAC;

2.10. maker EAP-Response/AKA-Reauthentication mo/DkeH mepenaBaTeCs B
oreeT Ha 3ampoc AKA-Reauthentication u Bxmoware atpubyter AT MAC, AT IV
u AT_ENCR DATA;

2.11. mnakert EAP-Response/ AKA-Client-Error (noxrum-14) JIOJDKEH
nepesaBaTbCsl NpU OOHApYKeHHM ITOJb30BaTelleM owmuOku B nakere EAP /AKA, n
cogepxatb atpudbyr AT _CLIENT ERROR _CODE;

2.12. naker EAP-Request/AKA-Notification (moarwm-12) XoDKeH BKIHOYATH
arpubyt AT_NOTIFICATION AT MAC wu nmepemaBatbcs [UId  Iepelayd
I10JIb30BATEIIO YBEAOMIICHHUS OT NACHTHQULIUPYIOIEH CTOPOHEL;

2.13. maker EAP-Response/AKA-Notification momkeH mepenaBaThCs B OTBET
Ha EAP-Request/AKA-Notification u Brmouars atpudytesi AT ENCR_DATA
u AT _1V;

2.14. reHepanys Ki04a JODKHA OCYIIECTBIATHCS C HCIOIB30BaHHEM (YHKIIUM
SHA-1.

3.  TpeboBanus x mnporokomy EAP-AKA' 10MKHBI COOTBETCTBOBAThH
TpeboBanmsM kK EAP-AKA 3a ucKITIOueHHEM:

s naketoB EAP-AKA' 3Hauenue nons «Tum» AOMKHO YCTaHaBIIMBATHCA
paBHBIM «50»;

J0JDKHBI ucnonbs3oBaThes HoBble aTpulyTel AT _KDF, AT KDF INPUT;

reHepanys KiIo4a JOJDKHA OCYLIECTBIATBCS C HKCIOJB30BaHWEM (YHKIUH
SHA-256.
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ITpunoxenune Ne 24
K IlpaBunam mpumeHeHHS 000pYIOBaHMS
KOMMYTaLu1 cerel MOJBUXXHOH

pamuorenedonHoit cBsa3u. Yacte VI
IlpaBuna npruMeHeHUs OOOpPYIOBaHHUS
KOMMYTaluu CTaHJapTa LTE,
YTBEPXAECHHBIM IpHUKa3oM MuUHHCTEpCTBa
1(pOBOro pa3BUTHSA, CBSI3H M MaCCOBBIX
KOMMyHUKauuii Poccuiickoit @enepanyn

or J45 .06 2b/8 Ne 37/

TpeGoBaHus K NPOTOKOJIY B3aHMOAeCTBHS

cepBepa abonenTckux gaHHbIX HSS n/mnu uentpa ayrearudpuxanuu AuC
€ OTJEJbHBLIM aNNApPaTHLIM MoayJadeM 6esonacHocta HSM , BBINOJIHAIOIHEM
Kpunrorpaguyeckne pyHKkuHn ayreHTHGHKANHA A00HEHTOB

1. Jlna B3auMoneHcTBUs cepBepa a0OHEHTCKHX MAaHHBIX H/WIM IIEHTpa
ayrentupuxkanuun HSS/AuC u HSM, BomonHstonmM Kpurrorpadudeckue (QyHKIIMH
ayTeHTH(QUKALUU aOOHEHTOB, JOJDKHBI HCTIONIB30BAThCS CIIEMYIOIHE COOOIIEHNS

1.1. 3ampoc

co croposl HSS/AuC ayreHTHduUKanuOHHOW HHOOPMALUH

(Authentication Crypto Request — ACR).

CopnepxaHnue

I/IH(l)OpMaIII/IOHHBIX JJICMEHTOB, HCHOJB3YEMBIX B JTaHHOM

cooOLIEeHNH, TPUBEAEHO B Tabaume Ne 1;

Tabmuma No 1.

HNHpopMaItuoHHBIH
AJIEMEHT

Coznepxanre nHGOPMAIIMOHHOTO dJIEMEHTA

Code

Hndopmanonnsiii snemeHT Code MODKeH conepkaTh KOZ
coobmenns HSM. Jlnuna nomkHa O6ITh 48 OHT.

K

HWudopmanmonnsiii snemenT K nomkeH comepxath kimou K,
KOTOpBIM XpaHUTCS B cepBepe aboHeHTCcKuX AaHHbIX HSS/AuC.
Jnvna nomxHa ObITh 128 Our.

AMF

Nudopmarmonnslit anemenT AMF (Authentication management
field), mpexycmotpennsit m.6.3 ETSI TS 133 102. [nuna
JIOJDKHA OBITH 16 OUT.

SON

HNudpopmannonnsit anement SQN (sequence number),
npenycmorpenssii 1.6.3 ETSI TS 133 102. [liinna nomkaa
OBITH 48 OuT.

AIR-Filler

HNHdopMallioHHBINA 2JIeMEHT IOJDKEeH o0ecrieunBaTh
IpeBBILICHNE JIMHOM 3ampoca JUIHHB COOTBETCTBYIOLIETO MY
otBeTa. JlimHa nomkHa ObITh 448 OUT.
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1.2. otBer HSM c ayrenTudukaunonsoit unpopmanueii (Authentication Crypto

Answer — ACA).
Conepxanne HHQOPMAIMOHHBIX JJIEMEHTOB, HCIOJNB3YEMBIX B JaHHOM
coo01IeHuH, IIpuBeaeHO B Tabmuie Ne 2;
Tabmuma Ne 2.
HNHdpopMannoHHEIH Copeprxanre HHPOPMAIIOHHOT'O 3JIEMEHTA
3JIEMEHT
Code Hudopmanmonnsiit snemenT Code HODKEH COIEPXKaTh KOX
coobmennss HSM. Jinna nomkHa ObITh 48 OHT.
Authentication Nudopmannonnrii snement Authentication Vector (AV),
Vector npegycMoTpensbit 1m.6.3 ETSI TS 133 102. Jlnuna nosxHa
OBITh 576 6UT.

1.3. 3anpoc co ctoponsl HSS/AuC ayreHTuduKanmoHHO# HHPOpMALHU IIpH
pecunxponusaiuu (Resynchronization Crypto Request — RCR).
Copnepxanne HHPOPMALMOHHBIX 3JIEMEHTOB, HCIIONB3YEMBIX B JaHHOM
coo0IeHuH, npuBeJeHo B Tabimie Ne 3;

Tabura Ne 3.
HNHbopMalmoHHBIH Cognepxanue nHGOPMAIIIOHHOTO 3JIEeMEHTa
SJIEMEHT

Code HNudopmanmonnsiit snemeHT Code mOMKEH comepaTtb KOX
coobmennus HSM. Jlnnna nomkHa ObITh 48 OUT.

K NudopmanvonHelii srmeMeHT K JOJDKEH conep)KaTh K04
abonenra K, npexycmorpennsiit 1.6.3 ETSI TS 133 102. Inuna
noJKHa OBITh 128 OuT.

RAND Undopmannonnsiii smemeHT RAND gnomkeH conepkaTh
RAND, mpenycmotpenssit 1m.6.3 ETSI TS 133 102. Qnuna
OJIKHa OBITH 128 OuT.

Conc(SQNps) Nudopmarimonnsiit snemeHT Conc(SQNys) D0MKeH cofepKaTthb
Conc(SQNMS), npeaycmotpennsiét 1m.6.3 ETSI TS 133 102.
JlnuHa nomxHa OBITE 48 OUT.

1.4. orBer HSM ¢ ayreHTH(UKAMOHHOW WHPOPMaLMEH TIPH PECHHXPOHU3ALIUU
(Resynchronization Crypto Answer—-RCA).

Cognepxanue HHPOPMALMOHHBIX
coo01IeHun, npuBeeHo B Tabmuiie Ne 4;

QJIEMCHTOB, HCIIOJIB3YEMBIX B HOaHHOM
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Tabmuma Ne 4.
HNudopmarmoHHbIit Copneprxanue HHPOPMAIHOHHOTO 3JIEMEHTA
DJIEMEHT

Code HNupopmanmonnsiit snemerT Code HOMKEH coAepaTh KOJ
coobmmennss HSM. Jlnuna nomkHa GbITh 48 OUT.

XMACS HNHubopmanuoHHEI DJIEMEHT JIOJDKEH coliepxaTh
KpUNTOrpaduyuecKy 3allUIeHHYI0 HMMHUTOBCTaBKY XMACS,
npenycMoTpensyro 1m.6.3 ETSI TS 133 102. nuHa moikHa
OBITH 64 OUT.

SQNus HMudopManuoHHbIfl 31€MEHT JHOKeH comepxaTh SQNys,
npexycMorpeHHbi 11.6.3 ETSI TS 133 102. [nuua nomkHa
ObITB 48 OWT.

2. HSS/AuC npu peanusanuu nporokona B3amMmozeiictsun ¢ HSM pomken
obecrieunTs:

2.1. ornpasky 3anpoca B HSM s reHepaniy JaHHBIX ayTeHTHDUKALUM;

2.2. ycTaHOBKY Misi Ka)XKHOTO OTIPABICHHOIO 3ampoca YHHKAJIBHOIO ajipeca
OTMIPABUTEN COOOINEHHS COITNIACHO IIPOTOKONY B3aMMOJEHCTBHS 4  ypOBHA
(TpaHCIIOPTHOrO MPOTOKOJIA NIepenayH AeitarpaMm 1os3osatens — UDP);

2.3. oXHJaHKe AJs KaXIO0ro OTIPaBIEHHOTO 3ampoca oTBera oT HSM B TedeHue
YCTaHOBJIEHHOTO IPH HACTPOIKe BPEMEHH.

3. HSM mpu peanmsauuu mnporokona b3aumozelictsun ¢ HSS/AuC nomkeH
00ecCIeYnTs:

3.1. mpunsatue ot HSS/AuC xoppexTHOro 3ampoca Ajsl TeHEpalud JaHHBIX
ayTeHTHOHKaLuH, 06paboTKy 3anpoca u nepegady orseta B HSS/AuC;

3.2. coBmaJieHHE YKa3aHHOTO B OTBETe ajJpeca IOAyYaTels COOOLIEHHS ¢
aZpecoM, YKa3aHHEIM B 3alpoce OTIPABUTENS COOOILEHUs, COMNIACHO IIPOTOKOJY
B3aUMOJIEHCTBUS 4 YPOBHS;

3.3. otka3 B oTBeTe npu noctymieHud oT HSS/AuC HeKOppeKTHEIX 3alpocoB;

3.4. omoBElIEHHE CUCTEMBI 00 OTKa3e B OTBETE I[yTeM OTKIIFOUEHMS UHTepdeiica
Ha (PU3UYECKOM YPOBHE B3aMMOIEHCTBH.

4. Peanusauusa  mpoTokoma — B3auMoAecTBHS 4 ypoBHA  JOJDKHA
OCYLIECTBIIATHCS C YIETOM CIENYIOIHX TpeOOBaHHUIA:

4.1. [ns ampecalldyl 3aIIpOCOB M OTBETOB COMNIACHO MPOTOKOJY B3aUMOIEHCTBHSA
4 ypoBHS KOJDKHEI ucrionb3oBaTbess UDP-niopTet u3 auanasona 49152 — 65535;

4.2. anpeca noiy4aresns OTBETOB M OTIIPABUTENII OTBETOB COMIACHO IMPOTOKOIY
B3aMMOJIEHCTBHA 4 YPOBHS HOJDKHBI YCTaHAaBIMBATHCSA OJMHAKOBEIMH B KOH(PHUTYpaIusax
HSS/AuC u HSM cOOTBETCTBEHHO;

4.3. wunbpopmanus, mnepenaBaeMas B COOOIIEHHAX COTJIACHO MPOTOKOIY
B3aMMOJEHCTBUS 4 YpOBHS, IO/DKHA OBITh 3allMIlIeHa OT HECAHKIHOHHUPOBAHHOIO
JOCTyIIa K HEH.

5. 3HayeHUsT KOAOB HMH(POPMALMOHHBIX COOOIIEHHWH TpH B3aUMOACHCTBUU
HSS/AuC ¢ HSM [0omKHBI  COOTBETCTBOBAaTh  3HAYEHHSIM, IPHUBEICHHBIM
B Tabmuue Ne 5.
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Ta6muua Ne 5.

HudopMarrionHoe coo0IIeH e Coxkpamenue SHateHUe
koxa/Code
1.1|Authentication  Crypto  Request Ge3 ACR 0
ucnosip3oBaHus AK
1.2|Authentication Crypto Request c ACR 1
ucrons3zoBanueM AK
2. |Authentication Crypto Answer ACA 2
3.1|Resynchronization Crypto Request 6e3 RCR 4
ucrnons3oBanus AK
3.2|Resynchronization Crypto Request ¢ RCR 5
ucnonp3oBanueM AK
4. |Resynchronization Crypto Answer RCA 6
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ITpunoxenune Ne 25

K IlpaBunam npumeHeHust 00OpyaOBaHUs
KOMMYTAaIH1 ceTel IIOJIBYDKHOM
panuotenedonnorr cps3u. Yacte  VIIL
IlpaBuna npuMeHeHHsT 00OPYIOBaHHS
KOMMYTaLll| CTaHZapTa LTE,
YTBEPXACHHBIM IpHKa3oM MuHUCTEpCTBa
OU(GPOBOro pa3BUTHUS, CBA3H M MAaCCOBEIX
xoMMyHukanuii Poccuiickoit ®enepauuu

or 283 .06. 20/f Ne 37.9

CrnpaBouHo
ChnHcok HCenoJIb3yeMbIX COKPAaleHH i

1. 3GPP — 3" Generation Partnership Project (KoHCOpLHYM, pa3pabaThHIBAIOLIHIA
criequdUKaIK U1 ceTel pagnoTeneOHHOM CBSI3H).

2. AAA - Authentication, Authorization u Accounting (ayreHTHGMKAIHA,
IIPOBEPKA ITOJTHOMOYHH, yUET).

3. AH - Authentication Header (ayreHTHGHKAIMOHHEIA 3aroloOBOK IS
npotokoina IP).

4. ANID — Access Network Identity (ugeHTH(dUKATOp CETH AOCTYIIA).

5. APN — Access Point Name (unentu¢ukaropa Touku goctymna k PDN).

6. ARP — Allocation and Retention Priority (Ha3HaueHwe u COXpaHEHHE
IIPHOPHUTETA).

7. AUTN — Authentication Token (cumBoi ayTeHTHOHKALIMHN).

8. CoA — Care-of Address (ampec, Ha3Ha4aeMblii B MOMEHT PETMCTPALMH
10JIb30BAaTENS B CETH).

9.  CN - Core Network (6a3oBas cetn).

10. DA - Diameter Agent (o6GopynoBaHHe, peanusyoliee (YHKIHMIO areHTa
nportokoina Diameter).

11. DHCP - Dynamic Host Configuration Protocol ( mpoTokoj JUHaMHYECKOI
HACTPOUKH y371a).

12. DSMIP - Dual-Stack Mobile IPv6 (nByxcrekoBblii mpotokon IPv6 mo
obecrieyeHII0 MOOMIIBHOCTH).

13.  DPXA — Diameter Proxy Agents (byHkius nmpokcu nporokosa Diameter).

14. DRDA - Diameter Redirect Agents (¢pyHKIMS NepeHanpaBlieHHs IPOTOKOIa
Diameter).

15. DRLA - Diameter Relay Agents (GyHKIUS HepeKIIOYeHHs MPOTOKOJA
Diameter).

16. EAP-AKA - Extensible Authentication Protocol Method for UMTS
Authentication and Key Agreement (pacmupsieMblii MPOTOKONI AyTeHTHDUKALNK IS
ayTeHTU(HUKALMK U COrIacoBaHUA Kirodelt nmonb3oBateneit UMTS).
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17.  EIR -~ Equipment Identity Register (peructp uIeHTHOHKAIMH
o0opyaoBaHus).

18. eNodeB — Evolved NodeB (6a3zoBbie cranumu crangapra LTE u LTE-
Advanced). .

19.  ECM - EPS Connection Management (ynpasienue coeaunerreM B EPS).

20. ECM-CONNECTED - EPS Connection Management-CONNECTED
(cocTosiHME mpollecca YNpaBIeHHS COeJUHEHHEM Uil «a0OHEHTCKas PajrOCTAaHIMS -
COEIUHEHHUED ).

21. ECM-IDLE — EPS Connection Management-IDLE (ucxoaHoe COCTOSHHE
nporecca ynpasieHus coequaenueM it AC B EPS).

22. EMM - EPS Mobility Management (ymnpasienue MoOuisHOCTEIO B EPS).

23.  EMM-DEREGISTERED - EPS Mobility Management-DEREGISTERED
(cocTosHme mpouecca ympaBineHus MoOmwibHOCTRIO 111 AC B EPS -
HE 3aperucTprupoBaHa).

24, EPC - Evolved Packet Core (6azoBas cers cranmaproB LTE
u LTE-Advanced).

25. ePDG — Evolved Packet Data Gateway (oGopyInoBaHHe, pealM3yIOLIEE
GyHKuMHE nocTyna K o6opynoBaHuio kommytauuu cranaapta LTE u3s cetu Uureprer
pu UcToap30oBaHuu goctyna UTWAN).

26. EPS — Evolved Packet System (ceTp pagwomoctyma u 6Ga3oBas ceTh
crangaproB LTE u LTE-Advanced).

27. ESP - Encapsulating Security Payload (mpotokxon 3amuTsl (tmppoBaHus)
JAHHBIX).

28. E-UTRAN - Evolved UTRAN (cetp pagmomoctyma cranmaproB LTE
u LTE-Advanced).

29. FA —Foreign Agent (areHT BU3UTHOM CETH).

30. FACoA —Foreign Agent Care-of Address (agpec areHTa BUSUTHOMN CETH).

31. GBR - GQGuaranteed Bit Rate (rapantupoBaHHas CKOpPOCTb Ie€penavu
JaHHBIX).

32.  GRE - Generic Routing Encapsulation (0o011ast HHKaICy/ISLus MapIIpyTOB).

33.  GSM - Global System for Mobility (rmoGampHas cucTteMa MOOHIBHOM
CBSI3H).

34. GTP — GPRS Tunnelling Protocol (mporokon TynHenuposanus GPRS).

35. HA —Home Agent (areHT JOMaIIHel CETH CETH).

36. HBM -Host Based Mobility (ynpasieHne MOOHIBHOCTBIO HA 0a3e XOCTOB).

37. HLR —Home Location Register (moMamHuii perucTp MECTOHaXOXICHHUS).

38. HMAC - hash-based message authentication code (kon ayTeHTH(DHKAIAU
COOOIICHHA, UCITONIB3YIOIIUN Xell-(QOyHKIAHN).

39. HPLMN - Home Public Land Mobile Network (cerp Omepatopa
MOOWIBHOR CBS3W, B KOTOpOi abOHEHT INOANKCAaH Ha OKa3aHHe YCIyr MOOMJIBHOM
CBSI3H).

40. HSS — Home Subscriber Server (cepBep aOOHEHTCKUX JJaHHBIX ).

41. HSM - Hardware Security Module (anmapatHbIit MOZyJIb 6€30I1aCHOCTH).
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42. ICMP - Internet Control Message Protocol (mpoTokon ympaBisSrOLIHX
coobwennit B UnTepHer).

43. IKEv2 - Internet Key Exchange version 2(ITporokos o6MeHa Ki04aMH B
HHTepHeT Bepeus 2).

44. IMEI - International Mobile Equipment Identity (MexmyHapomHbIi
uaeHTHGHKATOp 000pyROBaHUs a0OHEHTCKOM PaqMOCTAHIIMH).

45. IMEISV — International Mobile Equipment Identity and Software Version
(MexxmyHapoaHbI HaeHTH(UKATOp O0OpYHOBaHHUSA ¥ HOMEP BEPCHM IIPOrPaMMHOIO
obecnedeHus o6opyroBaHusI aOOHEHTCKOM PaMOCTAHIHHN ).

46. IMSI — International Mobile Subscriber Identity (MexxyHapoIHBIH HOMEP
aODOHEHTCKOM CTaHIIMH).

47.  IP — Internet Protocol (mpotokon MuTepHeT).

48. IPSec — Internet Protocol Security (mpotokos HMHTepHET ¢ MOLmEP)KKOM
¢byHKIMIA 6€30I1aCHOCTH)

49. KDF —key derivation function (¢pyHKIMS OpMHUPOBaHHS KITIOYA).

50. LIPA —Local IP Access (MectHsIit IP moctym).

51. LMA - Local Mobility Anchor (JlokanbHBIf y3en yIpaBiIeHHS
MOOUIIBHOCTEIO).

52. LTE —Long-Term Evolution (3Bontonust Ha JUTUTENbHEIA IEPHOL).

53. LTE-Advanced — (pa3Butue crangapta LTE).

54. MAG —Mobile Access Gateway (IuTI03 MOGHIBHOI'O OCTYIIA).

55.  MBR —Maximum Bit Rate (MakcuManbHas CKOpOCTH Iepeadn).

56. MCM — Multi-connection mode (pe>xuM HECKONBKHX COEAMHEHHIA).

57. MD5 —Message Digest 5 (128-OUTHBIH aITOPUTM XEIIUPOBAHHS).

58. MIPv4 — Mobile IP version 4 (pacmuperue ¢pyHKIHOHATBHOCTH ITPOTOKOJIA
IPv4 o obecnieueHHI0 MOOHIIBHOCTH).

59. MME - Mobility Management Entity (Momyns  ynpasieHus
MOOHIIBHOCTEIO).

60. MSISDN — Mobile Subscriber ISDN Number (Mexxynapoansiit Homep AC
B ceT ISDN).

61. NAI - Network Access Identifier (uneHTHpUKAaTOp HOCTYyNA K CETH).

62. NAS protocol — Non-Access-Stratum protocol (mporokon cimos 6e3
JIOCTyIa).

63. NBM - Network Based Mobility (ympaBienne MOOHIBHOCTBEIO Ha 6aze
CETH).

64. NDP — Neighbor Discovery Protocol (mpotokos oGHapyKeHus coceneit).

65. Non-3GPP — cetb paaguopoctyna, oriuyHas oT cranaapros GSM 900/1800,
UMTS, LTE, ucnons3yromas nepeaady JaHHbBIX B quanaszoHe ot 30 MI'iy go 66 I'T1g

66. P-GW — Packet Data Networks Gateway (1n1:03 B3aMOAEHCTBHSI C CETSIMH,
UCTIOJIB3YIOIIMMU TEXHOJIOTHIO C KOMMYyTalHel I1akeToB).

67. PCRF - The Policy and Charging Rules Function (pyskuus mpasui
MTOJIUTUKH )

68. PDN — Packet Data Network (ceTs nepenayn 1aHHBIX).
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69.  PMIPv6 — Proxy Mobile IP version 6 (pacumpenne ¢yHKIMOHATEHOCTH
npoTokoia IPv6 mo obecnieuenuro ceTeBoit MOGUIBEHOCTH).

70. PPP - Pointto-Point Protocol (mporokon kaHana  CBS3H  C
HEIOCPEICTBEHHBIM COSTHHEHUEM).

71.  PRF —PSEUDO_RANDOM_FUNCTION (nceszo ciy4aiinas byHKIHA).

72. QCI - QoS Class Identifier (mmenTudukaTop Kiacca KadecTsa
00CITyKUBaHUs).

73. QoS — Quality of Service (kauecTBO 06CTyKHBaHH).

74.  RADIUS — Remote Authentication in Dial-In User Service (mpoTtokon s
ayTeHTU(UKALUH, aBTOPH3ALMY YAAIEHHbBIX [10Tb30BaTeNel).

75.  S1-AP - S1 Application Protocol (mpuknanroii mpoTokon ans uHTEepdeiica
S1).

76.  SCM - Single-connection mode (pexxuM omHOTO COEIUHEHHS).

77.  SCTP - Stream Control Transmission Protocol (mpoToxon nepenayu
C yIpaBJIeHUEM ITIOTOKaMH).

78.  SGSN - Serving GPRS Support Node (o6cmysxuparommuii yzen IIOAJIEPXKKHU
GPRS).

79.  SGsAP — SGs Application Part (mpuxmamHo# mpoTokon s uHTepdeiica
SGs).

80.  S-GW — Serving Gateway (06city>KuBaroIuif MITI03).

81. SHA - Secure Hash Algorithm (anropurm KpUNTOrpapuiecKoro
XELIUPOBaHUA).

82.  SIPTO - Selected IP Traffic Offload (Bo3MOXHOCTE pacnpeseneHus
Tpaduxka IP).

83.  SRVCC - Single Radio Voice Call Continuity (oTnensHas HEIIPEPhIBHOCTH
TOJIOCOBOTO BEI30Ba Ha paJluOUHTEpdelice).

84.  TCP — Transmission Control Protocol (mpoTokon ympasieHus mepenadeil).

85. TEID - Tunnel Endpoint Identifier (umeHTHdUKAaTOp KOHEYHON TOUKH
TYHHEJIS).

86. TLV — Tag-length-value («Tun-anuHa-3HAYEHHEY, METOJ 3aIUCH JAHHBIX B
TEJIEKOMMYHHKALIMOHHBIX IIPOTOKOJIAX).

87. TMAG - Trusted Mobile Access Gateway (1103 MOGHIBHOTO JOCTYIIA).

88. TMSI - Temporary Mobile Subscriber Identity (BpemeHHBIH
HIECHTU(PUKATOP MOGHITEHOTO a0OHEHTA).

89.  TSCM - Transparent single-connection mode (pexuM OIHOTO IPO3PATHOTO
COEIMHEHH ).

90. TWAG - TWAN Access Gateway (uutro3 cett TWAN).

91.  TWAN - trusted WLAN (moBepeHHBIi 6eClIpOBOAHBIH JOCTYII).

92. UDP - User Datagram Protocol (mporokonm mepenaunm pedTarpamMm
HOJIB30BATENA ).
93. UE - User Equipment (paguorenepoHHas CTaHIHSA CTaHJApTOB

GSM900/1800/UMTS/LTE, nommepxuBamoliasi CTaHAapT GecIpOBOJHOM Iepeadn
JNaHHBIX B AuanasoHe ot 30 MI' go 66 I'T).
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94.  UMTS - Universal Mobile Telecommunications System (yauBepcansHas
cucTeMa MOOHIIBHOM CBS3H)

95. USIM - Universal Subscriber Identity Module (yHHBepcalbHBIA MOIYIIB
HeHTU(UKALMK aGOHEHTa; KapTa MOOGWIBHOTO MONB30BaTeNs s paboThl B CeTH
UMTS).

96. UTRAN - Universal Terrestrial Radio Access Network (ceTs paguomocTymna
cragnapra UMTS).

97.  UTWAN - Untrusted WLAN (HeHaexHbIH 6eCpOBOMHEIH HOCTYII).

98. VPLMN - Visited Public Land Mobile Network (rocteBas cers MOGHIBHOM
CBSA3H, B KOTOPOH B HACTOAIIMH MOMEHT 00CITy>XKHBaeTCs aGOHEHT).

99.  WLAN - Wireless Local Area Network (okansHas ceTh, IOCTpOEHHas
Ha OCHOBE OECIIPOBOJIHBIX TEXHOJIOTHI).

WLAN AN — WLAN Access Network (ceTs GeclipoBoHOT0 aGOHEHTCKOTO

JIOCTyTIa).




